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Preface

This volume contains the preliminary proceedings of the 16th International
Workshop on Rewriting Logic and its Applications (WRLA 2026). Previous
editions of the workshop were held in Asilomar (USA) 1996, Pont-a-Mousson
(France) 1998, Kanazawa (Japan) 2000, Pisa (Italy) 2002, Barcelona (Spain)
2004, Vienna (Austria) 2006, Budapest (Hungary) 2008, Paphos (Cyprus) 2010,
Tallinn (Estonia) 2012, Grenoble (France) 2014, Eindhoven (Netherlands) 2016,
Thessaloniki (Greece) 2018, Dublin (Ireland) 2020, Munich (Germany) 2022, and
Luxembourg (Luxembourg) 2024.

Rewriting logic is a natural model of computation and an expressive semantic
framework for concurrency, parallelism, communication, and interaction. It sup-
ports the specification of a wide range of systems and languages across diverse
application domains and it also exhibits desirable properties as a metalogical
framework for representing logics. Over the years, several languages based on
rewriting logic have been designed and implemented. The aim of this workshop
is to bring together researchers with a shared interest in rewriting logic and its
applications, providing a forum to present recent work, discuss future research
directions, and exchange ideas.

WRLA 2026 was held on April 11-12, 2026, in Turin, Italy, as a satellite event
of the European Joint Conferences on Theory & Practice of Software (ETAPS).
A total of 15 submissions were received, covering a wide range of topics related
to rewriting logic and its applications. Each submission was reviewed by at
least three program committee members or additional reviewers. After extensive
discussion, the program committee selected 11 papers for presentation at the
workshop. A selection of the accepted papers will appear in the post-proceedings,
to be published in the Springer LNCS series, following the tradition of previous
editions of the workshop.

Sincere appreciation is extended to all authors who submitted papers to
the workshop, the invited speakers, and those who contributed tutorials. Equal
thanks are due to the members of the program committee and the external re-
viewers for their careful work throughout the review process. As in previous
editions, the suggestions provided by the members of the WRLA steering com-
mittee were both valuable and greatly appreciated. Finally, deep gratitude is
expressed to the local organizers of ETAPS 2026, whose efforts made this work-
shop possible.

April, 2026 Camilo Rocha
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Generalization of Church-Rosser Strategies for
Confluent Abstract Rewriting Systems of the
Smallest Uncountable Cardinality

Ievgen Ivanov!
Taras Shevchenko National University of Kyiv, Kyiv, Ukraine
ivanov.eugen@gmail.com

Abstract. In the paper we investigate reduction strategies for proving
convertibility in confluent abstract rewriting systems (ARS) of the small-
est uncountable cardinality that generalize Church-Rosser strategies that
are known to exist for countable confluent ARS. Under the Continuum
Hypothesis (that is independent of ZFC set theory, if ZFC is consistent),
the results obtained in the paper may be useful for guiding the design of
(semi-)decision procedures for (restricted instances of ) word problems for
confluent ARS of the cardinality of the continuum that include rewriting
systems on many structures of interest to computer science and applied
mathematics (e.g. on the set of graphs with a fixed countable set of ver-
tices, the set of real numbers, the set of finite-dimensional real vectors or
matrices, etc.). Proofs of the main results were formalized using Isabelle
proof assistant and are available in the supplementary material.

Keywords: Abstract rewriting system - Confluence - Reduction strat-
egy - Word problem - Formal methods - Proof assistant.

1 Introduction

A word problem [7,22,2,19] asks whether two mathematical expressions are equiv-
alent in the sense of a specific formal system. Rigorously formulated variants of
a word problem have been studied during most of XX century [7,22] (beginning
with the works by A. Thue and M. Dehn [22]) for different classes of algebraic
structures and rewriting systems. Many of such problem variants turned out to
be algorithmically undecidable in the general case, but some turned out to be
decidable [7,22]. A highly abstract formulation of a word problem is considered in
the abstract rewriting theory [2,10,32] inspired by the work [23] by M.H.A. New-
man [4]. Abstract rewriting theory can be considered as a part of foundations
for more concrete theories of rewriting and applications of rewriting to modeling
and analysis of processes of computation and reasoning in different domains, e.g.
[32,19,21,30,25].

A word problem for an abstract rewriting system (ARS) (X, —) [2,19] asks
for any given elements a,b € X whether a ++* b holds (where +»=— U —~1
and * is used to denote the reflexive-transitive closure of a binary relation),
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i.e. whether a,b belong to the equivalence relation generated by the reduction
relation —. The latter equivalence is also called a convertibility or conversion
relation [15,5]. At this level of abstraction, the most well known condition that
indicates that a word problem may be (in principle) tractable is the condition
of completeness (confluence and strong normalization) of an ARS.

Completeness ensures that, in principle, the equivalence a <* b can be
checked [15] by randomly following the reduction relation — from the elements
a and b till their normal forms (elements that cannot be reduced) and checking
the equality of the normal forms of a and b (however, practical feasibility of
this procedure depends on representation of elements of an ARS, effectiveness
of reduction evaluation and equality checking, and other aspects that are out of
scope of the abstract rewriting theory).

The latter fact can be generalized to non-terminating confluent ARS using
the notion of a Church-Rosser strategy [16,32]. By adapting [16, Definition 6], we
will say that a one-step Church-Rosser strategy for an ARS (X, —) is a functional
subrelation —, C — such that the ARS (X, —) and (X, —) have the same set
of normal forms and for every a,b € X, if a <+* b, then Jc € X (a =% cAb =% ¢).
This implies that given —, and a, b, if the equivalence a <»* b holds, then it can
be (in principle) proved by (deterministically) following the relation —; from
the elements a and b, recording visited elements, and finding a common visited
element ¢ (reachable from both a and b) that will be called a common descendant
[27] of a and b (it also has a role of a witness for a <+* b).

Note that in a (functional) one-step Church-Rosser strategy — 5 every ele-
ment has no more than countably many descendants (elements of a reduction
sequence a —s a3 —s @z —g ... ), so for a fixed a common descendants of a
and b are restricted to a fixed countable set independent of b, which implies
that such strategies have limited applicability to uncountable ARS. More pre-
cisely, in terms mentioned above, every countable confluent ARS has a one-step
Church-Rosser strategy, but there exist uncountable confluent ARS that have no
one-step Church-Rosser strategy (Proposition 2 in Section 2).

The above mentioned facts motivate investigation of generalizations of one-
step Church-Rosser strategies that can provide a method for proving a <* b
(when it holds) for uncountable confluent ARS (here a proof method is under-
stood in abstract sense at the level of abstract rewriting theory, practical uses
of such methods require application-specific representation of elements and re-
duction rules). In this paper we consider this question for ARS of the smallest
uncountable cardinality (X;) in the setting of Zermelo-Fraenkel set theory with
the Axiom of Choice (ZFC). More precisely, our results are formalized in the
Isabelle proof assistant using HOL logic [24,28], so they can be transferred to
ZFC.

The idea of the proposed generalization is to relax the requirement of a
Church-Rosser strategy to be deterministic, but restrict nondeterminism of a
strategy so that its nondeterministic branchings are used in a proof of a <+* b
as rarely as possible. The topic of this paper is related to the question of what
spanning structure can be guaranteed to exist in a connected component of a
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confluent ARS of the cardinality X;. We will use technical results on this question
from the paper [12] on completeness of the decreasing diagrams method for
proving confluence of ARS of the cardinality N;.

Under the Continuum Hypothesis (that is independent of ZFC set theory, if
ZFC is consistent), the results obtained in the paper also hold for ARS of the
cardinality of the continuum, so they may be useful for designing (semi-)decision
procedures for (restricted instances of) word problems for special classes of con-
fluent ARS of the cardinality of the continuum that include rewriting systems on
many structures of interest to computer science and applied mathematics (e.g.
ARS on the set of graphs with a fixed countable set of vertices, the set of real
numbers, the set of finite-dimensional real vectors or matrices, etc.).

2 Preliminaries

A reader can assume that a background theory for the definitions and facts given
below is Zermelo-Fraenkel set theory with the Axiom of Choice (ZFC) [8]. Proofs
of auxiliary propositions formulated in the paper were formalized and machine-
checked in the Isabelle proof assistant [1,24] using HOL logic [28,24]. Results
formalized using HOL logic can be translated to the set theoretic setting using
a process similar to the one described in [17,18,28].

A short reference table that describes notation used in Isabelle formalizations
can be found in [12, Appendix A, table A.1]. A detailed description of Isabelle
language can be found in documentation included in Isabelle software [1].

In the paper we will use the following notation:

— -, V, A, = denote logical connectives (negation, disjunction, conjunction,
implication)

— Ny ={0,1,2,...} is the set of all non-negative integer numbers

— Z is the set of all integer numbers

— R is the set of all real numbers

— |A] denotes the cardinality of a set A

— r¥ denotes the transitive closure of a binary relation r

— r=, r* denote the reflexive closure and the reflexive transitive closure of a
binary relation r respectively (on a set that will be clear from the context)

-rl= {(y,x) ‘ (!E,y) € T}

— dom(r) = {z | Jy (z,y) € r} is the domain of a binary relation r.

Sometimes we will use the infix notation to denote that a pair (x,y) belongs
to a binary relation R, for example: zRy.

We call an abstract rewriting system (ARS) [2,10,32,9] a pair (X, —), where
X is a set and - C X x X. For convenience and compatibility with HOL for-
malization [13] (where types cannot be empty), throughout the paper we will
implicitly assume that the set of elements of any ARS is nonempty (X # 0),
but the main propositions of the paper can be trivially extended to the case of
empty ARS.
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In an ARS (X, —) we will call — a reduction relation [2,9,29,10,32] and will
call pairs (a,b) € = reduction steps.
We will say that an ARS (X, —) is

— countable [6], if X is an at most countable set (i.e. there exists a surjective
function from the set of natural numbers to X)
— strongly normalizing [10], if there is no infinite sequence of reductions

T1 —> T —> T3 — ...y

where z; € X fori=1,2,3,...
— confluent [10], if Va,b,c € X(a =* bAa =* c= (3d € X (b =* dAc —* d))
— complete [10], if it is confluent and strongly normalizing.

For an ARS (X, —) we will usually denote as <> the symmetric closure of
the relation — (i.e. +» = — U —~1), and as +>* the reflexive transitive closure
of +» on X. Note that <+* is the equivalence relation generated by — [19], and
+* is also called the convertibility or conversion relation [15,5].

An (abstract) word problem for an ARS (X, —) [2,19] asks whether for any
given elements x,y € X the relation z <+* y holds.

We will use the notation NF(X,—) for the set of all normal forms [15] (ele-
ments that cannot be reduced) in an ARS (X, —), i.e.

NF(X,—) = X\dom(—).
We will also use the following definitions.

Definition 1 (based on [33, Definition 1]).
A one-step (reduction) strategy for an ARS (X, —) is a subrelation —5 C —
such that NF(X,—,) = NF(X,—), or, equivalently, if dom(—) = dom(—s).

Definition 2. A one-step strategy — for an ARS (X, —)
— is deterministic [16, subsection 2.8], if —s is a functional relation, i.e.
Va,b (a s bANa—sc=b=c)

— preserves word problem (or preserves convertibility or preserves conversion),
if &% = &* (here the symbol * is used to denote the reflexive transitive
closure of a relation on the set X specifically).

Definition 3 (based on [16, Definition 6]).
A one-step Church-Rosser (or 1-CR) strategy for an ARS (X, —) is a determin-
istic one-step strateqy —s for (X, —) such that

Va,be X (a+<*b = Jce X a—%cAb—} o).

Remark 1. We will say that an ARS (X, —) has (or has no) strategy with par-
ticular properties (e.g. a 1-CR strategy), if there exists (or does not exist) a
strategy with the given properties for (X, —).
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Basic facts about 1-CR strategies are summarized in Proposition 1 below
(in particular, item 3 of Proposition 1 below highlights a difference between
terminating confluent (complete) and non-terminating confluent ARS).

Proposition 1.

1. A relation —4 is a 1-CR strategy for an ARS (X, —) if and only if — is a
deterministic one-step strategy for (X, —) that preserves word problem.

2. In a complete ARS every deterministic one-step strateqy is a 1-CR strategy.

3. There exists an (acyclic) countable confluent ARS where not every determin-
istic one-step strategy is a 1-CR strategy.

Proof (sketch). A machine-checked formal proof in Isabelle is available in [13,
lines 2628-2634] (note that in [13] a relation — is denoted as 7, a strategy —
is denoted as s, and a nonempty set X implicitly corresponds to the type of
components of elements of the relation r).

Proofs of items 1, 2 are straightforward and follow from definitions.

Item 3 can proved using an acyclic, countably infinite ARS illustrated in
Figure 1 and formalized in [13, lines 641-646]. Alternatively, item 3 without the
acyclicity requirement can be proved using a finite ARS with a cycle (X, —),

where X ={1,2} anda > b< (a=1Ab e X). O
[ ] [ ] [ ] o oo
¢ (a)

[ ] ([ ] [ ] @ —> ooo

¢ (b) (©)

Fig.1. An illustration for the proof of item 3 of Proposition 1. Subfigure (a): an
example acyclic countable confluent ARS (dots denote ARS elements, black arrows
denote reduction steps); subfigure (b): violet arrows denote a deterministic one-step
strategy that is not a 1-CR strategy; subfigure (c): red arrows denote a 1-CR strategy.

Main relations between 1-CR strategies and the confluence property of an
ARS are summarized in Proposition 2 below.
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Proposition 2.

1. A countable ARS is confluent if and only if it has a 1-CR strategy.

2. FEvery ARS that has a 1-CR strategy is confluent.

3. There exists an (uncountable) confluent ARS (X, —) such that | — | = ¥y
and (X, —) has no 1-CR strategy.

Proof (sketch). A machine-checked formal proof in Isabelle is available in [13,
lines 2636—2642).

The formal proof of the “only if” part of item 1 is based on construction of
a spanning (directed) pseudotree in each connected component of a countable
ARS (here a directed pseudotree is a weakly connected directed graph where
every node has at most one outgoing arc). The union of such pseudotrees forms
a 1-CR strategy as illustrated in Figure 2.

The “if” part of item 1 and item 2 are straightforward and follow from defi-
nitions.

Item 3 can be proved by considering a widely known example [6, Footnote 4]
of an ARS (X, —) that lacks the cofinality property [6,14]: X is taken to be the
set of all finite subsets of wy (the first uncountable ordinal) and — is defined by
the rule a — bU {z} for all a,b € X, x € wy. Then (X, —) is confluent, but has

no 1-CR strategy. a
P - T =< - T =<
” ~ - ~ ” ~
, N , . N , N
/ | N 4 \ / N
’ \ ’ \ ’ \
/ \ / \ / \
1 \ 1 \ 1 \
I 1 I
\ 1 \ 1 \ 1
\ 1 \ 1 \ 1
\ / \ 7 \ /
\ Y \ Vi \ Vs
N . ’ N . / N /
N M rd N * ’ ~ 7’
~ B - ~ . - ~ -

Fig. 2. An illustration for item 1 of Proposition 2. Dashed circles enclose connected
components of a countable confluent ARS (considered as a directed graph). Dots denote
elements of the ARS. Red and grey arrows denote reduction steps in the ARS. Red
arrows denote reduction steps that belong to (possibly infinite) spanning (directed)
pseudotrees that together form a 1-CR strategy for the ARS.

3 Generalization of one-step Chuch-Rosser strategies

From item 3 of Proposition 2 it follows that usual (deterministic) one-step
Church-Rosser strategies have limited applicability to the problem of proving
a <>* b in uncountable confluent ARS.
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We propose an approach that allows one to overcome this issue by relaxing
the requirement of a strategy to be deterministic. We will allow elements to
have more than one direct successor in a strategy, e.g. * —s y1 and x —
yo with y1 # y2, and will assume that traversal of descendants of a and b in
such a nondeterministic strategy follows the breadth-first search principle (direct
successors of a current element are visited before its further descendants).

However, since nondeterminism of a strategy may complicate search, we will
aim to restrict its use. More specifically, in Definition 5 below (of a k-branching
1-nCR strategy) we will formalize a restriction that a strategy — is such that
reduction steps z —, y that have nondeterministic alternatives x —, v’ # y do
not need to be followed more than %k times during traversals of descendants of a
and of b in search of a common descendant of a, b.

Let — be a one-step strategy for an ARS (X, —).

Firstly, let us adapt a few standard concepts from the graph theory to our
setting as follows.

Definition 4. 1. A weight function for — is any function w : (—,) — Ny,
i.e. w maps arcs (a,b) € —4 in the directed graph (X, —;) to non-negative
integer numbers, so it makes (X, —s) a weighted directed graph.

2. The w-length of a (finite) reduction sequence ag —s a1 —>s ... —s Ay in
(X, —s), where w is a weight function for —, is the value Z;:Ol w((as, ai11))-

3. The ball of radius k € Ny in (X,—s) at an element a € X w.r.t. a weight
function w (for —s) is the set of all elements x € X such that there exists
a finite reduction sequence ag —s a1 —rs ... —s an (for some n € Ny) such
that its w-length does not exceed k and ag = a, a, = x.

We will use a particular family of weight functions, parameterized by one-step
strategies —,
bw_,, : (—s) = Ny

that we will call branching weight functions.
For every one-step strategy — for the ARS (X, —) the weight function bw_,
is defined as follows:

0, if{b/|a—sb}=1{b},
1, if{V' | a—sb'} #{b},
i.e. bw_,, maps a pair (a,b) € —, to the number 0, if b is a unique direct successor

of a in —,, and maps (a,b) to 1 otherwise.
We propose the following generalization of 1-CR strategies.

bw-,,((a,b)) = {

Definition 5. For k € Ny, a k-branching one-step nondeterministic Church-
Rosser (or k-branching 1-nCR) strategy for an ARS (X, —) is a one-step strategy
—s for (X, —) such that

Va,b € X (a+*b< Bi(a)NBg(b) #0 ),

where By (x) denotes the ball of radius k in (X, —s) at an element x w.r.t. the
weight function bw_,  (see Figure 3 below).
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Remark 2. The sets By (x) in Definition 5 can be explicitly expressed as:

Bi(zx)={ye X |3IneNy Jap,a1,...,an € X
T =09 —>s ] —Fg ... 750y =Y N
AHi€ed{0,1,..,n—1}| 3 (b#£b Na; —sbANa; —s b))} <k}

Remark 3. Definition 5 means that in order to prove a <+* b using a k-branching
1-nCR strategy —, it is sufficient to explore all reduction sequences in (X, —)
that begin at a and b and have bw_,_-length no more than k (i.e. contain no
more than k reduction steps that start at an element with non-unique successor
in (X, —5)), and find a common descendant of a,b in them.

elements with multiple direct successors inside a strategy

_ common
descendant of a,b

. . \
reduction step outside a strategy \

element with unique direct successor inside a strategy

Fig. 3. An illustration for Definition 5. Black dots denote elements of an ARS. Grey
and black arrows denote reduction steps in an ARS. Black arrows denote reduction
steps that belong to a k-branching 1-nCR strategy in an ARS, grey arrows denote
reduction steps that do not belong to the given strategy. The k-branching 1-nCR
strategy condition: every pair of convertible elements (e.g. a,b in the illustration), can
be joined using two reduction sequences that belong to the strategy and contain no
more than k reduction steps that originate at elements with non-unique direct successor
in the strategy (e.g. a’,b’ in the illustration).

Proposition 3. For any ARS (X, —) and any k € Ny, every k-branching
1-nCR strategy in (X, —) preserves word problem.

A machine-checked formal proof of Proposition 3 in Isabelle is available in
[13, lines 2644-2662]. The proof is straightforward and follows from definitions.
O
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A link between the usual 1-CR strategies and 1-nCR strategies (that are
intended to generalize 1-CR strategies) is described in the following proposition.

Proposition 4. Let (X, —) be an ARS. Then the following two conditions are
equivalent for any relation —; C X x X:

1. —4 is a 1-CR strategy for (X, —)
2. = is a deterministic 0-branching 1-nCR strategy for (X, —).

A machine-checked formal proof of Proposition 4 in Isabelle is available in
[13, lines 2664—2679]. The proof is straightforward and follows from definitions.
O

Remark 4. A 0-branching 1-nCR strategy is not required to be deterministic
(for example, in the ARS ({0, 1,2}, —), where — ={(0,1),(1,2),(2,1),(1,0)},
the relation —4 = — is a nondeterministic 0-branching 1-nCR strategy). How-
ever, the Axiom of Choice implies that every ARS has a deterministic one-step
strategy, and, in particular, if — is a O-branching 1-nCR strategy in an ARS
(X, —), then (X, —4) has some deterministic one-step strategy —, C —,. It is
straightforward to check that any such —/ is a 1-CR strategy in (X, —). Thus
whenever an ARS (X, —) has a 0-branching 1-nCR strategy, it also has a 1-CR
strategy.

The following analog of item 1 of Proposition 2 holds for 1-nCR strategies.

Proposition 5. Let (X, —) be a countable ARS.
Then (X, —) is confluent if and only if (X, —) has a 0-branching 1-nCR strategy.

Proof (sketch). A machine-checked formal proof in Isabelle is available in [13,
lines 2681-2685]. The “if” part is straightforward and follows from definitions.
The “only if” part follows from Proposition 4 and item 1 of Proposition 2. a

4 Main result

Below we give the main theorem of this paper that is a direct analog of Propo-
sition 5 (applicable to countable ARS) for ARS that have a reduction relation
of the cardinality N; or less (where the “0-branching” condition is replaced with
the “1-branching” condition).

Theorem 1. Let (X,—) be an ARS such that | — | < N;.
Then (X, —) is confluent if and only if (X, —) has a 1-branching 1-nCR strategy.

Proof (sketch). A machine-checked formal proof in Isabelle is available in [13,
line 2693 and below] (note that in [13] a relation — is denoted as r, a strategy
is denoted as s, and a nonempty set X implicitly corresponds to the type of
components of elements of ).

The “if” part is straightforward and follows from definitions.

The proof of the “only if” part is based on the idea described below.
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Consider a fixed set U # () and a positive integer k. Denote as 2U* the set of
all k-ary relations on U and as Pf(A) the set of all finite subsets of a set A.

Let us say that a set R C 2U" is characterized by finite extensions, if for
every A € 2Uk,

AeR & Py(A)NTR is a cofinal subset of Py(A) w.r.t. C

i.e.
AeR & (VF € Ps(A) HF’EPf(A)ﬁR FCF).

Confluence is an example of a property of interest to the abstract rewriting
theory that induces a set characterized by finite extensions: using induction on
the cardinality of a finite subrelation of a confluent relation it can be shown
that the set CR(U) = {r € 2UV*U | (U,r) is a confluent ARS} is characterized
by finite extensions.

Let us say that a set R C 2U" is closed under chain unions, if for every
CCR:

(va,Bec AcBvBCA) = (|Jc)er.

Also, let us say that a set R’ C 2U" is the chain-union closure of R - 2Uk,
if R’ is the least (in the sense of C) subset of 2U" such that

R C R and R’ is closed under chain unions.

Using an argument reminiscent to the proof of Iwamura’s lemma about di-
rected sets [20] it can be shown that if a set R C 2U" is characterized by finite
extensions and contains the empty relation (i.e. ) € R), then R is the chain-union
closure of {A € R | A is finite}.

In particular, since CR(U) is characterized by finite extensions and ) €
CR(U), the set CR(U) is the chain-union closure of {r € CR(U) | r is finite}.
This statement can be viewed as an induction principle for proving complete-
ness of confluence criteria. However, we do not apply it directly to the “only if”
part of the current theorem. Instead, we constructed a refinement of such an
induction principle (in essence, by imposing a number of technical conditions on
elements of a chain that approximate a confluent relation) that implies that in
a confluent relation — of cardinality N; a connected component that lacks the
cofinality property can be represented as a union of a chain of countable con-
nected components of confluent relations that has a spanning subgraph of the
form illustrated in Figure 4 (formed by red and green arrows). The cardinality
assumption | — | < Ny is used in the proof to guarantee countability of members
of this chain. Then the union of such spanning subgraphs for connected com-
ponents of an ARS that lack the cofinality property and of spanning (directed)
pseudotrees for components that have the cofinality property is shown to form
a l-branching 1-nCR strategy.

Details of the proof are available in formal lemmas lem_ex1b1CR_confl wl
and lem_exspn_Indccr_refl_ccr_scfwl at lines 2485-2550 and 2051-2389 in [13].

O
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Corollary 1. In ZFC + CH (Continuum Hypothesis), every confluent ARS
(X, —) with | = | < |R| has a 1-branching 1-nCR strategy.

Remark 5. In practical sense the CH assumption is not very restrictive, since,
assuming ZFC is consistent, for any concrete (X, —) it is not provable in ZFC
that (X, —) is a confluent ARS with | — | < |R| that lacks a 1-branching 1-nCR
strategy.

Remark 6. Elements with non-unique successor in a 1-branching 1-nCR strat-
egy (e.g. o/, b’ in Figure 3) can be thought of as kinds of “virtual normal forms”:
in Figure 3, a/,b’ are determined uniquely by a and b respectively (within a
strategy). Of course, they are not true normal forms (they are reducible), but
Theorem 1 suggests that (when they exist) they can serve as important mile-
stones during search of a common descendant of a, b.

In particular, Theorem 1 suggests that when a relation — of cardinality N;
(or cardinality |R| under CH) in an abstract word problem a <+* b is known to
be confluent (or can be enforced to be confluent like in completion procedures,
e.g. using the decreasing diagrams method [26] for analysis of local peaks), when
designing a (semi-)decision procedure for (possibly restricted instances of) this
problem, one can try to:

1. select a set of elements that will serve as virtual normal forms (elements with
non-unique successor in a 1-branching 1-nCR strategy)

2. design a deterministic procedure to reach them from a given element (per-
form “virtual normalization”)

3. design a procedure to check joinability of such elements.

Note that for 1-nCR strategies it is not required that any given element (e.g.
a virtual normal form mentioned above) has finitely many direct successors in
a strategy since this would imply a restriction on the cardinality of the set of
descendants of any element in a strategy like in the case of deterministic strate-
gies. In fact, in the case of uncountable ARS an element may have uncountably
many direct successors in a 1-nCR strategy, so, in practical sense, search in such
a strategy should be understood not as enumeration of successors of an ele-
ment, but as logical analysis of properties of successors of an element (e.g. using
automated theorem proving techniques).

5 Examples

The examples given below illustrate the notion of a k-branching 1-nCR strategy.

Example 1. Let (X, —) be an ARS where X = R? (i.e. elements are 2-dimensional
real vectors) and — is defined by the rule

(z,y) — (ky, kz) for every k € R such that k > 0,
or, more formally,

—={((z,y),(x",y) eER*xR? | Tk e R k> 0Nz =kyAy = kx},
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Fig. 4. An illustration for the “only if” part of Theorem 1. Dashed ellipse encloses a
connected ARS of the cardinality N; that lacks cofinality property, where grey, red,
green arrows denote reduction steps colored in such a way that, ignoring grey arrows,
red arrows start at elements with unique direct successor and green arrows start at
elements with non-unique direct successor. This connected component lacks a spanning
(directed) pseudotree, but has a spanning structure that consists of all red and green
arrows that forms a 1-branching 1-nCR strategy for this component (node pairs can be
joined without using green arcs more than once on paths to their common descendant).

i.e. components of a vector (z,y) are scaled using a positive real coefficient k
and exchanged. It is straightforward to check that (X, —) is confluent, but not
terminating (e.g. (1,1) = (2,2) — (3,3) — ...).

Consider a relation —3 C X x X such that (z,y) — (2/,y") if and only if
the following two conditions hold:

1. (Z’,y) — (xlvy,)
2. if z >y, then (z/,y') = (y, ).

Then — 4 is 1-branching 1-nCR strategy. Here virtual normal forms mentioned in
Remark 6 are vectors (z,y) with z < y. If a pair of such vectors has a common
descendant in —, it can found immediately in 1 reduction step by finding an
appropriate positive scaling coefficient k in the definition of — above.

Despite being uncountable, this ARS also has a 0-branching 1-nCR strategy,
and, in fact, it has a 1-CR strategy, e.g. =, C X x X such that (z,y) = (2',y)
if and only if the following two conditions hold, where ||.|| is the Euclidean norm:

L ifz >y or [[(z,y)|| = 0, then (z',y') = (y, )
2. if z <y and ||(z,y)|| #0, then (z',y") = (y,2)/||(y, z)||.

Still, it follows from item 3 of Proposition 2 and Remark 4 that there do exist
uncountable ARS that have no 0-branching 1-nCR strategy.
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Ezample 2. Assume the Continuum Hypothesis (CH) and consider ARS (X, —)
based on [6, Footnote 4], where X is the set of all finite subsets of R (i.e. elements
of the ARS are finite sets of real numbers) and

—-={(a,b) e X x X |z e Rb=aU{z}}.

Then (X, —) satisfies the conditions of Theorem 1, is confluent, and has a 1-
branching 1-nCR strategy.

The word problem for this ARS is trivial (a <* b holds for all a,b € X,
i.e. (X, —) is weakly connected as a graph), but the existence of a 1-branching
1-nCR strategy may not be immediately obvious.

In this example an explicit 1-branching 1-nCR strategy can be given as follows
(without assuming CH). Let F' : [0,1) — X be a surjective function (such a
function exists, because |X| = |R|, but for a more explicit construction of F' see
Remark 7 below).

For every « € R denote Fj,(z) = F(z—|z]), where |z] = max{n € Z |n < z}.

Let -5 C X x X be a relation such that for all a,b € X, a —4 b if and only
if there exists © € R such that the following two conditions hold:

1. b=aU{x}
2. if a # 0, Fy(maxa)\a # 0, and min(F,(maxa)\a) < maxa, then z =
min(F,(maxa)\a).

Then — is a one-step strategy for (X, —).

For k = 0,1 denote as By(x) the ball of radius k in (X, —5) at an element
x w.r.t. bw_,_ . Let a,b € X. It is straightforward to check that there exist a’ €
By(a) and b € By(b) such that {c | a’ =sc} ={c|a’ = c} and {c |V —c} =
{c | b — c}. Since F is surjective, there exists ¢ € [0,1) such that o' UV = F(t).
Let w = t+min{n € Ny | Vz € a’Ub z < n}. Then a’ —; o’ U{u}, ¥’ —s b'U{u}.
Moreover, u ¢ o’ Ub' and u = max(a’ U {u}) = max(' U {u}). Then

Fp(u)\(a' U{u}) = F(t)\(a' U{u}) = (a' UV)\(a' U {u}) = b'\a,
Fp(u)\(¥" U {u}) = FO\O U{u}) = (" UK\ U{u}) = a'\V'.

Then it is straightforward to check that o’ Ub'U{u} € Bo(a’U{u})NBo(b'U{u}).
Then Bj(a) N Bi(b) # (. From this it follows that — is a 1-branching 1-nCR
strategy.

Remark 7. An example of a surjective function F from [0,1) to the set of all
finite subsets of R mentioned in Example 2 can be described as follows.

Let us fix a surjective function g : R — R? (g can be required to be continuous
and can be obtained using one of space-filling curve constructions [31]).

For every € R denote as go(z) and g;(z) components of g(z), i.e. real
numbers such that g(x) = (go(z), g1(z)). For every € R denote

Fo(z) = {g1(95”(x)) | i e NAQ < gi(2)},
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where N = {1,2,3,...} and g{” () = go(go(...(g0()...)).

As in Example 2, let X be the set of all finite subsets of R. Then it is
straightforward to check that Fp is a surjective function from R to X.
Let f:[0,1) — R be a surjective function, e.g.

1) = poin (1)

for t € [0,1) and let F :[0,1) — X be the composition of Fy and f, i.e.

F(t) = Fo(f (1))

for all ¢ € [0,1). Then F is a surjective function from [0,1) to X.

6 Formalization in proof assistant

We formalized propositions from Sections 2, 3 and Theorem 1 from Section 4
(main theorem) using Isabelle 2025 proof assistant [1,24] and HOL logic in the
file NCRS_N1.thy [13] that consists of about 2700 lines. The theory NCRS_N1.thy
depends on a previous theory DCRN1.thy [11] (supplementary material for the
paper [12]) and reuses parts of proofs of technical results from DCRN1.thy.

Instructions on re-checking formal proofs are given in Appendix at the end
of this paper.

Unlike most usual formalizations of results from the rewriting theory in Is-
abelle/HOL, our formalization significantly uses basic facts about ordinal num-
bers and cardinalities of sets. For this reason, we use a formalization of ordinal
and cardinal numbers HOL-Cardinals described in [3] as a dependency.

Formalizations of main definitions from Sections 2, 3 in [13, lines 25-65] have
the following forms:

— s is a one-step strategy for ARS (U,r)

abbreviation is_istep_strategy :: "’U rel = ’U rel = bool"
where
"is_lstep_strategy s r = s C r A Domain s = Domain r"

— s is a deterministic one-step strategy for ARS (U,r)
definition is_det_1step_strategy :: "’U rel = ’U rel = bool"
where
"is_det_lstep_strategy s r = is_lstep_strategy s r A single_valued s"

— s is a one-step Church-Rosser strategy for ARS (U,r)
definition is_CR_1lstep_strategy :: "’U rel = ’U rel = bool"
where
"is_CR_1step_strategy s r = is_det_lstep_strategy s r
AN (Y ab. (a,b) € (r U r"-1)"* —
3 c. (a,c) € s A (b,c) € s7%) )"
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— ai is a (finite) reduction sequence of n elements in ARS (U, s)

definition is_finrseq :: "’a rel = nat = (nat = ’a) = bool"
where
"is_finrseq s n ai = (V i < n. (ai i, (ai (Suc i))) € s)"

— w-length of a reduction sequence ai of n elements

definition wlen :: "(’a = ’a = nat) = (nat = ’a) = nat = nat"
where
"wlen w ai n = ( Y i<n. w (ai i) (ai (Suc 1)) )"

— ball of radius k at a in ARS (U, s) w.r.t. weight function w
definition wball :: "’a rel = (’a = ’a = nat) = nat = ’a = ’a set"
where
"wball s w k a = {x. 3 n ai. is_finrseq s n ai
A wlenwain <k ANai O=a A ain=x }"

— (bw s) is a branching weight function for ARS (U, s)
definition bw :: "’a rel = ’a = ’a = nat"
where

"bw s a b = (if {b’. (a,b’) € s} = {b} then 0 else 1)"

— s is a k-branching one-step nondeterministic Church-Rosser strategy in ARS (U,r)
definition is_kb_1nCR_strategy :: "mat = ’U rel = ‘U rel = bool"
where
"is_kb_1nCR_strategy k s r = is_lstep_strategy s r
A (Y ab. (a,b) € (r Ur -1)"% <
wball s (bw s) k a N wball s (bw 8) k b # {} )"

Also, in [13] the following formal definition of the confluence property from
[11, lines 99-100] is used (here r denotes a binary relation):

definition confl_rel
where "confl_rel r = (Wa b c. (a,b) € r** A (a,c) € r** —
(3 d. (b,d) € r**x A (c,d) € r™*) )"

Formalization of Proposition 1 in [13, lines 2628-2633] has the following form:

lemma lem_prop1:
"V s r. is_CR_lstep_strategy s r = (is_det_lstep_strategy s r A
(s Us™1)"* = (r U r -1)"%)"
and "V r. ( confl_rel r A wf (r™-1) —
(V s. is_det_lstep_strategy s r —> is_CR_1step_strategy s r) )"
and "3 r::nat rel. ( confl_rel r A
- (V s. is_det_lstep_strategy s r —»> is_CR_1step_strategy s r ) )"

Formalization of Proposition 2 in [13, lines 2636-2641] has the following form:

lemma lem_prop2:
"W r::’a rel. ( |[{x::’a. True}| <o [{x::nat. True}| —
( confl rel r = (3 s. is_CR_1lstep_strategy s r) ) )"
and "V r. ( (3 s. is_CR_1lstep_strategy s r) — confl_rel r )"
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and "3 r::nat set set rel. |r| =o cardSuc [{x::nat. True}| A
confl_rel r AN ( = (3 s. is_CR_1lstep_strategy s r) )"

Formalizations of Propositions 3, 4, 5 in [13, lines 2644-2685] have the fol-
lowing forms:

lemma lem_prop3:
fixes r::"’U rel" and k::nat
shows "V s. is_kb_1nCR_strategy k s r — (s U s™-1)"* = (r U r~-1) %"

lemma lem_prop4:
fixes r s::"°U rel"
shows "is_CR_1lstep_strategy s r =
(is_det_1step_strategy s r A is_kb_1nCR_strategy 0 s r)"

lemma Iem_prop5:

fixes r::"’U rel"

assumes "[{x::°U. True}| <o [{x::nat. True}|"

shows "confl_rel r = (3 s. is_kb_1nCR_strategy O s r)"

Formalization of Theorem 1 (main theorem) in [13, lines 2693-2696] has the
following form:

theorem thm_1:

fixes r::"’U rel"

assumes "|r| <o cardSuc |{x::nat. True}|"

shows "confl_rel r = (3 s. is_kb_1nCR_strategy 1 s r)"

Here the symbols |-| and <g, and cardSuc denote the cardinality of a set/relation,
cardinality comparison, and the cardinal successor operation respectively. They
are defined in the theory HOL-Cardinals [3].

7 Conclusions

In the paper we have investigated strategies for proving convertibility in confluent
ARS of the smallest uncountable cardinality that generalize one-step Church-
Rosser strategies for countable confluent ARS. Under the Continuum Hypothesis,
the results obtained in the paper (in particular, Theorem 1) may be useful for
guiding the design of (semi-)decision procedures for (restricted instances of)
word problems for confluent ARS of the cardinality of the continuum that include
rewriting systems on many structures of interest to computer science and applied
mathematics (e.g. on the set of graphs with a fixed countable set of vertices, the
set of real numbers, the set of finite-dimensional real vectors or matrices, etc.).

Investigation of applications of the obtained results to concrete rewriting
systems and investigation of strategies for ARS of high uncountable cardinality
are subjects of future work.
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Appendix

Instructions on re-checking formal proofs in the supplementary material [13] are
given below:

1.

Install Isabelle 2025 software using instructions at:
https://isabelle.in.tum.de/website-Isabelle2025/installation.html

Run the installed Isabelle 2025 software.
Obtain the file NCRS_N1.thy (supplementary material for this paper) from:

https://doi.org/10.5281/zenodo.18079151
and obtain the file DCRN1.thy (dependency of NCRS_N1.thy) from:
https://doi.org/10.5281/zenodo. 14254256

Place both files NCRS_N1.thy and DCRN1.thy in the same directory.
Choose File — Open from the menu in Isabelle window and select the file
NCRS_N1.thy (its dependency will be loaded automatically).

Scroll to the end of the loaded text in Isabelle window and wait until all red
marks on the right scroll bar disappear (this may take several minutes).
Now formal proofs have been checked. The main result (theorem thm_1) is
located at the line 2693 in NCRS_N1.thy.
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Abstract. With the rapid advancement of quantum computing, for-
mal verification of quantum systems has become an increasingly impor-
tant research topic. At the same time, the algebraic specification com-
munity, particularly the Maude community, has started to show inter-
est in quantum computing. However, a dedicated algebraic specification
framework for quantum computation is still lacking. This paper intro-
duces |AS4QC>, an algebraic specification for quantum computation in
Maude, which provides a formal framework for modeling, symbolic and
exact reasoning about, and verifying quantum systems. We employ the
ring D{w] to exactly represent complex numbers in quantum computation
without approximation, use Dirac’s bra-ket notation to model quantum
states and quantum operations, and leverage a set of laws from quan-
tum mechanics and basis matrix operations expressed in Dirac notation
to automate reasoning about quantum computation. As case studies, we
use |AS4QC> to verify the correctness of several nontrivial quantum pro-
grams, demonstrating the effectiveness and practicality of our approach.

Keywords: algebraic specification - quantum computation - verification

1 Introduction

Quantum computing has attracted significant attention worldwide, and with
substantial investment from both governments and major companies, the de-
velopment of large-scale quantum computers is increasingly seen as a matter
of time and sustained effort. Quantum computing differs fundamentally from
classical computing by exploiting principles of quantum mechanics, such as su-
perposition, entanglement, and interference. These properties enable quantum
algorithms, such as Shor’s algorithm for integer factorization and discrete log-
arithms [24], and Grover’s algorithm for unstructured database search [12], to
achieve substantial speedups over their best-known classical counterparts. How-
ever, due to the counterintuitive and probabilistic nature of quantum computa-
tion, the likelihood of programming errors in quantum programs is much higher
than in classical ones. Moreover, traditional testing techniques are much less

* This work was supported by JSPS KAKENHI Grant Numbers JP23K28060,
JP23K19959, JP24K20757, JP24KK0185.
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effective in the quantum setting because of nondeterminism and probabilistic
outcomes inherent in quantum measurement. Consequently, formal verification
is expected to play a crucial role in ensuring the reliability of quantum systems
before they can be trusted in safety-critical and security-sensitive applications.

The algebraic specification community, particularly the Maude community,
has started to show interest in quantum computing. However, a dedicated al-
gebraic specification framework for quantum computation is still lacking, which
makes the development of formal verification techniques for quantum systems in
Maude challenging. In this paper, we present |AS4QC>, an algebraic specifica-
tion for quantum computation in Maude, which provides a formal framework for
modeling, symbolic and exact reasoning about, and verifying quantum systems.
To develop |AS4QC>, we need to support algebraic representations of complex
numbers, quantum states, and quantum operations, as well as automated rea-
soning about quantum computation. Kliuchnikov et al. conjectured in [16], and
Giles and Selinger later proved in [11], that a unitary matrix can be exactly real-
ized by a quantum circuit over the universal Clifford + T gate set if and only if all
its matrix entries belong to the ring D[w]. Therefore, it is promising to study the
ring D[w] and its use for the exact algebraic representation of complex numbers
arising in quantum computation. Accordingly, we employ D[w] to algebraically
represent complex numbers in quantum computation without approximation.
For the algebraic representation of quantum states and quantum operations, we
adopt Dirac’s bra-ket notation [5] instead of explicitly using complex vectors and
matrices as in [20,15,27,25]. Dirac notation is widely used in quantum mechanics
because of its succinctness and convenience, and it allows us to obtain compact
representations that are well-suited to algebraic manipulation. For automated
reasoning, we leverage a set of laws from quantum mechanics and basis matrix
operations expressed in Dirac notation to perform quantum computation.

Maude [17] is a high-level specification and programming language based
on rewriting logic [18], focusing on simplicity, expressiveness, and performance,
and providing a wide range of formal analysis facilities. Therefore, we use it
to develop the algebraic specification |AS4QC> for quantum computation. The
algebraic specification allows us to use symbolic values for complex numbers,
thereby enabling symbolic quantum computation, which is a major advantage of
our approach. As case studies, we use |AS4QC> to verify the correctness of sev-
eral nontrivial quantum programs, including Entanglement, Quantum Telepor-
tation [1], Entanglement Swapping [28], Quantum Secret Sharing [14], Quantum
Relay Scheme [4], Bidirectional Quantum Teleportation [13], Quantum Network
Coding [21], and Grover’s Search [12], to demonstrate the effectiveness and prac-
ticality of our approach. The algebraic specification |AS4QC> and case studies
are publicly available at https://github.com/canhminhdo/as4qc.

The rest of the paper is organized as follows. Section 2 introduces basic nota-
tions from quantum computation. Section 3 presents the algebraic specification
for quantum computation. Section 4 describes a case study in |AS4QC>. Sec-
tion 5 shows the experimental results for several case studies. Section 6 mentions
related work and finally concludes the paper with some future directions.
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2 Preliminaries

This section describes basic notations from quantum computation (refer to [19]
for more details) and assumes that the reader has some basic knowledge of linear
algebra.

The state space of a quantum system is a Hilbert space H, which is a complete
complex vector space equipped with an inner product. A pure state of a quantum
system is described by a unit vector written in Dirac’s ket notation as |) € H.
The conjugate transpose of |1)) is a row vector written in Dirac’s bra notation
as (Y| & |¢>T. The inner product of |¢)) and |@) is written as (1|¢) and they are
orthogonal if (1/|¢) = 0. The outer product of them, denoted )], is a linear
operator that maps any |¢') € H to (¢|¢) |¢). The length of |1} is defined as
1) || & \/([). A set of vectors B £ {|i) : i € I} € H is orthonormal if each
|7) is normalized and every two vectors in the set are orthogonal. Furthermore, if
they span the whole space ; that is, any vector in H can be written as a linear
combination of vectors in B, then B is called an orthonormal basis of H.

A qubit is a quantum system whose state space is the two-dimensional Hilbert
space Ha = C2. The state of a qubit can be written as «a|0) + 8]1) with |a|? +
|82 = 1, where o, 3 € C, [0) = [1 0]7, and [1) £ [0 1] with 7 denoting the
transpose operator. The coefficients o and 8 are called the amplitudes of this
quantum state. The set {|0), |1)} forms an orthonormal basis of Hz and is called
the computational basis. For multiple qubits, we use tensor products of Hilbert
spaces. Let H4 and Hp be the Hilbert spaces of systems A and B, respectively.
The tensor product of H 4 and Hp is the Hilbert space Ha ® Hp (or Hap) of
their composite system AB. It consists of linear combinations of product states
[) ®|@) (often written |vp@) or |1} |p)) with |¢)) € H4 and |¢) € Hp. Any state
in H4®H p that cannot be written as a product state is called an entangled state.
For example, the Bell (or EPR) state |$7) = % is maximally entangled.

In quantum computing, we mainly perform two types of operations: unitary
transformation (also known as quantum gates) and quantum measurement. A
unitary transformation on a quantum system in the Hilbert space H is a linear
operator U : H — H satisfying UUT = UtU = I, where UT is the conjugate
transpose of U and [ is the identity operator on H. After unitary transforma-
tion, a state |¢) is changed to U |¢) deterministically. We present the definition
of some standard unitary transformations as follows.
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A quantum measurement on a quantum system in the Hilbert space H is a
collection of measurement operators {M,,} satisfying the completeness relation
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3> M} M, = I. Measuring a state |t)) yields outcome m with probability p(m) =

| M., [1b) ||?, and the state is changed to |1/Jm> = W Note that M, |¢) is nor-

malized by dividing by its norm +/p = || M, |9) ||, so that it becomes a unit
vector. As an example, we consider the measurement {My = |0X0] , My = |1)X1]}
applied to the state 1)) = «|0) + B|1) with |a|? + |3]?> = 1. The probabilities
of obtaining outcomes 0 and 1 are |«|? and |B|?, respectively and the state col-
lapses to |0) or |1) accordingly. Consequently, quantum measurement changes a
quantum system in a nondeterministic and probabilistic way.

The measurement involving multiple qubits is more complex. Let us consider
a two-qubit system in a state 1)) = a|00) + 3]01) + v [10) + 0 |11) with |a|? +
182 + |7|> + |6]? = 1. We use the measurement { My = [0)0], M; = [1)(1|}, but
note that we do not normalize quantum states after each measurement. When
we measure the first qubit, one of the following will occur:

— the outcome 0 with probability of py = |a|? + |3]?, collapsing the quantum
state to «|00) + /3 |01), and

— the outcome 1 with probability of p; = |y|> + |§/|?, collapsing the quantum
state to v [10) + & |11).

Next, we measure the second qubit. The possible outcomes are illustrated in the
following diagram.

a |00) + 8101) 4 ~[10) + & |11)

—a|y N +3[2

 |00) + 8101) v[10) + 6 |11)

ol 2 2
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~[10)

|e \2+\ﬁ\2
 |00) Blo1) §]11)

In this diagram, nodes represent quantum states, and transitions are labeled with
the probabilities and measurement outcomes. The total probabilities of obtaining
00, 01, 10, and 11 as the result of the two measurements are popoo = |a|?,
popo1 = |BI%, p1p10 = |7/?, and p1p11 = |6]?. It is common to normalize quantum
states to unit vectors after each measurement, ensuring that the sum of the
absolute squares of the amplitudes is one. However, the diagram shows that a
different normalization is more convenient. This paper adopts the normalization
convention from [22,8] such that each state is normalized so that the sum of
the absolute squares of the amplitudes equals the total probability of reaching
that state. It means that when measuring a state |¢) with outcome m, the state
changes to |¢,,) = M,, |¢), which may not be a unit vector since normalization
(division by its norm) is omitted. This convention significantly simplifies our
representation and computation and does not affect physical observations.

For each closed subspace V' of H, there exists a unique projection operator
Pyv. Every state |¢)) € H can be written as 1)) = |[¢by) + [y 1) with [¢py) € V
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and |1y1) € V4, the orthogonal complement of V. The projection Py : H — V
is defined by Py |[¢)) = |¢v). Since closed subspaces of H are in one-to-one
correspondence with projection operators, we often identify Py and V', and write
Py as P when the closed subspace V is clear from context. Moreover, if a state
|1} is in the closed subspace V of the projection operator Py, then Py [¢)) = |¢).

3 Algebraic Specification for Quantum Computation

This section presents the algebraic specification |AS4QC> for quantum compu-
tation in Maude, including complex number representation, quantum states and
quantum operations, automated reasoning about quantum computation based
on a set of laws from quantum mechanics and basic matrix operations, and the
usability of |AS4QC>. We assume that the reader is familiar with Maude.

3.1 Complex Number Representation

This work focuses on symbolic and exact reasoning for quantum computation.
Therefore, it is necessary to exactly represent complex numbers arising in quan-
tum computation without approximation. Kliuchnikov et al. conjectured in [16],
and Giles and Selinger later proved in [11], that a unitary matrix can be exactly
realized by a quantum circuit over the universal Clifford + T gate set, possibly us-
ing one additional ancilla, if and only if its matrix entries belong to the ring D[w].
This ring consists of all complex numbers of the form ﬁ(a + bw + cw? + dw?),

where k € N, a,b,¢,d € Z, and w = €'™/* = cos(r/4) + i sin(r/4) = (14 1i)/V/2.
Using the ring D[w], a complex number is algebraically represented by a quadru-
ple (a,b,c,d) of integers and a normalization factor k of a natural number.
Although D[w] does not include all complex numbers, it forms a dense subset
of complex numbers such that any complex number can be approximated to
arbitrary precision by an element of the ring D[w] [29]. Moreover, the subset of
complex numbers is sufficient to describe various standard quantum gates. Our
algebraic specification currently supports X, Y, Z, H, S, T, Rx[r/2|, Ry[r/2],
Rz|r /2], CX, CY, CZ, SWAP, CCX, CCY, CCZ, MCX, MCY, MCZ, MCSWAP,
which already includes the universal Clifford + T gate set. This algebraic repre-
sentation of complex numbers is also sufficient to exactly represent all reachable
states of OpenQASM circuits ! when the initial state is a basis state because
complex numbers in the ring D[w] are closed under addition and multiplication.

We employ the ring D[w] to algebraically represent complex numbers and also
assume that all amplitudes of a quantum state share a common normalization
factor k as in [3,2]. Rather than storing this factor for each amplitude, we store a
single global value k for the whole quantum state. The value of k can be inferred
from the fact that the sum of probabilities over all basis states is one. Moreover,
the initial quantum state is usually a basis state, k is initialized to zero in most

! OpenQASM (open quantum assembly language) is an imperative programming lan-
guage for describing quantum circuits used by IBM.
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cases. For each application of an H, Rx[n /2], Ry[r/2], or Rz[r /2] gate, the value
of k is incremented since these gates introduce a factor of 1/ V2. Tt is important
to note that this factor is omitted in our representations for these quantum gates,
which further simplifies their algebraic representations. After all operations have
been applied, the final quantum state is normalized by multiplying it by (1/+/2)%.
Under this representation, each amplitude of a quantum state is represented as
a quadruple (a,b,c,d) of integers and a value k is stored globally. Arithmetic
operations on complex numbers in this quadruple form, such as addition and
multiplication, are therefore significantly simplified.

We have the following lemma to distinguish between zero and nonzero com-
plex numbers in our algebraic specification.

Lemma 1 Let #(a +bw + cw? + dw?) be an element of the ring D[w], where

keN, a,bc,deZ, andw = e™*. Then, we have

1
F(a+bw+cw2+dw3):0ifandonlyifa:b:c:dzo.
2

Proof. It is straightforward to prove this lemma by substituting w = (1 +1)/v/2,
w? =i, and w* = (i — 1) /2.

Based on the algebraic representation of complex numbers in the ring D{w]
and Lemma 1, we formalize complex numbers as quadruples of integers and de-
clare addition, multiplication, and conjugation operations for complex numbers
in Maude as follows.

sorts ZeroCpx NzCpx Cpx .
subsorts ZeroCpx NzCpx < Cpx .

op (_,_,_,_) : Zero Zero Zero Zero —> ZeroCpx [ctor]
op (_,_,_,_) : NzInt Int Int Int -> NzCpx [ctor]
op (_,_,_,_) : Int NzInt Int Int -> NzCpx [ctor]
op (_,_r_,_) Int Int NzInt Int -> NzCpx [ctor]
op (_,_,_,_) : Int Int Int NzInt -> NzCpx [ctor]
op (_,_,_,_) : Int Int Int Int -> Cpx [ctor]
op _+_ : Cpx Cpx -> Cpx [comm assoc prec 33]
op _*_ : Cpx Cpx -> Cpx [comm assoc prec 31]
op _*_ : NzCpx NzCpx —-> NzCpx [ditto]

op _"* : Cpx -> Cpx [prec 29]

op _"* : NzCpx —-> NzCpx [prec 29]
op _"* : NzCpx —-> NzCpx [prec 29]

where ZeroCpx, NzCpx, and Cpx denote the sorts of zero complex numbers,
nonzero complex numbers, and complex numbers, respectively. The addition,
multiplication, and conjugation operations of complex numbers of the form a +
bw + cw? + dw® become simple by substituting w, w?, w?, w* = —1, W* = —w?,
(w?)* = —w?, and (w?)* = —w as appropriate and performing the corresponding
calculations. This process finally yields concise algebraic results. For example,
the conjugate (a + bw + cw? + dw?)* is (a — dw — cw? — aw?). Accordingly, we
define the conjugation operation on complex numbers in Maude as follows.
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Fig.1: The binary decision tree of cgg |00) + co1 [01) + 10 |10) 4+ ¢11 |11)

eq (I1, I2, I3, I4)"* = (I1, - I4, - I3, - I2)

where I1, I2, I3, I4 are variables of sort Int. One important operation on
complex numbers in quantum computation is computing the squared absolute
value of a complex number, which is used to determine the probability of a
basis state in a quantum state. We present the following result to facilitate the
calculation of the probability of a basis state.

la 4 bw + cw? + dw?|* = (a + bw + cw? + dw®)(a + bw + cw? 4 dw?)*
= (a4 bw + cw? 4 dw?)(a — dw — cw? — aw®
(

=a® +b* + ¢ + d* + V2(ab + be + cd — ad).

Note that the value of the probability is a real number when /2 appears in the
result of |a + bw + cw? + dw?|?.

3.2 Quantum States and Quantum Operations

Dirac’s bra-ket notation [5] is widely used in quantum mechanics because of
its succinctness and convenience. Therefore, we adopt it to represent quantum
states and quantum operations, rather than explicitly using complex vectors
and matrices. This idea is inherited from our previous work [6,9]. This notation
makes our representation compact and well-suited to algebraic manipulation.

We first formalize basic vectors, covectors, and matrices written in Dirac’s
bra-ket notation as |0) and |1), (0| and (1], and |0)X0]|, [0)1|, |1)0|, and |1)(1], re-
spectively. For each of vectors, covectors, and matrices, we formalize constructors
of scalar multiplication -, addition +, multiplication X, tensor product ®, and
conjugate transpose T. Additionally, we formalize the inner product ( | ) and
norm square || _||? operations for vectors. Terms representing quantum states
and quantum operations are then built from scalars (or complex numbers) for-
malized in Section 3.1, basic elements, and their constructors.

Quantum states over n qubits can be viewed as a binary decision tree over n
quantum variables. For example, a two-qubit state coo |00) + co1 |01) + ¢1010) +
c11 |11) can be represented by a binary decision tree over the quantum variables
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qo and ¢ as shown in Figure 1. This representation is inspired by [30,3] and the

probability amplitude cyg of the basis state |01) corresponds to the branch g ‘—0>—>

1 . . .. . .
q ‘—>> co1 in the binary decision tree. Although a two-qubit state can be written

as a linear combination of basis states, this representation is not efficient for
computation. Therefore, we adopt a binary decision tree-based representation,
expressing the state as |0) ® (coo - |0) + co1 - [1)) + |1) @ (c10 - |0) + c11 - |1)).
This hierarchical structure simulates a binary decision tree, uniquely represents
quantum states, and enables more efficient manipulation. For example, if we
measure the first qubit gg, we only need to consider the term |0)®(cgo:|0)+co1-|1))
and simply discard the remainder in the case of a zero outcome; and similarly
for the case of a one outcome. Therefore, we use this binary decision tree-based
representation for quantum states in our algebraic specification. Note that this
representation is also used for the bra representations of quantum states.

Quantum operations are built from scalars and basic matrices using their
constructors. We do not impose a normal form representation for quantum op-
erations as we have done for quantum states; instead, we prepare them in a
designated representation to speed up computation when applying quantum op-
erations to quantum states. This is possible because users do not directly ma-
nipulate quantum gates but interact with them through a high-level interface
provided by our algebraic specification. We can definitely make a normal form
for quantum operations for certain purposes, such as equivalence checking of
quantum circuits; however, doing so may degrade performance, and therefore,
we do not adopt a normal form for quantum operations in this work. For intu-
ition, some standard unitary matrices can be represented as follows.

X =[0)1] + [1)0], Y =(0,0,-1,0) - [0)X1]+ (0,0,1,0) - [1)X0],

Z =[0}0[ + (=1,0,0,0) - [1)(1], H =0)0] + [0X1] 4 [1)}0[ + (=1,0,0,0) - [1)1],
CX=[0)0] @ I+ [1)(1] @ X, T =[0X0[ + (0,1,0,0) - [1){1],

PO =10X0], P1=[1)(1],

where the factor 1/1/2 is omitted in the Hadamard gate H, as explained in Sec-
tion 3.1 and the symbol I denotes the identity operator on the Hilbert space Hs.
We also present the projection operators PO and P1 corresponding to the mea-
sure operators My and M, respectively, as shown in Section 2. The algebraic
representation of complex numbers in the ring D[w] again simplifies the repre-
sentation of these quantum operations, especially in the cases of H and T gates.
Note that X, Y, Z, H, and T gates and PO and P1 projectors act on one qubit,
while CX gate acts on two qubits. Let ¢ = qq,...,gn—1 be a quantum register,
that is, a sequence of distinct quantum variables, used to refer to quantum states
[} over n qubits. Let 7; be a subsequence of g. To apply a quantum gate U; to a
quantum state |1) with respect to the quantum register 7;, we first construct the
cylindrical extension of U; in the form U; = U; ® I; so that the dimension of U;
matches that of [¢). Here, I; is the identity operator on the Hilbert space Ha 7, .
For example, when applying the Hadamard gate H to the qubit gg of a two-qubit
state shown in Figure 1, the cylindrical extension of H is H ® I. We use the rep-
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resentation of H® I in the form (|0)0] + |0)X1] 4 [1)(0] + (—1,0,0,0) - [1X1]) ® I
instead of [0)(0] ® I+ |0X1]®I+|1X0|®I+(—1,0,0,0)-|1X1|®I, where the tensor
product ® is distributed over the addition + in the latter representation. We
utilize the former representation for quantum operations to make them succinct
and improve computational efficiency, which is demonstrated in the next section.

3.3 Automated Reasoning for Quantum Computation

We leverage a set of laws from quantum mechanics and basic matrix operations,
as shown in Table 1, to enable automated reasoning for quantum computation in
Maude. This set of laws is also inherited from our previous work [6,9]. Because
|0) and |1) can be viewed as 2 x 1 matrices and (0| and (1| can be viewed
as 1 x 2 matrices, these laws effectively describe matrix calculations using Dirac
notation, along with zero matrices, identity matrices, and scalars. These laws are
formalized as equations in Maude and are used to simplify terms representing
quantum states, quantum operations, and the application of quantum operations
to quantum states. It is important to note that these laws need to be applied
flexibly to achieve the representations of quantum states and quantum operations
described in Section 3.2.

For example, we would like to reduce the term CX x ((H® I) x |0) ® |0))
to check whether its result is |0) ® |0) + |1) ® |1). Note that the factor 1/v/2 in
the Hadamard gate is handled by the global value k as explained in Section 3.1.
The term says that the H gate acts on the first qubit, followed by the CX gate,
where the control and target qubits are the first and second qubits, respectively.
The simplification of the term goes as follows:

H x |0)

— (0] + [0)(1] + [1)(0] + (~1,0,0,0) - [1)(1]) x [0)

— [0)0] x [0) + [0)X1] x |0) 4 [1)(0] x [0) + ((—1,0,0,0) - [1)(1]) x [0)
— |0) +|1)

Ha1) x (|0) ®0))
— (Hx |0)) ® (Ix10))
= (|0) + [1)) ® |0)
—10) ®[0) + |1) ® |0)

CX x (He1) x (|0) ® |0)))
= (J0X0[ @ T+ [1X1] © X) x (|0) ©0) +[1) ©0))
= (|0X0[®Ix]0)®@]0))+(JOX0] @< [1)®[0)) + ([1{1|@X x[0)@]0)) + (|1(1|©X X |1)©]|0))

= 10) @ (I x|0)) + 1) ® (X x |0))

—[0) ®0) + [1) @ ((|1)(0] + [0X1[) x |0))
—10) @ [0) + 1) ® (J1X0] x |0) + |0)1] x |0))
= 10)@10) + 1) @ [1)

where multiple rewrite steps are subsumed to avoid verbosity. Using these laws,
the application of quantum operations to quantum states can be simplified into
new quantum states. The entire process is carried out automatically in Maude
with |AS4QC>, and the resulting state is the same as expected. The key idea is
to reduce the matrix multiplication in the form of (i|j) with 4,j € {0,1} into a
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Table 1: A set of laws used for automated reasoning about quantum computation

No. Law

L1 (00) = (111) = 1, (0]1) = (1]0) = 0

L2 Associativity of x,+,® and Commutativity of +
L3 0-Amxn =Omxn, c-0O=0,1-A=A
L4 ¢c-(A+B)=c-A+c-B

L5 ~A—|—62~A—(61+C2)'A

L6 o (c2- A) = (cr-cx) - A

L7 ( ) (c2- B) (c1-¢2) (A X B)

L8 Xx(c-B)=(c-A)yxB=c-(AxB)
L9 A® (¢c-B)=(c-A)® B=c¢-(A® B)
L10 Omxn X Anxp = Amxn X Onxp = Omxp
L11 I, X Apixn = Apmxn X In = Apxn
LI12A4+0=0+A=0

L13 Omxn @ Apxg = Apxq ® Omxn = Ompxng
LI4Ax(B+C)=AxB+AxC
LI5(A4+B)xC=AxC+BxC

LI6 (A® B) x (C®D)=(AxC)® (B x D)
LITA®(B+C)=AB+ARC

LI8 (A+B)C=A®C+B®C
L19(c- At =¢*- AT, (Ax B)' =B x Af
120(A+B)=A"T+B" (A9 B) = AT ® BT
121 I,' = I,,,0] ., = Onym, (AN = A

mxn

L22 0y = (0], (0" = o), |1y = 1], (] =)

scalar and simplify the matrix representation by absorbing ones and eliminating
zeros as soon as possible (see the law with label L3). For example, given the term
[1X1|®X x |0) ®|0), we first check that |[1)(1]| x |0) = 0 and then it is unnecessary
to consider X x |0) and return the zero vector immediately. This rewrite strategy
significantly improves performance when matrices and vectors corresponding to
multiple qubits are used instead of X and |0) as in this simple example. More-
over, the representation of quantum states described in Section 3.1 is specifically
designed to work with this strategy, thereby avoiding many unnecessary com-
putations. In this way, automated reasoning about quantum computation using
Dirac’s bra-ket notation can be achieved through rewriting in Maude.

3.4 Usability of |[AS4QC>

We present the usability of |AS4QC> to perform automated reasoning about
quantum computation in Maude. In our algebraic specification, we define the
sorts Vect, CoVect, and Mat to represent vectors, covectors, and matrices,



An Algebraic Specification for Quantum Computation in Maude 11

which correspond to quantum states, bra representations of quantum states,
and quantum operations, respectively. The scalar multiplication -, addition +,
multiplication x, tensor product ®, and conjugate transpose | are formalized in
Maude as the operators _._, _+_, _x_, _(x)_, _"+, respectively. The inner
product ( | ) and norm square || _||* operations for vectors are formalized as
the operators <_,_> and | |_| | "2, respectively. Recall the complex number
representation in Section 3.1, we formalize it as the operator (_,_,_,_, ).
Note that underscores denote operator parameters.

We support the following quantum operations in Maude for reasoning about
quantum computation.

sort Gate

subsort Gate < Mat

—-—— single-qubit operations

ops PO P1 X Y Z HS T Rx Ry Rz : Nat —> Gate
-— two-qubit operations

ops CX CY CZ SWAP : Nat Nat —-> Gate

—-— three—-qubit operations

ops CCX CCY CCzZ CSWAP : Nat Nat Nat —-> Gate
—-— multi-qubit operations

ops MCX MCY MCZ : NatList Nat -> Gate
op MCSWAP : NatList Nat Nat —-> Gate

The sort Gate is defined as a subsort of Mat to represent quantum operations.
The parameters of quantum operations are natural numbers denoting the qubits
to which they are applied. For multi-qubit operations, a list of natural numbers is
used to specify the control qubits, together with additional parameters of natural
numbers denoting the target qubits. The application of quantum operations is
carried out automatically through simplification, as described in Section 3.3.

We next define a computation in |AS4QC> that initially takes a list of quan-
tum gates and a quantum state given as input as follows.

sort Comp

op [_,_] : Gatelist Vect -> Comp
op [_,_,_,_] : GatelList Vect Nat Nat -> Comp
op [_,_] : Vect Float -> Comp

The sort GateList represents a list of quantum operations, and the sort Comp
represents computations. Given a list GL of quantum operations of sort GateList
and a quantum state V of sort Vect, we first compute the number of qubits and
initialize the global normalization factor k to zero using the following equation.
Since the number of qubits is frequently used to construct cylindrical extensions
of quantum operations, it is computed once at the beginning and reused later.

eq [GL, V] = [GL, V, sizeV(V), 0]

The quantum operations in GL are applied to V in order from left to right until
GL becomes nil, indicating that no further quantum operations remain. At this
point, the final output is obtained and can be analyzed. To handle the nonde-
terministic nature of quantum measurement, we formalize a set of computations
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with the sort CompSet and formalize the nondeterministic choices of quantum
operations with the operator _U_ as follows.

op _U_ : GatelList GateList -> Gatelist
eq [(GLl U GL2) GL, V, N, N']
= [GLl GL, V, N, N'"], [GL2 GL, V, N, N’]

where GL1, GL2, and GL are variables of sort GateList, V is a variable of
sort Vect, N and N’ are variables of sort Nat, and the operator _,_ is the
constructor of the set of computations. The equation states that both choices
are handled as two separate computations.

To support analysis of the final output, we provide the following operations.

op analyze : CompSet —-> CompSet
op analyze : CompSet Vect -> CompSet
op check : CompSet Formula -> CompSet

Given a set of final computations, the operator analyze returns a set of com-
putations where each computation now consists of the final quantum state and
its reaching probability. If a basis state is provided as a parameter, each compu-
tation consists of the final quantum state and the probability of that basis state
in the final quantum state. Given a set of final computations and a formula, the
operator check returns a set of computations that do not satisfy the formula.
The formulas of sort Formula are formalized as follows.

sort Formula .

op P : Nat Vect -> Formula [ctor]
op P : Nat Nat Vect -> Formula [ctor]
op _and_ : Formula Formula -> Formula [comm assoc prec 55]

We formalize projection operators of the form P(g;, [¢)) and P(g;, ¢, [¢’)) using
the operators P (_,_) and P (_,_,_), respectively, to check whether the final
quantum state in a computation belongs to a closed subspace spanned by {|1)}
at qubit ¢; and by {|¢)} at qubits ¢; and ¢;. We also formalize the conjunction
of formulas using the operator _and_.

To use the algebraic specification |AS4QC>, we only need to import the
functional module QC, after which all facilities for reasoning about quantum
computation become readily available.

4 A Case Study: Quantum Teleportation in |[AS4QC>

This section presents how to formally specify and verify Quantum Teleportation
in |AS40QC> as a case study. Quantum Teleportation [1] is a quantum communi-
cation protocol that enables the teleportation of an arbitrary single-qubit state
[1) from Alice to Bob. The quantum circuit for this protocol is shown in Fig-
ure 2. The protocol begins with the initial quantum state [¢), ®0), ®|0),,. It
first applies the H gate to ¢y, followed by the CX gate on ¢; and g5 to create an
entangled state shared by Alice and Bob. Alice then applies the CX gate to qq
and ¢1, followed by the H gate on ¢g. Alice then measures ¢» and ¢; in sequence
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)
Alice
0y —{#] &
Bob |0) o

Fig. 2: Quantum Teleportation

and sends the measurement outcomes to Bob. Based on these outcomes, Bob
conditionally applies the X and Z gates to recover the state |¢) on qubit go2. We
want to verify whether [1) has been successfully teleported with certainty.

We first specify the functional module TELEPORT in | AS4QC> for Quantum
Teleportation as follows:

fmod TELEPORT is

pr QC .

ops a b : —> NzCpx .

op |psi> : —-> Vect

eq |psi> =a . [0> + Db . |1>

eq a *a *x +b b = (1,0,0,0)
endfm

We define two fresh constants (or symbolic values), a and b, of sort NzCpx,
representing nonzero complex numbers. We then define a symbolic quantum
state |psi> of sort Vect as a. |0> + b.|1>, where a and b are subject to
the normalization constraint shown in the last equation.

To verify the correctness of Quantum Teleportation, we must consider all
possible measurement outcomes that can occur in the protocol. Therefore, we
prepare the following command to verify the correctness of the protocol and then
ask Maude to reduce it.

red analyze ([
H(1) CX(1,2) CX(0, 1) H(0)
(PO(1) U (P1(1) X(2))) (PO(0) U (P1(0) Z(2))),
lpsi> (x) 10> (x) [0>])

The list of quantum operations presents the behavior of the protocol where
the nondeterministic choices _U_ and the projection operators PO and P1 for
measurement outcomes 0 and 1, respectively, are used to handle the nondeter-
minism of measurement. The initial quantum state is |psi> (x) | 0> (x) | 0>.
Maude completes the command shortly and returns the following result.

[10>(x) [0>(x) (a [0> + b . [1>), 2.5e-1],
[11>(x) 10>(x) (a [0> + b . [1>), 2.5e-1],
[10>(x) [1>(x)(a . 10>+ b . [1>), 2.5e-1],
[11>(x) [1>(x) (a [0> + b . [1>), 2.5e-1]

The result shows that each computation consists of a final quantum state whose
third qubit is | psi>, with a reaching probability of 1/4. Consequently, the total
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probability of reaching a final quantum state whose third qubit is |psi> is 1.
We can also use the following command to check the correctness of the protocol.

red check ([
H(l) CX(1,2) CX(0, 1) H(0)
(PO(1) U (P1(1) X(2))) (PO(O) U (P1(0) Z(2))),
lpsi> (x) 10> (x) 10>], P(2, |psi>))

Maude returns an empty set of computations, meaning that all final computa-
tions have a final quantum state whose third qubit is |psi>. Therefore, we can
conclude the correctness of Quantum Teleportation. Note that we can perform
the same analysis when |psi> is initialized to either a. | 0> or b. | 1> to cover
the remaining cases of the quantum state |¢), and we can obtain the expected
result. Using the algebraic specification |AS4QC>, we can represent complex
numbers symbolically, which allows us to specify arbitrary quantum states for
symbolic reasoning. This capability is a major advantage of our approach.

5 Experiments

This section presents the experimental results using |AS4QC> to verify the cor-
rectness of several case studies. The experiments were conducted using Maude 3.5
on a MacBook Pro machine equipped with an Apple M4 Max chip and 48 GB of
RAM. |AS4QC> is available at https://github.com/canhminhdo/as4qgc.

In the sequel, we present several case studies and their desired properties that
we want to verify to demonstrate the effectiveness of our algebraic specification
| AS4QC> for modeling, reasoning about, and verifying quantum programs.

— Entanglement for constructing an entangled state with multiple qubits.

— Quantum Teleportation [1] for teleporting an arbitrary qubit state |¢) from
a sender to a receiver. Starting from the initial quantum state |¢), ®|0), ®
|0) 0 WE verify whether |¢) is teleported successfully to qubit g; with cer-
tainty at the final quantum state.

— Entanglement Swapping [28] for creating a new entangled state |#). Given
the initial quantum state |0), ® [0), ®[0),, @ [0), , we verify whether the
final joint state of qubits go and g3 is the EPR state |$1) at the end.

— Quantum Secret Sharing [14] for teleporting an arbitrary qubit state |¢))
from a sender to a receiver with the help of a third party. From the initial
quantum state |¢)), ®10), ®|0), ®|0), , we verify whether [¢)) is teleported
successfully to qubit g3 with certainty at the final quantum state.

— Quantum Relay Scheme [4] for teleporting an arbitrary quantum state |))
from one quantum device to another wirelessly, even when these two de-
vices do not share EPR pairs mutually. Starting with the initial quantum
state [¢), ®10), ®10),, ®[0), ®|0),, , we verify whether |¢)) is teleported
successfully to qubit g4 with certainty at the final quantum state.

— Bidirectional Quantum Teleportation [13] based on EPR pairs and entan-
glement swapping for simultaneously transmitting arbitrary qubit states |))
and |$) between two users. From the initial quantum state [¢), ® |¢), ©
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Table 2: Experimental results with |AS4QC>

Program Qubits Unitary Measurement Time
Entanglement 100 100 0 53ms
Quantum Teleportation 3 8 2 ~0
Entanglement Swapping 4 8 2 ~0
Quantum Secret Sharing 4 9 3 ~0
Quantum Relay Scheme 5 12 4 1lms
Bidirectional Teleportation 6 12 4 1ms
Quantum Network Coding 14 37 10 268ms
5 133 0 10ms
Grover’s Search 10 1,430 0 1.2s
15 11,973 0 3.9m

0),, ®10),, ®10),, ®[0),., we verify whether [¢) and |¢) are simultaneously
teleported in qubits ¢3 and ¢4 with certainty at the final quantum state.

— Quantum Network Coding [21] for the simultaneous generation of EPR pairs
using only local operations and classical communication with EPR pairs
shared between adjacent quantum repeaters. Given the initial quantum state
0)yo ® - ®]0),,,, we verify whether the final quantum state contains EPR
pairs |®) between qubits (q1,q4) and (qo, g5) at the end.

— Grover’s search algorithm [12] for searching an unstructured database with
a quadratic speedup by iteratively applying the Grover operator. We verify
whether, after approximately 71/27 /4 iterations of the Grover operator, the
correct solution is obtained with high probability, where n and 2™ denote
the number of qubits and the database size, respectively.

We successfully verified the correctness of all case studies against their de-
sired properties using |AS4QC>. The experimental results are summarized in
Table 2. The columns Qubits, Unitary, Measurement denote the numbers
of qubits, unitary operations, and measurements, respectively, while the column
Time reports the time taken by Maude to verify each program against its speci-
fied property. For the Grover’s Search case study, measurements are not required
because we can directly query the amplitude of the correct solution in the final
quantum state supported by |AS4QC>, from which the probability of reaching
the correct solution can be computed. Consequently, the number of measure-
ments in Grover’s Search is zero. For all case studies except Grover’s Search with
15 qubits, we could complete the verification tasks quickly. Especially, we could
construct an entangled state with 100 qubits in just 53 milliseconds, comparable
with graph-based quantum simulators such as QuIDDPro [26] and MQT Core
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DD [30], while array-based quantum simulators such as LIQUi|) [27], QX [15],
and ProjectQ [25] could not do so as reported in [30]. In the case of Grover’s
Search with 15 qubits, the verification involves a nontrivial workload with 11,973
applications of quantum operations. As a result, Maude took approximately 3.9
minutes to complete the verification. Notably, |AS4QC> is capable of handling
not only concrete and exact values, as presented in Entanglement, Entanglement
Swapping, Quantum Network Coding, and Grover’s Search, but also symbolic
values, as demonstrated in the other case studies. These experimental results
demonstrate the effectiveness and practicality of |AS4QC> for modeling, sym-
bolic and exact reasoning about, and verifying quantum programs.

6 Related Work and Conclusion

Symbolic approach to reasoning about quantum computation has been used for
theorem proving of quantum circuits in Coq [23] and for reachability analysis,
model checking, and equivalence checking of quantum circuits in Maude [8,10,9,7].
However, these approaches can handle simple case studies and a limited number
of qubits, mainly due to difficulties in representing complex numbers symboli-
cally and quantum states effectively. Graph-based (or decision diagram-based)
approaches [26,30] significantly outperform array-based approaches [27,15,25] for
quantum simulation by compactly representing quantum states, exploiting struc-
tural redundancies, and providing efficient algorithms for quantum operations.
The use of the ring Dfw] in decision diagrams to enable symbolic and exact
quantum computation was preliminarily investigated in [29] and has since been
adopted for the formal verification of quantum circuits and quantum programs
in [3,2]. To the best of our knowledge, there is no existing algebraic specifica-
tion that uses the ring D[w] for symbolic reasoning about quantum computation.
Meanwhile, algebraic approaches are expressive and powerful for symbolic rea-
soning. Thus, |AS4QC> provides a promising algebraic framework for symbolic
and exact reasoning about quantum computation in Maude, upon which verifi-
cation techniques for quantum systems in Maude can be developed in the future.

We have presented | AS4QC>, an algebraic specification for quantum compu-
tation in Maude. We have employed the ring D[w] to represent complex num-
bers in quantum computation without approximation, used Dirac notation to
model quantum states and quantum operations, and leveraged a set of laws
from quantum mechanics and basis matrix operations to automate reasoning
about quantum computation. As case studies, we have used |AS4QC> to con-
firm the correctness of several nontrivial quantum programs, demonstrating the
effectiveness and practicality of our approach. Although a complex number can
be algebraically represented by a quadruple (a, b, ¢, d) and a normalization factor
k, many different choices of (a,b,c,d) and k may represent the same complex
number. To use model checking techniques effectively, it is therefore necessary
to identify a unique representation for this algebraic form. Developing such a
unique representation, as suggested in [29], would be one part of our future work,
in addition to conducting more complex case studies, such as Shor’s algorithm.
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Abstract. Both qualitative and quantitative properties are crucially im-
portant in most distributed systems. Analyzing these two kinds of prop-
erties often requires using two different system models, necessitating sub-
stantial efforts in developing and evolving two quite different models and
raising the question of their semantic consistency. For untimed actor
models of distributed systems this problem has been solved in [I7] by
the P transformation, which maps a rewrite theory R modeling an actor
system to a probabilistic real-time rewrite theory R semantically con-
sistent with R and amenable to quantitative analysis by statistical model
checking. This paper extends the P transformation to distributed real-
time systems communicating by asynchronous message passing. We de-
fine a timed P transformation whose input theories are real-time rewrite
theories that extend timed actor systems. We prove that the timed P
transformation enjoys desired semantic properties, including amenabil-
ity to statistical model-checking analysis of the transformed theory.

1 Introduction

Distributed real-time systems communicating by message passing are intrinsi-
cally nondeterministic because, besides being concurrent, the delays involved in
message transmission are unpredictable. For most of these systems, both qual-
itative properties, such as safety properties, and quantitative properties, such
as latency and throughput, are crucially important. Analyzing both qualitative
and quantitative properties is challenging because the models used for each kind
of analysis are often different: a concurrent model will typically be used for ver-
ifying qualitative properties by model checking or theorem proving, whereas a
probabilistic model such as a stochastic timed automaton may be used to ana-
lyze quantitative properties by statistical model checking (see, e.g., [11]). This
leads to a semantic gap between the different models developed for analyzing
different properties, since there may be no clear semantic relation between them.

For untimed distributed systems communicating by message passing in a
(generalized) version of the actor model [2] the gap has been bridged in [I7] by the
so-called P transformation. The key idea is to quantify by means of continuous
probability distributions II the nondeterminism inherent in message transmis-
sion by the underlying network. Since distributed systems can be naturally mod-
eled as rewrite theories [19], which are supported by the Maude language [10], the
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inputs to the P transformation are rewrite theories R formally specifying such
distributed systems, and P is a theory transformation P : R — R mapping R
to a probabilistic real-time rewrite theory Ry.

The semantic gap between models for qualitative and quantitative analysis
is bridged by the P transformation because: (i) all qualitative analysis can be
performed on R itself; (ii) all quantitative analysis, typically by statistical model
checking [3U17], is carried out on Rz, which is a refinement of R that quantifies
by means of IT the nondeterminism inherent in R and, since it just restricts R’s
nondeterministic behaviors, is semantically consistent with R itself [17].

This paper extends the P transformation in [I7] to a timed P transforma-
tion whose inputs are real-time rewrite theories specifying distributed real-time
systems that significantly extend timed actor systems. This makes the class of
input theories very general, to support a wide range of applications.

We provide some prerequisites in §2] and describe in §3] the class of real-
time rewrite theories that are the inputs to the timed P transformation, which
is defined in §4 In §5] we provide two key semantic properties of the timed P
transformation ensuring that for any rewrite theory R and initial state meeting
the input requirements: (i) when R is viewed as a nondeterministic system,
its behaviors from the given initial state are semantically consistent with those
in R; and (ii) Ry is purely probabilistic and therefore analyzable by standard
statistical model-checking algorithms. By bridging the semantic gap between
quantitative and qualitative system analysis we obtain a unified formal method-
ology, outlined in §6 for designing distributed real-time systems in rewriting
logic and analyzing them with respect to both their qualitative and quantitative
properties. §7] discusses related work, and §8]gives some concluding remarks. We
refer to our longer report [2I] for more detail, explanations, proofs, and three
examples illustrating our methodology.

2 Prerequisites

2.1 Rewriting Logic, Maude, and Real-Time Rewrite Theories

Rewriting Logic [19120] is a logic well suited to formally specify and program
concurrent systems. A rewrite theory is a 4-tuple R = (X, E, L, R), where:

— X is an algebraic signature, i.e., a set of sorts, subsorts, and function symbols.
— (X, E) is an order-sorted equational logic theory [I3] specifying the system’s
data types, with E a set of (possibly conditional) equations and axioms.

— L is a set of rule labels.
— R s a collection of labeled conditional rewrite rules [I] : t — ¢ if cond, with
t,t' Y-terms and [ € L, that specify the system’s local transitions.

Maude [10] is a formal specification language and analysis tool for distributed
systems. A Maude module specifies a rewrite theory R as a system module mod
R endm. We summarize Maude’s syntax and refer to [I0] for details. Operators



are declared op f : s1...s, -> s and can have user-definable syntax, with ‘_’ de-
noting argument positions, as in _+_. (Unconditional and conditional) equations
and rewrite rules are introduced with, resp., the keywords eq and ceq, and rl
and crl. Mathematical variables are declared with the keywords var and vars.

Maude provides syntactic sugar to support object-oriented specification: A

declaration class C' | att; : sy, ..., att, : s, declares an object class C
with attributes att; to att,, of sorts s; to s,. An object of class C' is a term <o :
C' | atty : waly, ..., att, : val, >, where o (of sort 0id) is the object’s identifier,

and wvaly to val, are the current values of the attributes att; to att,,. Messages
are terms of sort Msg. A state of an object-oriented system often has the sort
Configuration and represents a multiset of objects and messages.

Real-Time Rewrite Theories. Real-time systems can be modeled in rewriting
logic as real-time rewrite theories [24], which can be analyzed in Maude [7].
Such theories contain a data type Time of (discrete or continuous) time values.
Their rules are ordinary rewrite rules, which model instantaneous change, and
tick rewrite rules [tick] : {t} — {t’} in time 7 if cond which model time
advance: the system evolves from state {t} to state {t'} in time 7. The states
have the form {u}, so that time advances uniformly in all parts of the state.

2.2 Nondeterministic Rules and Probabilistic Rewrite Theories

The variables in v and cond in a rewrite rule [I] : w — v if cond are usually
a subset of the variables @ in u. However, it is possible to model transitions
that exhibit nondeterministic choice using rewrite rules of the form [I] : u(x) —
v(x,y) if cond(x). For each matching substitution p of the variables x in u(x)
that satisfies the condition cond(x)p, the resulting state is not a single state
v(x)p, but a possibly infinite family of states {v(x,y)p W 7},, indexed by the
choice of substitution 7 instantiating the extra variables y. For example, the
rewrite rule [choose2] : (n,m) — (n,k) transforms a pair (n,m) of natural
numbers into a pair (n, k) where k can be any natural number. We might choose
k according to a probability distribution on the natural numbers. This leads to
the notion of a probabilistic rewrite rule, which is a rewrite rule of the form

[1] : u(x) = v(x,y) if cond(x) with probability y := 7(x).

For each matching substitution p of the variables x in w(x) that satisfies the
condition cond(x)p, the substitution 7 instantiating the extra variables y is
chosen according to a probability distribution 7(x)p on the product of data types
of the variables y, where the probability distribution 7 (x)p may be parametric
on the choice of values p instantiating the variables x. A probabilistic rewrite
theory is a rewrite theory where some of its rewrite rules are probabilistic.

A nondeterministic rewrite rule [I] : u(x) — v(x,y) if cond(x) is non-
executable ([nonexec] in Maude) because a matching substitution p of the vari-
ables « in u does not determine the choice of an extra substitution 7 for the extra



variables y in v. By transforming such a nondeterministic rule into a probabilis-
tic rule u(x) — v(x,y) if cond(x) with probability y := w(x) the rule becomes
executable by simulation based on sampling the probability distribution 7(x)p
for each matching substitution p of the rule’s left-hand side.

Even without a probability distribution (), it is still possible to exe-
cute nondeterministic rules, which can be useful for debugging purposes. Let
the nondeterministic variables y = y1,...,yx of rule [ range over respective
sorts si,...,Sg. Assume that we have added to our theory corresponding sorts
Set[s1], ..., Set[sy] of finite sets of elements in sq,..., sk, where set union is an
associative-commutative binary operation _,_ with empty as identity element.
Assume also that we have specified finite sets Ay, ..., Ay in Set[s1],..., Set[sk].
Then, our nondeterministic rule [ becomes executable in Maude as the rule

(] : u(xz) = v(x,y) if cond(x) ANyr, X1 :=A1 A ..o A yk, Xy = Ay

by adding the matching conditions [10] y; , X; :== A;, 1 < i < k, where the vari-
ables X1,..., X} range over respective sorts Set[s1],..., Set[si]. Only some be-
haviors of the nondeterministic rule can be tested this way, although if sq,..., sg
are all finite data types, then all behaviors can be tested in this way.

3 The Input Real-Time Rewrite Theories

To support a wide range of applications, we specify a quite general class of real-
time rewrite theories—extending timed actor systems—as inputs to the timed P
transformation. We describe their basic features in §3.1] and explain additional
features in §3.2] Further semantic requirements are discussed in §3.3]

3.1 Object-Oriented Real-Time Rewrite Theories

We first explain the basic features of the real-time rewrite theories that are inputs
to the timed P transformation. We use object-oriented real-time rewrite theories,
with local clocks and timers, and whose states include the current configuration
(a multiset) of objects, messages, and delayed messages en route.

The time domain Time denotes the nonnegative real numbers R>, and its
supersort TimeInf adds an infinity time value co (written inf in Maude).

An object may have multiple timers. Timers are used to trigger actions: some
rule must be applied when a timer expires, i.e., it becomes zero. That rule should
either reset the timer to a non-zero natural number, or turn the timer off (i.e.,
setting it to the infinity value inf) while possibly resetting another timer.

The set of timers of an object could change dynamically. For example, in a
formalization of the domain name system (DNS), the resolver may have a timer
for each user query, e.g., to periodically resubmit an unanswered query to a name
server. We define the following datatype Timers for sets of timers:

sort Timer Timers TimerData . subsort Timer < Timers .
op [_;_;_] : TimeInf NzNat TimerData -> Timer [ctor]
op noTimer : -> Timers [ctor]

op __ : Timers Timers -> Timers [ctor assoc comm id: noTimer]



The state of a timer is modeled as a term [timeToFEzpiration ; period ; datal,
where timeToFEzpiration denotes the expiration time of the timer, period denotes
the period of the timer, and data is the data associated to the timer.

We assume that all the timers of an object are contained in an attribute
timers of sort Timers. An object need not have such an attribute timers. An
object may also have an attribute clock of sort Time, which models its local
clock that is assumed to be perfect. We assume that no object has other time-
dependent attributes besides clock and/or timers.

The timed behavior of the system is given by the following tick rewrite ruleEI

sort DlyMsg . subsorts Msg < DlyMsg < Configuration .
op dly : Msg Time -> DlyMsg [ctor]

[tick] : {STATE} => {timeEffect(STATE, T)} in time T
if T := mte(STATE) /\ T > 0 [/\ cond] .

The function mte defines how much time may elapse in a state before a timer
expires or a message arrives. Time cannot advance in a state with sending tasks
(see below) present, which means that the rule sendDelayed in must be
applied before time advances. The function timeEffect decreases the values of
all active timers and all message delays, and increases the local clocks, according
to the elapsed time. See [21] for the definition of these functions.

3.2 Admissible Rewrite Rules in the Input Rewrite Theories

The admissible instantaneous rewrite rules of an input real-time rewrite theory R
to the timed P transformation are described in this section, and satisfy additional
requirements described in §3.3] These requirements on R should ensure that
the transformed probabilistic real-time rewrite theory P(R, II, init) satisfies the
absence of nondeterminism (AND) property for all states reachable from init.

An important novelty, not present in the original P transformation in [17], is
that the input theory R may include several kinds of nondeterministic rewrite
rules detailed in §3.2.1H3.2.3] This makes the input theories quite general. The
reason for the generality afforded by nondeterministic rules is that, as suggested
in §2.2] by adding a probability distribution, any nondeterministic rewrite rule
becomes a probabilistic one, modeling some random phenomenon.

A main requirement of an input rewrite theory is that only the expiration of
a timer or the arrival of a message can trigger an instantaneous rewrite rule.

A key invariant we want to maintain is that, after applying the timed P
transformation to an input real-time rewrite theory, in any reachable state of
the resulting probabilistic rewrite theory (described in , the expiration times
of all timers and the arrival times of all messages are all different. To achieve
this, an application of a rewrite rule can (re)set at most one timer, to a natural
number value, and may turn off other timers. Allowing timers to be (re)set to
real numbers could break this invariant, as the following example shows:

3 We do not show variable declarations, but follow the convention that variables are
written in all capital letters.



Ezample 1. When object A receives a start message (and it has a local clock),
it records the time when the start message arrives and starts a timer. A can
later send this value as a message to object B, which stores this value. When it
is time to reset B’s timer, it can use this stored “offset of A” and set its timer
to this offset plus some natural number. Now, the timers of A and B have the
same offset, which could lead to them expiring at the same time.

For example, if A receives a message at time 1.23456, it could then set its
timer to 100 and send a message to B saying that its timer will expire at time
101.23456. When B receives this message, it can set its own timer to also expire
at time 101.23456, which leads to undesirable nondeterminism. a

For the sake of a simpler exposition we exclude rules that create new objects
dynamically. However, there should be no problems with generating new objects
(with or without timers) as long as at most one timer is (re)set in any rule.

We now describe the admissible rewrite rules in real-time rewrite theories
that are inputs to the timed P transformation. As in [I7], we assume non-nested
objects, i.e., objects that do not contain other objects in some of their attributes.

Besides the tick rule in §3.I] we have four types of instantaneous rewrite rules:

1. Deterministic message-triggered rules of the form:

(] : (to o [from o] : mp) < o : Cl | atts >
=> <o : Cl| atts’ > [msgs]l [if cond).

or of the form:

(] : (to o [from o] : mp) < o : Cl | atts >
=> <o : Cl| atts > [if cond].

if no messages are sent. If the object o has a timers attribute, the rule can
(re)set at most one of its timers, to a natural number if the rule does not
generate messages and to a non-zero natural number otherwise, and some
timers may by turned off (set to inf) or removed. The rule may also add
new timers, as long as at most one timer (existing or new) is (re)set.

In the term [msgs] of sort STask (for sending task) appearing in some of
the rules, msgs is a term of sort MsgList of lists of messages:

sorts Msglist STask. subsort Msg < MsgList.

subsort STask < Configuration.

op nil : -> MsgList [ctor]

op _;_ : Msglist MsgList -> Msglist [ctor assoc id: nil]
op [_] : MsgList -> STask [ctor]

2. Deterministic timer-triggered rules of the form:

[[1: <o0:Cl | timers: [0; p; td]l otherTimers, atts >
=> < 0:Cl | timers: [v;p ;td] otherTimers', atts’ > [msgs] [if cond].

or of the same form without ‘[msgs]’ if no messages are sent. The new
(relative) expiration time v of timer td is either a non-zero natural number
(typically p) or inf. In the latter case, one other timer in otherTimers may
be reset to a non-zero natural number.



3. Nondeterministic network message transmission rules model the message-
sending behavior of a network using the following instantaneous rules:

[sendDelayed] : [M ; ML] => dly(M, T) [ML] [nonexec]
[sendNil] : [nil] => none .

These rules evaluate a sending task to a corresponding multiset of n > 0 of
delayed messages, where the delay of each message is nondeterministically
chosen in the nondeterministic rule sendDelayed.

4. Other nondeterministic rewrite rules discussed in

3.2.1 Modeling Message Arrival and Message Loss. If the underlying
network guarantees that no messages are lost, message arrival is modeled by
the rule [msgArrival] : dly(M,0) => M . If the network is lossy, message
arrival can be modeled by the following nondeterministic rewrite rule:

[msgArrival] : dly(M,0) => if B then M else none fi [nonexec]

where B is a variable of sort Bool, and none denotes the empty configuration.
The above rule is context-free, which makes it hard to model that the state
of the network—for example, its congestion—may affect message loss. We can
make the msgArrival rule contezt-sensitive, to later be able to quantify message
loss depending on context, by involving the entire state of objects and messages:

[msgArrival] : {dly(M,0) C} => if B then {M C} else {C} fi [nonexec]

where C is a variable of sort Configuration that matches the rest of the configu-
ration, i.e., the contexrt in which message M is ready to arrive. As explained in
and §4] the probability distribution associated to a rule in a probabilistic rewrite
theory may be parametric on the left-hand side’s matching substitution. There-
fore, having the entire configuration available in msgArrival makes it possible
for the probability of message loss to vary depending on the context.

In cases where the possibility of messages being lost varies depending on the
kinds of messages being sent, instead of a single msgArrival rule we may have
one such rule for each kind of message by replacing the variable M by message
expression patterns characterizing each such class.

3.2.2 Modeling Sensors in Cyber-Physical Systems. The original P
transformation [17] has as input untimed non-probabilistic systems with no non-
deterministic rewrite rules. Carolyn Talcott has suggested investigating how to
allow input real-time rewrite theories that specify distributed cyber-physical sys-
tems with objects that periodically read some sensors in their environment.
This is a pertinent question, since the values read by sensors from their en-
vironment are unpredictable, i.e., they correspond to nondeterministic inputs to
the system amenable to subsequent quantification by probabilities. That is, the
input real-time rewrite theory could model the nondeterminism of sensor inputs,
and the timed P transformation could then quantify them probabilistically.



The values read from the environment can be modeled by new, nondetermin-
istic variables in a rule’s right-hand side. For example, in a plant the periodic
reading of values from its uncertain environment and the corresponding actions
can be modeled by an instantaneous nondeterministic rewrite rule of the form:

[read-sensor-I]
< O: Plant | timers: [0 ; p; td] TIMERS, values: V, atts >
=> < O : Plant | timers: [p; p;td] TIMERS, values: NEW-V, atts’ > [msgs]
[nonexec]

or of the same form without ‘[msgs]’, V denotes the previous value(s), the non-
deterministic variable NEW-V describes the “new” value(s) read from the environ-
ment at the expiration of the current period, atts are the remaining attributes
of the Plant object, which may change to atts’ after the transition, and [msgs]
is the messages to be sent, whose payloads may depend on atts, V, and NEW-V.

3.2.3 Rules with Finitary Nondeterminism. Our last type of nondeter-
ministic rules are message-triggered and timer-triggered rewrite rules where the
extra variables in their right-hand sides range over some finite sorts. We can
therefore say that these nondeterministic rules exhibit finitary nondeterminism.

Such finitary nondeterminism arises naturally in systems involving objects
that, after receiving a message or upon the expiration of a timer, can choose from
a finite set of actions. For example, some objects in an e-commerce system may
model users who, at various points in the shopping process, may choose among
several possible interactions with the system. We consider nondeterministic rules
with finitary nondeterminism that the timed P transformation will refine into
useful probabilistic rules for many applications.

For the sake of concreteness let us consider a specific class of rules of this
kind in systems where one of its finite sorts, say FinState, denotes a finite set
Q of states of a transition system defined by a function next : @ — P(Q) where
q' € next(q) iff ¢ can make a one-step transition to ¢’. Assume that both next
and the membership predicate € have been equationally defined. Now consider
a class C1 with an attribute finState with values in FinState. Some message-
triggered and timer-triggered rules for objects of class C1 may exhibit finitary
nondeterminism, and may have one of the following respective forms:

vars S S’ : FinState .
[l] : (to o [from o] : mp) < o : C1 | finState: S, atts >
=> l-act[S,S’,mp,atts] if S’ € next(S) = true [and cond]| [nonexec] .

and

[l : <o :Cl | finState: S, timers: [0 ; p ; td] timers, atts >
=> l-act’[8,S’,td,timers,atts] if S’ € next(S) = true [and cond] [nonexec] .

where [-act is an equationally-defined function such that for each q,q¢' € Q,

— if ¢’ € next(q) = false, then, l-act[q, ¢, mp, atts] = none



— if ¢’ € next(q) = true, then,
l-actlq,q ,mp,atts] = < o : C1 | finState: ¢, atts-q.¢ > [msgs-q.q']

or has the same form without ‘[msgs]’ if no messages are sent for the case
q.q'. All variables appearing in the attributes atts-q.¢’ and in msgs-q.q’ must
occur in either mp or atts.

and where 1-act’ is an equationally-defined function such that for each ¢, ¢’ € Q,

— if ¢’ € next(q) = false, then, l-act’ [q,q ,td timers,atts] = none
— if ¢’ € next(q) = true, then,

l-act’[q,q ,td, timers,atts] =
<0 :Cl | finState: ¢, timers: [period-q.q' ; p; td] timers-q.q’,
atts-q.¢' > [msgs-q.q’]

or of the same form without ‘[msgs]’ if no messages are sent for the case
q.q. period-q.q' is either the non-zero natural number p or inf. In the
latter case, at most one other timer in timers may be reset to its non-zero
natural number period. All variables appearing in timers-q.q’, atts-q’, and
msgs-q.q must appear in timers or atts.

3.3 Requirements on Input Theories and Initial States

An initial state {initconf}, where initconf is a ground term of sort Configuration,
of a real-time rewrite theory in our input class consists of a set of objects with
distinct names and an optional sending task, with a list of messages to be sent
with undetermined delays, of the form

<oy, : Cy | attsy > ... <on : Cnh | atts, >
[(to 05, [from o;] : mpsy) 3 ... ; (to 05 [from o] : mpy)]

such that the value of each local clock attribute is 0. The rewrite theory and
the initial configuration initconf together satisfy the following requirements:

1. At most one timer in initconf in a single object o; is turned on with a timer
value a natural number, which cannot be 0 unless the initial state does not
have a sending task. Indeed, if there is no sending task a single object o;
must be turned on, since otherwise initconf would be a deadlock state.

2. Any object enabled by a message-triggered rule to receive a given message
addressed to it, is so enabled by the application of a unique message-triggered
rule with a unique substitution of its left-hand side variables.

3. Any object with a single expired timer and enabled to perform a transition
by a timer-triggered rule (including such rules with finitary nondeterminism
and sensor-reading rules), is so enabled by a unique rule among those for
that timer, with a unique substitution of its left-hand side variables.



4. Any (message-triggered or timer-triggered) transition may set the value of

at most one existing or new (added by the rule) timer to a natural number,
and may turn off some other timers. If the transition was triggered by a
timer or the transition generates a sending task, then the reset timer must
be reset to a non-zero natural number; furthermore, if the set timer is not
the one that expired, then the expired timer must be turned off.

All addresses of all messages in the initial states or generated by the timer-
and message-triggered rules are names of objects in the initial configuration.

4 The Timed P Transformation

The timed P transformation transforms an input real-time rewrite theory and an
initial state satisfying the requirements in §3] by using a family IT of parametric
probability distributions for:

delays of messages,

probability of message losses (if the network is lossy),

the values read by sensors in “sensor rules” for cyber-physical systems, and
choosing the next “state” ¢’ in any rule with finitary nondeterminism

into a probabilistic rewrite theory. Formally, the timed P transformation is a
mapping P : (R, init, I[T) — (R, inity) where:

— R = (X,E,L,R) is a real-time rewrite theory meeting the input require-

ments in §3] where all the rules have distinct labels, and where init ¢ L.

— 4nit is an initial system state satisfying the requirements in §3.3]
— IT is a partial function from the set L U {init} to parametric probability

distributions or, in some cases, pairs and/or families of such distributions.
11 is defined as follows:
1. For a message-triggered or timer-triggered rule [ that is not a rule with

finitary nondeterminism or a sensor rule, and that has a sending task in
its right-hand side, IT has a map [ — m;(x), where @ are the variables in
the left-hand side of rule [ and m; () is a parametric continuous probabil-
ity distribution on the non-negative reals R, defining the probability
distribution over the delays of the messages generated by the rule [ as
a function of the state of the sending object and (for message-triggered
rules) the received message. Further assumptions on the message delay

distributions m;(x) are detailed in

. When a lossy network is assumed, the mapping in IT for the rule label

msgArrival is msgArrival — Tusgarrival (z), where x are the variables
in the rule’s left-hand side and Tpggarrival (z) is a parametric probability
distribution on the Booleans, defining the probability that a message is
lost as a function of the message or of the message and the entire state
(depending on which version of the rule msgArrival is used).

. For a sensor-reading rule read-sensor-/ that generates a message-sending

task and whose left-hand side variables are x, the mapping in IT is

read-sensor-[ — (ﬂ-read—sensor—lwal (w)7 7Tread—semsor—l(33))



where Tread—sensor—1.val () 18 @ parametric probability distribution on the
data type of Values, and mreaq—sensor—i(€) 1S a parametric continuous
probability distribution on R>q. If the rule does not generate a sending
task, then the mapping is just read-sensor-l +— Tread—sensor—I.val (Z)-

4. For arule | with finitary nondeterminism that uses a finite transition sys-
tem Q = (Q, —g), and with left-hand side variable S of sort FinState,
the mapping in IT has the form

l— (WI.Q(S)v {’/qu_q/ (Il? \ {S})}qu,q’Enemt(q)/\generatesMsgs(q,q’))

where x are the variables in the rule’s left-hand side. 7 o(S) is the para-
metric probability distribution 7m;.0(S5) = {71.0(5)}seEnabled(@), Where
Enabled(Q) denotes the complement of the set of terminating states in

Q and each 7. o(q) is a discrete probability distribution on next(q) in Q.
Therefore, 7. o(S) defines a Markov chain quantifying the nondetermin-

ism of the transition system Q. {mq‘q, (®\{8}) }qe.q' eneat(q) AgeneratesMsgs(a,a’)
is a family of parametric continuous probability distributions over R>q
providing probability distributions for the delays of the messages gen-
erated when the rule [ is applied in “state” ¢ and chooses ¢’ as its next
state, but only for those q.¢’-pairs where a sending task is generated.

5. Finally, IT contains a map init +> miniy, Where mini¢ iS @ continuous
probability distribution on R>( defining the probability distribution of
the delays of the messages in the initial state.

— R = (Xn,En, L, Riy) is the probabilistic rewrite theory defined below.
— 4nity7 is the timed P-transformed initial state defined in

In what follows, we define in detail the probabilistic theory R ;; and the initial
state initr obtained by applying the timed P transformation to (R, init, IT).

4.1 The Equational Theory (X7, Err)

The equational theory (X7, Err) extends (X, E), and also contains the functions
required to define the continuous probability distributions in II. The timed P
transformation removes the subsort declaration STask < Configuration and
adds a new sort LSTask (for “labeled sending task”) as a subsort of Configuration.
The P transformation also adds, for each rule [ that may generate new mes-
sages and whose left-hand side variables are = 1 : s1,...,Z, : Sn, an operator

op msgDly; : s1 ... sp, STask -> LSTask [ctor]

However, if the rule [ is a rule with finitary nondeterminism whose left-hand side
has variables S and « = x1 : s1,...,%, : Sp, then we instead add an operator

op msgDly; ., : s1 ... sn STask -> LSTask [ctor]

for each transition ¢ — ¢’ “in” [ that may generate messages. We also declare the
function op msgDlyinic : STask -> LSTask [ctor] used for probabilistically
quantifying the delays in sending tasks for initial states.



The equations for [-act and [-act’ are also modified, as explained under
the treatment of rules with finitary nondeterminism in §4.2]

The equations for mte and timeEffect are modified by removing the equa-
tions for sending tasks, and adding the equations

var LSTASK : LSTask. eq mte(LSTASK) = 0. eq timeEffect(LSTASK,T) = LSTASK.

4.2 The Rewrite Rules Ry

This section explains how each kind of the rewrite rules § is transformed by
the timed P transformation, which leaves the tick rule in unchanged.

Deterministic Message-Triggered Rewrite Rules. The timed P transformation
transforms each deterministic message-triggered rewrite rule in § that gen-
erates a sending task into the corresponding rewrite rule

[l1: (to o [from o] : mp) < o : Cl | atts >
=> <o : Cl| atts’ > msgDly,(x, [msgs]) [if cond].

where x are the variables in the left-hand side of rule /. Deterministic message-
triggered rules that do not generate new messages are not modified by P.

Deterministic Timer-Triggered Rules. Each deterministic timer-triggered Rule !
that may generate messages is transformed by P into the timer-triggered rule

[]: <o0:C | timers: [0;p;td]l otherTimers, atts>
=> <o0:C | timers : [v;p ;td]l otherTimers, atts’ > msgDly; (x, [msgs]) [if cond] .

Such rules that do not generate messages are not modified by P.

Network Transmission Rules. P transforms the rule sendDelayed into a family
of probabilistic rewrite rules parameterized by those rule labels [ € L that are in
the domain of IT and where [ generates a message task as follows. If [ is not a
rule with finitary nondeterminism, then the corresponding rule is:

[sendDelayed,]
msgDly;(z, [M; ML]) => dly(M, T) msgDly;(x, [ML]) with probability T :=m(x).

If [ labels a rule with finitary nondeterminism, there are as many probabilistic
rules as transitions ¢ — ¢’ such that when [ changes ¢ to ¢’ some messages can
be sent. Each such probabilistic rule has the form:

[sendDelayed; ]
msgDly; ., (@, M;ML]) => dly(M,T) msgDly; , (x,[ML]) with probability T:=m ().

The rule sendNil is transformed by P into [sendNil;] : msgDly;(x, [nill)
=> none for each [ as above, and a similar rule for each “message-generating” Ly
If the initial state contains a sending task, R;; also contains the rewrite rules

[sendDelayedinit]
msgD1lyinic ([M ; ML]) => dly(M, T) msgDlyinit ([ML]) with probability T := Tinic .
[sendNilin;¢] : msgDlyinit ([nil]) => none .



Message Arrival and Loss. There are three versions of the rule msgArrival.
P leaves the first unchanged, and transforms either of the other two into the
corresponding probabilistic rewrite rule

[msgArrivall
dly(M,0) => if B then M else none fi with probability B := Musgarrivai (M)
or
[msgArrivall
{dly(M,0) C} => if B then {M C} else {C} fi
with probability B := Tusgarrivar (M,C)

Sensor Rules. The timed P transformation transforms each sensor rule read-sensors-I[
that generates messages into the probabilistic rewrite rule

[read-sensor-I]
< o : Plant | values: V, timers : [0 ; P ; td] TIMERS, atts >
=> < 0 : Plant | values : NEW-V, timers: [P ;P ;td] TIMERS, atts >
msngyread—sensors—l (:c 2 [mSgS] ) [if Cond]
with probability NEW-V := Treaa—sensors—Ii.val (&)

where x are the variables in the left-hand side of the rule, which include the
variable V for the previously read sensor value. A sensor rule that does not
generate messages is transformed in a similar way by P.

Rules with Finitary Nondeterminism. P transforms a message-triggered rule [
with finitary nondeterminism in §3.2.3]into the probabilistic rewrite rule

[l : (to o from o’ : mp) < o : C | finState: S, atts >
=> l-act[S,S’,mp,atts] [if cond] with probability S’ := m . o(S)

and transforms the equations involving sending tasks into the equations
eq l-actlq,q ,atts] = <o:C | finState: ¢, atts-¢’ > msgDly:, ., (x, [msgs-q.q'1)

where x are the variables in the rule [ except for S, which are present in atts in
this equation. If the above equation does not have a sending task ([msgs-¢.q'1)
in its right-hand side, then the equation is not modified by P. The timed P
transformation is similar for timer-triggered rules with finitary nondeterminism.

4.3 The Initial State tnitg

The timed P transformation transforms an initial state init of the form
{objects [messageList]} into the initial state init 7, which is the term
{objects msgDly,,;.([messageList])}.



4.4 Assumptions on the Message Delay Distributions in IT

The message delay distributions m;(x;) are continuous distributions on the non-
negative reals R>g parametric on the left-hand side variables x; of rule /. Like-
wise, the distribution my;¢ is a continuous distribution on R>. These continuous
distributions model the network’s probabilistic behavior when sending the mes-
sages. The following assumptions from [I7] will be used:

1. For each message- and timer-triggered rule [ that generates messages and
each ground substitution § = {x; — a}, instantiating the parameters x; of
I’s left-hand side (resp. for [ = init) there is a piecewise continuous probability
density function fi(a) : R — [0,+00) (resp. finit) such that—since message
delays are always non-negative—for x < 0, fi(a)(z) = 0 (resp. finit(z) = 0).

2. Each such density function defines a probability distribution function m(a) :
R — [0,1] (resp. minit : R — [0,1]) as a continuous and almost everywhere
differentiable function of the form m;(a) = Az € R. [*_ fi(a)(t) dt (likewise
for m;pn;t). By the assumptions on f;(a) and fini, m(a)(z) = 0 and 7 (x) =
0, for x < 0. More generally, yet equivalently (J[I6], Theorem 1.88), fi(a)
defines a probability measure p;(a) : B(R) — [0,1] on the Borel o-algebra of
R, defined by w(a) = AB € B(R). [, 5 fi(a)(t) dt.

3. In what follows, X, (q), which we call the support of fi(a), will denote the
set Xpq) ={z € R| fi(a)(z) > 0}, and X f,(q) will denote its topological
closure, obtained by adding to Xy, (q) its limit points. The set yf,(a) provides
a useful “envelope” for the values obtained by sampling m;(a). Indeed, by
openness, for any x € R\Yﬁ(a) there is an open interval (a,b) C R \Yﬁ(a)
with = € (a,b), so that p(a)((a,b)) = m(a)(b) — m(a)(a) = 0. Therefore,
any real number r obtained by sampling the distribution m;(a) must be inside
the envelope X f(a)- Notice, furthermore, that the assumption on f;(a) and
[finit forces the inclusions X f,(q) C [0,+00) and X, , € [0, 400).

5 Correctness of the Timed P Transformation

The timed P transformation maps a real-time rewrite theory R meeting P’s
input requirements into the probabilistic rewrite theory Rj. The purpose of
Rir is to both quantify and perhaps restrict the nondeterministic behaviors of
R. But is P correct? Two key correctness requirements are that: (1) the behaviors
of R are always semantically related to those of R; this is proved in and
(2) Ry is a purely probabilistic system and can therefore be formally analyzed
by statistical model checking; this is proved in §5.2]

5.1 Faithful Behavioral Correspondence between R;7 and R

R is a non-executable mathematical model. To talk about its “behaviors” we
need to simulate Ry by sampling the probability distributions in its probabilis-
tic rewrite rules. But there is a simpler way of comparing R and R than via



sampling: we can use the so-called nondeterministic envelope NdEnv(Rp) of
R i1, a nondeterministic real-time rewrite theory that contains all the behaviors
that could be obtained by sampling Rj; without any need to bring sampling
techniques into the picture. Due to space limitations we sketch NdEnv(R)’s
construction and refer to [2I] for full details. The key idea is to replace each prob-
abilistic rule in Rj7 by a nondeterministic rule such that its choices of values are
those obtainable by sampling the probabilistic rule’s distribution. For example,
each rule of the form sendDelayed; is replaced by the nondeterministic rule:

[sendDelayed;] .
msgDly; (x, [M;ML]) => dly(M,T) msgDly;(x, [ML]) if T € Xy (x) [nonexec].

where, as explained in X, (a) is the envelope for the values obtained by
sampling the distribution ;(a) for each instantiation of & to ground values a.

We can relate the behaviors of NdEnv(Ry) and those of R by means of
a simulation map h : NdEnv(Rp) — R, which, by definition, is a function h
mapping states of NdEnv(Ryr) to states of R in such a way that, for any state
u of NdEnv(R ) that can perform a rewrite transition v — v’ in NdEnv(R ),
the state h(u) can perform a rewrite transition h(u) — h(u') in R. The fact that
qualitative properties of R and the quantitative properties of R 7 are properties
of the same system is ensured by the function h defined in [2I] that, by the
theorem below, is a simulation map as proved in [21].

Theorem 1. The function h defines a simulation map of rewrite theories h :
NdEnw(Rp) = R.

5.2 Absence of Nondeterminism (AND)

To analyze the quantitative properties of R by statistical model checking it is
highly desirable that the sampling-based simulation of Ry from an initial state
init 7 is a purely probabilistic system. This just means that for any state reachable
from init;; at most one rewrite transition (probabilistic or not) is possible, since
otherwise the system would exhibit a form of nondeterminism. In more detail,
this means that the following absence of nondeterminism (AND) property holds:

Definition 1. (AND) [I7]. With probability 1, for any state reachable from
init;y by a sequence of sampling-based rewrite steps (i.e., by a Monte Carlo
simulation of Ry ), there is at most one rewrite rule applicable, at a unique po-
sition and with a unique matching substitution @ for its left-hand side; i.e., two
different rules, or the same rule, can never be applied to a reachable state either
at different positions or with different matching substitutions.

The proof of the following theorem can be found in [21].

Theorem 2. If the real-time rewrite theory R and the initial state init satisfy
the input requirements of the timed P transformation, then R from initial state
it satisfies the AND property.



6 A Design and Analysis Methodology for Distributed
Real-Time Systems

As this work has shown, a distributed real-time system design expressed as
a real-time rewrite theory often includes nondeterministic rules that are non-
executable. This poses challenges for debugging such designs prior to analyzing
their quantitative properties, since the design may contain bugs and design flaws
that are hard to uncover without testing the system. Furthermore, verification
of qualitative properties, such as safety properties, may also be important. This
section outlines a design and analysis methodology addressing these challenges:

1. Design Capture of the intended system as a real-time rewrite theory R.

2. Execution and Testing of R following the methodology outlined in §2:2}
By choosing finite subsets of values for nondeterministic variables, all rules
can become executable by adding matching conditions to the rules to select
specific values in the domain. After testing and debugging R through execu-
tion, Maude’s search command can exhaustively explore all behaviors from
an initial state that satisfy the restrictions imposed by the choices of values.

3. Symbolic Execution and Reachability Analysis. The original specifica-
tion R, while non-executable, is symbolically executable by rewriting modulo
SMT [25]. The idea is that we can symbolically execute, not concrete states,
but symbolic ones of the form u(x) | ¢(x) where ¢(x) is a formula in a
decidable theory constraining the values of the variables x. For example,
some of those variables may range over the real numbers, and ¢(x) may
contain constraints over those variables in an SMT-decidable theory such as
linear arithmetic. Rewriting modulo SMT makes it possible to verify safety
properties by reachability analysis. For formal analyses of real-time systems
using rewriting modulo SMT, see [65UT].

4. Simulation of Sim(R 7). The Sim transformation [I7] makes the probabilis-
tic rewrite theory R executable by sampling the probability distribution
of each rule. This allows users to simulate the probabilistic behavior of R .

5. Statistical Model Checking of Sim(R). Thanks to Theorem [2] it is
possible to analyze the behaviors of Ry by statistical model checking. This
can be done using, e.g., the QMaude tool [26] for properties expressed in the
QuaTEx probabilistic temporal logic.

7 Related Work

The timed P transformation extends the P transformation in [I7], whose inputs
are untimed generalized actor rewrite theories. The (timed) input theories in
this paper support timers and message delays, which make no sense for untimed
models. The input theories in [I7] do not support nondeterminism in the rules
themselves, whereas we support nondeterministic sensor rules, rules with finitary
nondeterminism, and nondeterministic rule(s) for message loss/delivery. On the
other hand, the input theories in [I7] support support both message-triggered



rules (which we also do) and more general “object-triggered rules,” whereas in
this work we focus on timer-triggered rules, which are the kind of object-triggered
rules most typical in real-time systems.

Lingua Franca [I8] and Timed Rebeca [I] are two well-known timed actor lan-
guages. Lingua Franca also supports both message-triggered and timer-triggered
(re)actions. Lingua Franca provides “deterministic concurrency:” the only source
of nondeterminism are external “physical actions,” which can take place at “any”
time and have any value. In contrast to our input theories, the delay of all
messages between the same pair of ports is the same, timer periods do not
change, and there are no message losses. On the other hand, the time- and value-
nondeterministic physical actions in Lingua Franca are only indirectly supported
by our theories, in which such an action can be simulated by sending a message
with nondeterministic delay, setting a sensor timer to 0 when it arrives, which
triggers a read-sensor rule to obtain a value nondeterministically.

Timed Rebeca [I] extends the actor language Rebeca [28] to discrete real-
time systems. Timed Rebeca supports delay statements, messages with delay
intervals, and nondeterministic assignment of state variables to any value in a
finite set. Unlike in our input theories, the following are not supported: timers
(although periodic behavior can be simulated by an actor sending a message to
itself); “sensor rules” sampling infinite domains; message loss; and dense time.

The main contribution of our paper is to define a transformation that maps
a nondeterministic timed actor system into a purely probabilistic timed one, and
proving a semantic relationship between the two models.

Although probabilistic timed versions of Rebeca exist [I5T4], statistical model
checking is only supported to choosing the next state and assign variable values
from discrete distributions. Continuous distributions, important for performance
analysis, are not supported. The main contrast with our paper is that there is
no work mapping a Timed Rebeca model to a probabilistic timed model.

We are not aware of any probabilistic version of Lingua Franca, or of any
mapping from Lingua Franca programs to probabilistic ones.

Other pairs of related nondeterministic and probabilistic formalisms are dis-
cussed in [I7]; examples include timed [4] and probabilistic and stochastic timed
automata [12], and BIP [8] and SBIP [22]. However, we are unaware of any work
mapping qualitative timed distributed systems to quantitative ones.

Recent work [23] by Olarte et al. provides a “probabilistic” Maude semantics
to probabilistic Event-B to support statistical model checking of such Event-
B models using umaudemc. Like our finitary nondeterminism and sensor rules,
their model supports “external inputs [...| uniformly chosen from finite sets” and
“probabilistic assignments to variables [which] model uncertainty in ‘external’
data.” The differences between our finitary nondetermism and sensor rules are
that [23] only supports non-parametric uniform discrete distributions, and does
not support user-defined (discrete or continuous) distributions which, further-
more, in our case could be parametric on the current state. The main difference
between our work and the work in [23] is that the timed P transformation takes
as inputs and yields as outputs timed systems, whereas all models in [23] are un-



timed (and therefore do not involve timers and message delays). We prove that
our resulting models are fully probabilistic “by construction,” whereas Olarte et
al. obtain fully probabilistic models by adding (discrete) weights to the different
events, akin to how weights are added to rewrite rules (and substitutions and
contexts) in QMaude [26] and PSMaude [9] to obtain fully probabilistic models.

8 Concluding Remarks

This work is a further step in the effort initiated in [I7] to bridge the seman-
tic gap between the different models used to verify qualitative and quantitative
properties of distributed systems. In [I7] this was done for untimed systems. The
main contribution of this paper has been to extend the P transformation to a
general class of distributed real-time systems that extends timed actor systems.
The soundness of the quantitative analysis of distributed real-time systems sup-
ported by our timed P transformation crucially depends on its correctness. We
have proved two key correctness results. The first proves the semantic consistency
between the input real-time rewrite theory R and its P-transformed theory Ry,
thus ensuring that R and R are models of the same system at different levels
of abstraction. The second shows that R is a purely probabilistic model and
makes possible the automated quantitative analysis of Ry by statistical model
checking. We have also discussed in §6/how our timed P transformation supports
a formal design and verification methodology for distributed real-time systems.
Much work remains ahead to bring such a design and verification methodol-
ogy to fruition. First of all, the automation of the timed P transformation needs
to be implemented. Our goal is to make this transformation available for users of
the QMaude tool [26]. This will greatly facilitate the access to QMaude by real-
time distributed system designers. Second, this should be done in conjunction
with substantial experimentation, resulting in a suite of case studies demonstrat-
ing the usefulness of the timed P transformation and its supporting tools in the
design and both qualitative and quantitative verification of distributed systems.
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Abstract. Symbolic execution is a mainstream automated technique
for analyzing computer programs. However, most implementations are
developed for a specific programming language and without taking for-
mal semantics into account. This paper introduces a general framework
for specifying operational semantics in the Maude specification language,
based on rewriting logic, and analyzing their programs using symbolic
execution. User-defined semantics are translated to the appropriate set-
ting for concrete execution, symbolic execution, or combinations of them,
like concolic testing. Symbolic reasoning is mainly implemented through
SMT solvers, but the possibilities of narrowing are also explored.

1 Introduction

Symbolic execution [1] is a widely-used approach for semiautomated program
analysis, bug finding, test case generation, and sometimes functional verification.
Its basic non-trivial idea is to run a program with symbolic values instead of ac-
tual inputs to cover the whole or a wider range of executions. Several techniques
and tools have been developed to deal with specific programming languages, ap-
plications, and bug categories. Even the mainstream compilers for C and C++,
GCC and Clang, include built-in analyzers based on symbolic execution. How-
ever, most of these tools are ad-hoc implementations not built on top of a formal
definition of the language semantics, as already pointed out by the authors of
K [27], a general framework for specifying formal semantics that is able to run
symbolic executions for them. Some limitations of symbolic methods are the path
explosion problem and the complexity of dealing with loops, complex or custom
datatypes, memory, or the environment, which are not alien to other verification
approaches. Hybridization with concrete executions, like concolic testing, can
mitigate some of these problems.

Maude [9] is a high-level, high-performance specification and programming
language based on rewriting logic [21]. It has been extensively used as a logic
and semantic framework [20,31], where deduction and computation are naturally
expressed by means of rules on a custom signature of terms modulo equations and
structural axioms, like associativity and commutativity. Semantics for several
languages have been specified and exploited in Maude [14,17,33]. Indeed, the
already mentioned K framework was first developed using Maude. However, its
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support for symbolic computation has substantially improved since then [12,22],
with connections to SMT solvers [26] and symbolic reachability analysis via
narrowing [11]. Moreover, the MaudeSE tool [34] has extended the built-in SMT
support in Maude.

In this work, we develop a generic semantic infrastructure and some reflec-
tive transformations to run SMT-based symbolic executions on programs within
Maude. Given a user-defined executable semantics satisfying some constraints,
we derive a module where symbolic reachability problems can be solved by
rewriting modulo SMT with MaudeSE or the Maude search command. More-
over, an extension of this transformation can be used for concolic testing, which
involves simultaneous concrete and symbolic execution. Since concolic testing re-
quires obtaining models from SMT formulae, which is not supported by Maude,
we have developed an extension of the Maude SMT interface via the Maude
Python library [28] for this purpose. Finally, a third translation shows that the
framework can also be used for symbolic execution with narrowing. We illus-
trate the framework by detecting bugs and checking properties in some small
examples written in a simple imperative language.

The paper is organized as follows: after discussing related work in Section 2
and some preliminaries in Section 3, the generic semantic infrastructure and its
transformations are respectively presented in Section 4 and Section 5, and Sec-
tion 6 illustrates it with some examples. Source code, these and more examples
can be found in [23].

2 Related work

Some applications of symbolic execution are available in many end-user devel-
opment tools. For instance, the widespread GNU compiler has recently incorpo-
rated a built-in bug finder based on coverage-guided symbolic execution for C
programs; the Clang compiler already used it in its static analyzer for C, C++,
and Objective-C; and Microsoft’s Visual Studio is able to generate test cases
by symbolic methods.! Other well-known open-source and commercial tools are
KLEE [6], Facebook’s Infer [7], GNAT SAS for Ada, or SonarQube. Some ex-
amples in Section 6 portray some of the typical simple checks available in these
tools.

Symbolic execution tools are not usually based on a formal symbolic seman-
tics of the underlying programming language, or this semantics is developed
separately from its concrete counterpart. In [32], the authors propose a rule for-
mat to simultaneously specify both concrete and symbolic big-step operational
semantics, and illustrate it with the specification of the typical While language.
We use a similar While language in the examples of this paper, although with
a small-step semantics. Other works have formalized symbolic execution in the
context of denotational and operational semantics [18,5]. However, the closest
reference for program analysis based on a given formal semantics is the K Frame-
work [27], which actively maintains a symbolic execution engine implemented in

! See gcc.gnu.org, clang-analyzer.llvm.org, and visualstudio.microsoft.com.
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Haskell. The theoretical foundations for symbolic execution in K and a first pro-
totype in Java were developed by Lucanu, Rusu, and Arusoaie [19,3]. It relies
on syntactic unification and the Z3 SMT solver for applying the semantic rules
on program configurations with variables, and uses a program transformation to
integrate this symbolic search into K. This is similar to the approach we follow
in Section 4. That tool was used for Hoare and reachability logic verification,
and bounded LTL model checking with some examples, while concolic testing is
mentioned as future work. At that time, K used Maude as a rewriting engine,
so model checking was done by the Maude LTL model checker [13]. The support
for symbolic execution parameterized on the semantics in K is much more de-
veloped than the work we present in this paper, but we are doing it using the
general-purpose symbolic features of Maude and applying other methods like
concolic testing and equational narrowing.

As mentioned in the introduction, symbolic reasoning features in Maude
have experimented important advances in its latest versions [12,22], but they
were available since a long time. The most significant application of narrowing
is the Maude-NPA tool [16] for cryptographic protocol analysis, but we can
also mention a symbolic model checker for quantum circuits [10]. Regarding the
interaction with SMT solvers, networks of parameterized timed automata [2] and
parametric time Petri nets [1] have recently been analyzed using the external
extension MaudeSE [34]. However, we do not know about any attempt to apply
the narrowing features and connections with SMT solvers in Maude to analyze
programs parameterized on their language semantics.

3 Preliminaries

In this section, we recall some basic notions on rewriting logic and Maude [9],
rewriting modulo SMT [26], symbolic execution, and concolic testing [30]. We
assume the reader is familiar with order-sorted signatures X' over a poset of
sorts (5, <), the free algebra T (X) of terms over a signature X' with variables
X, substitutions o : X — Tx(X), and their homomorphic extension to terms
o : Tx(X) — Tx(X), which, abusing notation, we denote by the same symbol.

Symbolic execution. Symbolic execution generalizes standard execution by op-
erating on symbolic values representing arbitrary inputs rather than concrete
data. In this context, every program state maintains a path condition ¢, a first-
order logic formula that accumulates constraints over the symbolic inputs. Upon
encountering a conditional statement with guard 1, the execution bifurcates into
two paths, updating the respective path conditions with ¢ Ay and ¢ A = 1. An
execution state is deemed feasible if and only if its associated path condition is
satisfiable, a verification step typically performed by an SMT solver.

Concolic testing. Concolic testing is a hybrid technique designed to address the
limitations of pure symbolic execution, such as the path explosion problem and
the handling of external system calls, by running both concrete and symbolic



executions at the same time. The process operates on a dual state, maintaining
both concrete values and their symbolic counterparts. The execution begins with
a concrete input that drives the program along a specific path. Simultaneously,
the symbolic part collects the constraints satisfied by the concrete values to
build a path condition ¢. To systematically explore the program’s state space
and discover new paths, the algorithm selects a decision point along the current
trace, negates its constraint, and asks an SMT solver for a model. The solver then
generates a new concrete input that satisfies this modified condition, ensuring
that the next execution deviates into an unexplored branch, thus combining the
efficiency of concrete execution with the coverage of symbolic reasoning.

Rewriting logic and Maude. Maude [9] specifications correspond to rewrite the-
ories R = (X, EU A, R) in rewriting logic [21]. We assume some knowledge on
rewriting logic and Maude, but recall that terms are considered modulo some
equations F and structural axioms A, and non-deterministic transformations on
these terms are specified by rewrite rules R. Specifications are executable and
terms can be reduced to normal form with the reduce command, and rewritten
with rules with rewrite. In addition to matching and rewriting, Maude sup-
ports variant-based unification and narrowing modulo for terms with variables,
as a quite general form of symbolic computation. We explain other details when
they are required in the paper and refer to the Maude manual [9] for further
information.

Rewriting modulo SMT. Rewriting modulo SMT combines term rewriting with
SMT solving to allow symbolic reasoning on top of the first-order theories sup-
ported by SMT solvers, which usually include linear arithmetic on both integers
and rationals. Given a quantifier-free formula ¢ over a set of variables X in a
theory 7, we say ¢ is satisfiable if there is a model M within 7 (i.e., an assign-
ment of constants to the variables in X compatible with all the axioms of 7°) that
satisfies . For its integration into term rewriting, we distinguish a built-in subsig-
nature Xy C X in the order-sorted signature X, where T’y 4, (Xo) = Ty, (X0)
for every sort so € Xy and every set of built-in variables Xy. This means that
all subterms of any built-in term are built-in, so that they can be interpreted in
the associated theory T of the SMT solver. In this context, the system state is
represented by constrained terms of the form (¢, ¢), where ¢ is a term in T (X)
and ¢ is a Boolean formula over X representing constraints on the variables in
t. A rewrite rule I — r if ¢ in R can be applied to a constrained term (¢, ¢) if
there exists a substitution # such that ¢ matches (1) modulo A, and the accu-
mulated constraint ¢ A 6(¢)) is satisfiable in 7. The result of such a transition
is the new constrained term (0(r), ¢ A 6(¢))). Thus, execution paths correspond
to sequences of satisfiable constraints, enabling symbolic reachability analysis.
MaudeSE [34] supports rewriting modulo SMT with this kind of rules and keeps
the accumulated constraints in its internal states.
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4 Infrastructure for the specification of semantics

In this section, we describe a simple infrastructure to specify small-step opera-
tional semantics in Maude, so that programs can be executed both concretely
and symbolically as explained in Section 5. Figure 1 gives a general picture of
the framework, where Sem represents the user-defined syntactic and semantic
definition of the desired language. As usual [20], although on top of the provided
infrastructure, the user should specify the following elements of the language
semantics:

1. the syntax of the programming language as a protected extension of a prede-
fined signature £ of Boolean, integer, and rational expressions with constants,
variables, and the usual arithmetic operators. These expressions should be
interpreted as bare syntax that may be evaluated to different target types V
as required;

2. the execution states of the semantics using a predefined specification of vari-
able stores, i.e., mappings from variable names to values of the corresponding
target type in V;

3. and the semantic rules over these execution states, which may use the eval
function provided by the framework to evaluate expressions to the target
types. A typical rule has the form

crl S => S'[... eval(e', s) ...] if eval(e, s) = true

where eval may be used with a Boolean expression in the condition, or in
the right-hand side to set the values of the store. Unconditional rules and
rules with other shapes are allowed too.

The cornerstone of the framework is the abstraction of the semantic values V of
the basic expressions and their evaluation with eval. In the concrete execution
setting, Boolean, integer, and rational expressions are evaluated to the predefined
Bool, Int, and Rat sorts in Maude, so that programs can be executed as usual.
However, they can also be evaluated to the sorts Boolean, Integer, and Rat of
SMT formulae, as we do in Section 5.1; or to BoolFVP and IntFVP for narrowing
in Section 5.3; among others.

Since semantic rules will need to be transformed reflectively, instead of a
parameterized skeleton, the infrastructure is provided as a module CONCRETE-FW
gathering the specifications of £, V, and evaly, for concrete executions. The latter
two are reflectively transformed for the different symbolic execution settings.

The signature £ consists of three sorts BExp, IExp, and RExp for Boolean,
integer, and real-valued expressions, respectively. Literals and variables of each
type are wrapped with the val and xv constructors as



op val : Bool -> BExp [ctor] . op bv : Qid -> BExp [ctor]
op val : Int =-> IExp [ctor] . op iv : Qid -> IExp [ctor]
op val : Rat -> RExp [ctor] . op rv : Qid -> RExp [ctor]

using the predefined Maude sort for constants, and the sort Qid of quoted iden-
tifiers for variable names. The signature of each type of expression is extended
with the usual operators of the data type like conjunction, disjunction, order
relations, arithmetic operations, etc.

The predefined variable stores come in the same three flavors, BStore, IStore,
and RStore, and each is defined as a Map{Qid, s} from the variable names to the
corresponding target sort s. Then, we combine all three in a structure Stores:

op _l_I_ : IStore RStore BStore -> Stores [ctor]

Finally, an evaluation function is defined for each category of expressions,
which take the generic form of

op eval : XExp Store -> XVal

where XExp is one of the expression sorts, Store is the store needed for evalu-
ating XExp, and XVal is its target value. These functions receive the variable
stores, from which they obtain the value of the variables in the expression. In
the concrete setting, and therefore in the predefined module, they are defined as

op eval : BExp Stores -> Bool
op eval : IExp IStore -> Int
op eval : RExp RStore -> Rat

These functions are recursively defined on the syntax tree of the expressions. The
eval function for BExp receives the full set of type Stores as Boolean expressions
may contain integer or real-valued subexpressions. Those for IExp and RExp only
receive the store they need, since they do not contain nested subexpressions of
a different type. In Section 5, we show how eval functions are transformed to
operate with symbolic data.

In the concrete setting, the definition of eval is straightforward: it unwraps
the literals from the val constructor, obtain variable values from the store, and
translate operators to their identical counterparts in the target sort. Later, we
will discuss that, on the translations for symbolic and concolic execution, eval
functions translate literals from concrete values to their SMT representation.

4.1 A simple While language

Let us illustrate the framework with the While language, a simple imperative
programming language with assignments, conditionals, and loops. Its semantics
is given as a system module WHILE-MAUDE that follows the requirements men-
tioned in the previous section, and extends the module CONCRETE-FW with the
infrastructure of the concrete semantics. Instructions are terms of sort Inst rep-
resenting the basic statements of the language, and programs are sequences of
instructions of sort Prog. They are defined with the following operators:



mod WHILE-MAUDE is
protecting CONCRETE-FW
sorts Inst Prog
subsort Inst < Prog

op skip : -> Imnst [ctor]

op _;_ : Prog Prog -> Prog [ctor assoc id: skip]

op while_do{_} : BExp Prog -> Inst [ctor]

op if_then{_}else{_} : BExp Prog Prog -> Inst [ctor]
op if_then{_} : BExp Prog -> Inst

var P : Prog . var B : BExp
eq if B then {P} = if B then {P} else {skip}

In WHILE-MAUDE, we also define the constructor of an execution state as

op <_|_> : Prog Stores -> State [ctor]

and two additional functions, getStore and updateStore, to obtain and update
the store of a given state, that are needed for the concolic transformation in
Section 5.2.

op getStore : State -> Stores
op updateStore : State Stores -> State

Semantic rules are represented by unconditional and conditional rewrite rules
with conditions of the form ¢ = true, where ¢ is a Boolean term or the result
of some evaluation function. For instance, the rules for the Boolean assignment,
the conditional, and the while loop are the following:

vars P P1 P2 : Prog . var STR : Stores
var Q : Qid . var B : BExp
rl [assign-B] : < bv(Q) := B ; P | STR >
=> < P | insert(Q, eval(B, STR), STR) >

crl [if-then] : < if B then {P1} else {P2} ; P | STR >
=> < P1 ; P | STR > if eval(B, STR) = true

crl [if-else] : < if B then {P1} else {P2} ; P | STR >
=> < P2 ; P | STR >
if not eval(B, STR) = true

crl [while-loop] : < while B do { P1 } ; P | STR >
=> < P1 while B do { P1 } ; P | STR >
if eval(B, STR) = true

crl [while-exit] : < while B do { P1 } ; P | STR >
=> < P | STR >
if not eval(B, STR) = true

*xx [...]

endm



Conditional rules may also include sort-membership ¢ : s, matching t :=
t', or rewrite ¢ => t’ conditions, which are left unchanged by the translations.
Hence, the eval functions should not occur on them.

4.2 Concrete program execution

Semantics specified as explained in the previous sections are already in the con-
crete setting and can be directly executed with the rewrite command, traced
step by step with the search command, or even model checked with concrete
inputs. Of course, the specification should satisfy the usual admissibility require-
ments [9] like confluence and termination of equations, coherence of rules, etc.

For example, using the While language in Section 4.1, consider we want to
execute the following program P

if iv(’x) < val(0) then { iv(’y) := val(0); }
else { iv(’y) := val(2) * iv(’x); }

when x takes value 1. Using the state constructor, the initial state becomes
S=< P | ’x |->I 1 | empty | empty > and the final state of the program
can be computed with rewrite:

Maude> rewrite S
result State: < nil | ’x |->I 1, ’y |->I 2 | empty | empty >

More interesting execution examples are discussed in Section 6.

5 Translations for symbolic analysis

In order to make any semantics specified as explained in the previous section
amenable for symbolic execution, we need to transform them so that computa-
tion is applied on symbolic semantic values instead of concrete ones. Different
types of analyses and techniques require related but different transformations.
This section presents three transformations (1) for direct symbolic execution by
rewriting modulo SMT with the MaudeSE tool, (2) for concolic testing, and (3)
for direct symbolic execution using narrowing. All these program transforma-
tions, but the last one, are reflectively implemented in Maude.

5.1 Symbolic execution with SMT

In Section 4, we explained that our framework works on a user-defined semantics
Sem extending a signature £ of logical and numerical expressions, and using some
predefined variable stores. In the concrete execution setting, the semantic values
V (i.e., the result of the expression evaluation functions, and the values bound
to variables in the store) are the concrete predefined Maude types Bool, Int,
and Rat. In this section, we present the SMT-based symbolic setting, where the
semantic values are SMT formulae on the Maude SMT sorts Boolean, Integer,
and Real, defined in the smt.maude file of the official distribution. For executing



the programs, standard rewriting is replaced by rewriting modulo SMT [2(], as
implemented by MaudeSE [34]. Hence, the initial values of the program vari-
ables or arguments can be symbolic expressions with variables instead of simple
constants.

Once the variable stores keep symbolic values and the evaluation functions
yield them, symbolic semantic rules are obtained by an almost identical trans-
formation

crl S => S’ if ewval evalS(e, s) = Ltrue)-Beel (true).Boolean .

where eval is replaced by the symbolic evaluation function evalS, true is now
of Boolean type, and S’ may include evaluations of the evalS function to be
saved in the variable store. In general, these rules may include other condition
fragments, and eval may be nested inside expressions. These rules are ready for
rewriting modulo SMT, as explained in Section 3, with MaudeSE.

As explained in Section 4, the user-defined semantics is already in the con-
crete setting, and we translate it to a different setting using a reflective mod-
ule transformation. This transformation consists of (1) including the predefined
SMT modules and some useful extensions for converting the literals in the ex-
pressions to SMT constants, (2) replacing variable stores to concrete values with
variable stores to symbolic values, (3) adapting the signature of the eval func-
tions to yield SMT types instead of the standard ones, use symbolic stores, and
perform the conversion of literals. For convenience, we use different names for
sorts like BStoreS, IStoreS, and RStoreS, and evaluation functions, since sym-
bolic execution will have to coexist with concrete execution in Section 5.2. The
signature of the transformed evaluation functions is

op evalS : BExp Stores -> Boolean
op evalS : IExp IStoreS -> Integer
op evalS : RExp RStoreS -> Real

and variable stores are now Map{Qid,Boolean} instead of Map{Qid,Bool}, and
SO on.

We can run programs under the symbolic semantics using the metaSmtSearch
function from MaudeSE, which is the metalevel counterpart of its smt-search
command. It searches through all SMT-rewriting paths, like the search com-
mand does over the standard rewriting paths. While MaudeSE provides sig-
nificant advantages with respect to the built-in SMT support, like folding and
extensibility, we can alternatively implement rewriting modulo SMT in Maude
itself. This can be achieved by extending the state with an accumulated path
constraint

op _{_} : State Boolean -> SEState [ctor]

that is extended by the semantic rules as MaudeSE does under the hood:

crl S {C} => 8’ {C’}
if C’ := C and evalS(e, STR)
/\ metaCheck ([’REAL-INTEGER], upTerm(C’))



where metaCheck is used to check whether the constraints are satisfiable us-
ing the SMT solver on the real and integer arithmetic theory in the prede-
fined REAL-INTEGER module. Operator op [_] : Qid — Module generates a new
module that imports the target one efficiently. Moreover, metaCheck takes the
metarepresentation of the SMT formula representing the constraints, and we
use the upTerm meta-level function to obtain it from its object level term. As
an example, the rule that takes the positive branch of a conditional will extend
the constraint with the evaluation of its condition and will be applied only when
this extended constraint is satisfiable, i.e., when taking the positive branch is
possible. This explicit translation will be used for concolic testing in Section 5.2.

We can symbolically execute program P from Section 4.2 with a Maude
search over the transformed module. After one step, we have two states, one for
each branch of the conditional.

search < P | (’x |->Is x:Integer | empty | empty) > {truel
=>1 < P’:Program | STR:Stores > {CST:Boolean}

Solution 1 (state 1)

STR:Stores --> ’x |->Is x:Integer | empty | empty
CST:Boolean --> true and x:Integer < O

P’:Program --> iv(’y) := val(0) ;

Solution 2 (state 2)

STR:Stores --> ’x |->Is x:Integer | empty | empty
CST:Boolean --> true and not x:Integer < O
P’:Program --> iv(’y) := val(2) * iv(’x) ;

Once the transformed conditional rule is applied, each state has accumulated
the corresponding path constraint, as expected.

In order for symbolic execution to be useful, it must soundly and/or com-
pletely simulate concrete executions. Let Xy be the built-in subsignature of the
SMT theory of linear integer and real arithmetic in Maude; recall from Section 3
that Xy denotes the set of built-in variables; £ the subsignature of standard
Boolean, integer, and rational constants in Maude; Var(t) denote the set of vari-
ables in ¢; and U the symbolic transformation (overloaded for modules, terms,
rules, etc.). The implementation details on U can be found in the code repository.

Lemma 1. For any concrete store o. : V. — L, symbolic store o5 : V —
Tx,(Xo), and expression e € Tg(V), Var(evaly(e,05)) € U,y Var(os(x)) and
for every 0 : Xo — Tx,(0) such that U(o.(z)) =7 O(cs(x)) for all z € V,
U(evalc(e,0.)) =T evaly(e, 0y).

Definition 1. A concrete state ¢ and a symbolic state (s, @) are paired if ¢ and s
only differ in their stores, respectively, o. and o5, dom(o.) = dom(os), and there
is a substitution 0 : Xo — T, (0) such that T E 0(¢) and U(o.(x)) =1 0(os(x))
for all x € dom(o.).

Notice that (s, ) is satisfiable iff it is paired with some concrete state.



Proposition 1. 1. For any concrete states ¢ and ¢’ such that ¢ —g ¢, and any
symbolic state (s, $) paired with c, there is a symbolic state (s',¢") paired with
¢ such that (s, ¢) —ur) (s',¢').

2. For any symbolic states (s, ¢) and (s', ¢") such that (s,¢) —y(r) (s',¢'), and
any concrete state ¢ paired with (s',¢"), there is a concrete state ¢ paired
with (s, @) such that ¢ =g c.

Corollary 1. Symbolic execution on U(Sem) is sound and complete, i.e.,

— For any symbolic run (s1, 1) —u(r) - —u(r) (Sn, Pn) where ¢y, is satisfi-
able, there is a concrete run ¢ — -+ — ¢, where ¢y s paired with (sg, dr)
foralll <k <n.

— For any concrete run ¢y — -+ — ¢, there is a symbolic run (s1,$1) —u(r)
- =uU(R) (Sns Pn) where cy is paired with (s, ¢r) for all 1 <k < n.

5.2 Concolic testing

Symbolic execution suffers from the path explosion problem, especially when
loops or recursion are involved, and cannot be easily applied to complex pro-
grams. Concolic testing addresses this problem by combining repeated symbolic
and concrete executions, as explained in Section 3. Moreover, this procedure re-
quires a custom interaction with the SMT solver that cannot be achieved with
the smt-search command of MaudeSE. Hence, our implementation of concolic
testing deals with rewriting modulo SMT in Maude itself as explained at the
end of the previous section. Our execution states are now of the form

op [_J[_{_3}1[_1 : State State Boolean State
-> ConcolicState [ctor].

where State is the state sort defined in the semantics. The first and second
arguments are respectively a concrete and symbolic execution state with the
accumulated path constraints inside braces. These arguments will be paired (as
in Definition 1) during concolic executions. Finally, the fourth argument contains
a copy of the initial symbolic state to be used when the program is restarted.

Unconditional r1 S => S’ and conditional crl S => S’ if C rulesin the user
specification are translated to rules of the form

vars CST CST’ : Boolean . var SMSInit : State

rl [SI[U(S) {CST}]I[SMSInit] => [S'I[U(S’) {CST}]I[SMSInit]
crl [S1[U(S) {CST}]1[SMSInit] => [S'1[U(S’) {CST’}]1[SMSInit]
if C /\ CST’ := CST and U(C)

where conditional rules check the concrete condition C' and accumulate its sym-
bolic translation to the path constraint. Notice that we do not have to check the
satisfiability of CST’> because the symbolic state is paired with the concrete one.
For example, the rules for the Boolean assignment and the positive branch of
conditional of the While language become



rl [assign-B] : [< bv(Q) := B ; P | STR >]
[< bv(Q) := B ; P | STRS > {CST}][SMSInit]
=> [< P | insert(Q, eval(B, STR), STR) >]
[< P | insert(Q, evalS(B, STRS), STRS) {CST}][SMSInit]

crl [if-then] : [< if B then {P1} else {P2} ; P | STR >]

[< if B then {P1} else {P2} ; P | STRS > {CST}][SMSInit]
=> [< P1L P | STR >][< P1 P | STRS > {CST’}][SMSInit]
if eval(B, STR) = true /\ CST’ := CST and evalS(B, STRS)

where actions are independently replicated in both states.

While these new rules on the extended states allow running paired concrete
and symbolic executions, it remains to implement the control logic of the concolic
testing. Given an initial concrete state S, an initial symbolic store sy on the
inputs of the program, and an initial constraint ¢g, the variant of concolic testing
we consider proceeds as follows:

1. Generate concrete values for the inputs of the program using sy and ¢y,
and build an initial concrete variable store s with them. If the stores in S
already contain initial (concrete) assignments, they are kept, and the store
is completed with assignments satisfying ¢¢ for the remaining variables. The
SMT solver can be used to generate a model for ¢y as we will explain later
in this section.

2. Build an initial concolic state [S’]1 [O {¢p}]1 [O] where S’ = updateStore(
S, s) and O = updateStore(S, sp) using the user-defined updateStore
function.

3. Run the concolic state with the transformed rules until no more rewrites
are possible or a depth bound is reached. Moreover, when a conditional
semantic rule is encountered, if its concrete condition is not satisfied, check
whether the path constraint extended with the symbolic condition of the
rule is satisfied. If so, obtain a model for that constraint ¢, build an initial
concrete variable store for it as in (1) (with ¢ instead of ¢), and restart the
execution from the beginning. The initial symbolic state is recovered from
the last argument of the concolic state, and the corresponding concrete state
is generated from it.

Notice that the second part of the third step spawns a new execution path, but
the current execution can still continue with other semantic rules that succeed
in the concolic state. Since every feasible road is taken in every execution cross-
road, the concolic procedure is expected to test a wide and significant range of
behaviors. Then, properties can be checked on the execution paths or the visited
states.

The procedure above can be implemented as a standard Maude search on
the transformed module if we add some additional rules. For each conditional
semantic rule crl S => S’ if C, we generate a second transformed rewrite rule

crl [S1[U(S) {CST}]1[SMSInit]
=> [8’][SMSInit {CST’}][SMSInit]



if not C /\ CST’ := CST and not U(C)
/\ metaCheck ([’REAL-INTEGER], upTerm(CST’))
/\ S’ := updateStore(SMSInit,
initSTR(getStore (SMSInit), CST’))

where S’ is the new initial concrete state with the inputs obtained from the SMT
solver as a model of CST’. For example, in the positive conditional rule, if-then,
S would be < if B then {P1} else {P2} ; P | STR >, U(S) would be the
same but with STRS instead of STR, C' would be eval(B, STR), and U(C) would
be evalS(B, STRS). Observe that we are checking that CST’ is satisfiable with
the metaCheck metalevel function of the official distribution. Moreover, initSTR
needs to obtain a model for CST’ in order to initialize the concrete variables of
S’ but the Maude interface to the SMT solver only returns a Boolean answer.
We have solved this problem by implementing a custom hook that communicates
directly to the Z3 [24] SMT solver and returns a substitution:

op get-SMTassignment : Boolean -> AssignmentSMT
[special (id-hook SpecialHubSymbol)]

where AssignmentSMT is a comma-separated list of assignments _<--_ whose
arguments are either Boolean, Integer, or Real. This hook is implemented in
Python using the Maude Python library [28]. Notice that the path constraint
CST” is checked twice by an SMT in the transformed rule, first by the metaCheck
function and then by get-SMTassignment, if it is satisfiable. Even though the
invocation of metaCheck is redundant, it appears to reduce the execution time in
the examples in Section 6. This might be caused by the more direct and efficient
integration of metaCheck in Maude with respect to the Python-based hook, or
the additional cost of generating a model.

In summary, the user-defined semantics Sem are translated to a version
amenable for concolic testing Conc(Sem) by (1) including the infrastructure for
both concrete and symbolic execution of the previous translations, with bidirec-
tional conversions of constants between regular and SMT types, (2) duplicating
the eval functions and the variable stores, and transforming the definition of
symbolic copy as in Section 5.1, (3) defining a concolic state from the original
state definition, (4) translating the original rules to advance the concolic execu-
tion state, (5) adding alternative rules for restarting the execution with different
concrete inputs when a condition semantic rule cannot be applied, and (6) im-
plementing a hook and some auxiliary definitions (both in Maude and Python)
to obtain models from SMT formulae, as required by the method.

Since Conc(Sem) is produced at the metalevel, we are forced to interact with
it from the metalevel too. Moreover, since it uses a Python-implemented hook, it
needs to be run through the Maude Python library. In order to overcome these
problems, which may appear when using other reflective transformations, we
have developed maude-shell [29], a prototype of an extended Maude interpreter
inspired in Full Maude [8], but implemented in Python. This tool allows loading
Python hooks and selecting metamodules with the select command to execute
regular commands on them, although not all commands are currently supported.



For instance, to check whether a property P is satisfied by concolic testing, we
run

$ maude-shell maudeSMTHook.py \

while.maude semantics-analysis-tr.maude
Maude > select concTr (upModule (’WHILE-MAUDE, true), ’State)
Maude> search initial =>* CS s.t. not P

and check there are no solutions. As claimed before, we have reduced concolic
testing to a Maude search, where only the hook get-SMTassignment is imple-
mented outside Maude. This allows using all command and features of Maude
on the transformed model, like bounding the depth of the search, inspecting the
rewrite graph, etc.

5.3 Symbolic execution via narrowing

In addition to SMT, Maude supports symbolic computation through variant-
based equational unification and narrowing on user-defined theories satisfying
the finite variant property [11]. This class of theories is more general than the
repertory available in SMT solvers, although the general procedure would not
be as efficient as the specialized decision procedures of these tools. We show
here, as a proof of concept, how to adapt our framework for symbolic reasoning
with narrowing on specifications using as semantic values the sorts BoolFVP
of the Booleans and IntFVP of the Presburger integer arithmetic, which we
have taken or extended from [15]. Both satisfy the finite variant property. As in
previous transformations, we modify eval to produce terms in the BoolFVP and
IntFVP sorts, assuming that rationals and unsupported operators (like product)
are absent from the programs. However, since narrowing only works on top
and for unconditional rules in Maude, the translation of semantic rules is more
involved and produces for every conditional rule crl S => S’ if eval(e, STR)
= b two narrowing-enabled rules using a temporary extended state

rl S => < S | eval(e, STR) > [narrowing]
rl < S |V >=>8 [narrowing]

where ' is either tt or £f, the Boolean constants in BoolFVP, if b was respectively
true or false. This way, the Boolean formula that results from eval(e, STR)
is unified against tt or £f modulo the variant equations in the specification and
the state is narrowed accordingly. Then, one can symbolically execute programs
using narrowing with the vu-narrow command, as we show in Section 6.1.

6 Case studies

In this section, we illustrate the proposed transformation and its associated tech-
niques with some simplified examples. Although the examples here are defined
with the While language specified in Section 4.1, tests with a simple functional
recursive language can be found in the repository [23].
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Fig. 2. Graph of a symbolic execution of P;.

6.1 Checking functional properties
Consider a program P; in the While language of Section 4.1 that calculates the
absolute value of an input variable k as

if iv(’k) > val(0) then { iv(’res) := iv(’k); }
else { iv(’res) := - iv(’k); }

In the concrete setting, we can fix the initial value of k and execute the
program with the rewrite command or obtain an execution trace with search.
For instance, if k takes value 0, and assuming arbitrary real-valued and Boolean
stores RS and BS, the execution will follow this path

Maude> search < Pi | ’k |->I 0 | RS | BS > =>! S:State

Maude> show search graph

state 0, State: < P, | ’k |->I 0 | RS | BS >

arc 0 ===> state 1 crl ... [if-then]

state 1: < iv(’res) := iv(’k) ; | ’k |->I 0 | RS | BS >
arc 0 ===> state 2 rl ... [assign-I]

state 2: < nil | (’k |->I 0, ’res |->I 0) | RS | BS >

For this small example, its behavior can be easily characterized by the sym-
bolic execution graph in Figure 2, where the value of res can be either X or -
X at the end of the program, where X is the initial value of k. This is the SMT
search graph in the transformed module U(Sem) presented in Section 5.1. The
semantics-analysis-ext.py script available in the companion repository [23]
facilitates loading a given semantics, transforming it for the desired analysis,
and executing commands on it. For instance, we can check that res is always
positive at the end of P; with a command equivalent to

> smt-search < P, | ’k |->I X:Integer | RS | BS >
=>! < nil | ’res |->I Y:Integer, IS | RS | BS >
s.t. not (Y:Integer > 0)

that will have no solution, and it takes around 180ms.

Alternatively, we can check that the final value of res is always positive by
using narrowing with the procedure in Section 5.3. Unlike the other transforma-
tions, this is not implemented in Maude, so we have translated the module by
hand. Since the property holds, if we look for a final state where res is bound to
a negative value (represented by the pattern - Y:NzNatFVP) from an initial state
where k takes an arbitrary integer value X:IntFVP, we must find no solution.



Maude > vu-narrow {delay, filter} < P, | ’k |->I X:IntFVP >
=>* < skip | ’res |->I - Y:NzNatFVP, IS >

No solution.

rewrites: 147 in 3ms cpu (3ms real) (49000 rewrites/second)

Moreover, if we replace = Y:NzNatFVP with Y:NzNatFVP in the pattern, i.e., a
negative result with a positive one, the same query provides two solutions where
X respectively equals Y and - Y, as expected. In other words, we have calculated
the preimages of the absolute value under different constraints, and this can also
be applied to other functions.

6.2 Finding bugs by symbolic execution

We can use symbolic execution to find bugs or undesired situations in programs,
for example, a division by 0. Consider a program P, where the denominator of
a division may be 0 at some point in execution. P, is defined as

rv(’y) = val(20); rv(’i) := val(b);

while rv(’k) < rv(’y) do {
if rv(’k) > val(10) then { rv(’z) := rv(Q(’y) / rv(’i); }
rv(’k) := rv(’k) + val(l);
rv(’i) := rv(’i) - val(1l); }

where k is a symbolic rational variable. We can execute this program symbol-
ically and look for a state matching the pattern < RV:RVar := RE:RExp / rv(’i
); P:Prog | IS:IStoreS | RS:RStoreS, ’i |->Rs 0/1 | BS:BStoreS > where the
denominator variable is zero. The result of the SMT-search, which took around
twice the time as for P, indicates that the state number 25 matches the pattern,
and it is reachable when 10 < k < 20 after 5 iterations of the loop.

6.3 Finding bugs in more complex programs by concolic testing

As we have already mentioned, direct symbolic execution may become unfeasible
when the program becomes more complex due to path explosion. In a program
like the following

iv(’i) := val(5);
while iv(’k) < iv(’y) do {
if iv(’k) > val(10) then {

iv(’x) = iv(Ck) * iv(’y);
iv(la) := iv(’x) - iv(’i);
iv(’z) = iv(Qy) / iv(’a); }
iv(’k) := iv(Q(’k) + val(1l); iv(’i) := iv(i) * val(2); }

where k and y are symbolic variables, the conditional inside the loop forks the
path in each iteration, making the symbolic graph grow exponentially. With
concolic execution, we can mitigate this problem, as it executes the program
concretely several times. Similarly to the previous examples, using the trans-
formed module, we can search over the concolic state graph for a state where



we are dividing by some variable with value 0 at that execution point. This can
be done with the extended Maude interpreter presented in Section 5.2 and the
standard search command. Maude finds a solution at state 3147 after around
1.3 seconds. We can retrieve the sequence of rules applied with the show path
command, and check that the bug was reached after 7 iterations of the loop. The
resulting store shows that the counterexample corresponds to the assignment:
k— 9, y+— 20.

7 Conclusions

In this paper, we have presented a generic framework for symbolic and concolic
execution of programs parameterized on the semantics of the language in Maude.
This work is built on top of the existing support for symbolic computation in
Maude and MaudeSE, using mainly rewriting modulo SMT but also narrowing.
We have implemented metalevel translations from a user-defined semantics with
some restrictions to modules ready for symbolic and concolic execution. For the
latter, we have also implemented a concolic execution algorithm with the trans-
formed semantic rules, aided by a custom Maude hook in Python that generate
initial values for concrete execution of the algorithm via SMT. In addition, we
provide auxiliary Python scripts to simplify using the framework, and a general
prototype inspired in Full Maude to run object-level commands on metalevel
modules with potential Python hooks [29]. These translations are generic for
any semantic specification, and have been tested with a simple imperative lan-
guage and a functional recursive language. Examples of both can be found in the
code repository [23]. Finally, we run a small benchmark the different symbolic
execution approaches.

As future work, we consider incorporating narrowing and narrowing mod-
ulo SMT as a way of dealing with more complex data types and custom data
structures, as well as trying symbolic model checking to verify more complex
properties. We also want to apply the framework on semantics for more realistic
programming languages, like WebAssembly [25].

Acknowledgments. We would like to thank Narciso Marti-Oliet for his comments
on this manuscript. This work is partially supported by MCIU/AEI/10.13039/50110-
0011033/FEDER,UE through project ProCode 10 (PID2023-1499430B-100). Rubén
Rubio is partially supported by Comunidad de Madrid/UCM through project COMFIA
(PR17/24-31913).

Disclosure of Interests. The authors have no competing interests to declare that
are relevant to the contents of this article.

References

1. Arias, J., Bae, K., Olarte, C., Olveczky, P.C., Petrucci, L.: A rewriting-logic-with-
SMT-based formal analysis and parameter synthesis framework for parametric time
Petri nets. Fundam. Informaticae 192(3-4), 261-312 (2024). https://doi.org/10.
3233/FI-242195


https://doi.org/10.3233/FI-242195
https://doi.org/10.3233/FI-242195
https://doi.org/10.3233/FI-242195
https://doi.org/10.3233/FI-242195

10.

11.

12.

13.

14.

15.

16.

17.

. Arias, J., Bae, K., Olarte, C., Olveczky, P.C., Petrucci, L., Rgmming, F.: Sym-

bolic analysis and parameter synthesis for networks of parametric timed automata
with global variables using Maude and SMT solving. Sci. Comput. Program. 233,
103074 (2024). https://doi.org/10.1016/j.scico.2023.103074

Arusoaie, A.: A Generic Framework for Symbolic Execution: Theory and Ap-
plications. Ph.D. thesis, Alexandru Ioan Cuza University, Iasi, Romania (2014),
https://tel.archives-ouvertes.fr/tel-01094765

Baldoni, R., Coppa, E., D’Elia, D.C., Demetrescu, C., Finocchi, I.: A survey of
symbolic execution techniques. ACM Comput. Surv. 51(3), 50:1-50:39 (2018).
https://doi.org/10.1145/3182657

de Boer, F.S., Bonsangue, M.M.: Symbolic execution formally explained. Formal
Aspects Comput. 33(4-5), 617-636 (2021). https://doi.org/10.1007/S00165-
020-00527-Y, https://doi.org/10.1007/s00165-020-00527~-y

Cadar, C., Nowack, M.: KLEE symbolic execution engine in 2019. Int. J. Softw.
Tools Technol. Transf. 23(6), 867870 (2021). https://doi.org/10.1007/s10009-
020-00570-3

Calcagno, C., Distefano, D.: Infer: An automatic program verifier for memory
safety of C programs. In: NFM 2011. LNCS, vol. 6617, pp. 459—-465. Springer
(2011).https://doi.org/lo.1007/978—3—642—20398—5_33

Clavel, M., Durén, F., Eker, S., Lincoln, P., Marti-Oliet, N., Meseguer, J., Tal-
cott, C.L.: Full Maude: Extending Core Maude. In: All About Maude - A High-
Performance Logical Framework, How to Specify, Program and Verify Systems in
Rewriting Logic, LNCS, vol. 4350, pp. 559-597. Springer (2007). https://doi.
org/10.1007/978-3-540-71999-1_18

Clavel, M., Durén, F., Eker, S., Escobar, S., Lincoln, P., Marti-Oliet, N., Meseguer,
J., Rubio, R., Talcott, C.: Maude Manual (version 3.5.1) (2025), https://maude.
lcc.uma.es/maude-manual/

Do, C.M., Ogata, K.: Symbolic model checking quantum circuits in Maude. PeerJ
Comput. Sci. 10, €2098 (2024). https://doi.org/10.7717/peerj-cs.2098
Durén, F., Eker, S., Escobar, S., Marti-Oliet, N., Meseguer, J., Rubio, R., Talcott,
C.L.: Equational unification and matching, and symbolic reachability analysis in
Maude 3.2 (system description). In: IJCAR 2022. LNCS, vol. 13385, pp. 529-540.
Springer (2022). https://doi.org/10.1007/978-3-031-10769-6_31

Durén, F., Eker, S., Escobar, S., Marti-Oliet, N., Meseguer, J., Rubio, R., Tal-
cott, C.L.: Programming and symbolic computation in Maude. J. Log. Algebraic
Methods Program. 110 (2020). https://doi.org/10.1016/j.jlamp.2019.100497
Eker, S., Meseguer, J., Sridharanarayanan, A.: The Maude LTL model checker and
its implementation. In: SPIN 2003. LNCS, vol. 2648, pp. 230-234. Springer (2003).
https://doi.org/10.1007/3-540-44829-2_16

Ellison, C., Rosu, G.: An executable formal semantics of C with applications.
In: Field, J., Hicks, M. (eds.) POPL 2012. pp. 533-544. ACM (2012). https:
//doi.org/10.1145/2103656.2103719

Escobar, S.: Extensions of logic programming in Maude (2023), https:
//logicprogramming.org/2023/02/extensions-of-logic-programming-in-
maude/

Escobar, S., Meadows, C., Meseguer, J.: Maude-NPA: Cryptographic protocol anal-
ysis modulo equational properties. In: FOSAD 2007,/2008/2009. LNCS, vol. 5705,
pp. 1-50. Springer (2007). https://doi.org/10.1007/978-3-642-03829-7_1
Farzan, A., Chen, F., Meseguer, J., Rosu, G.: Formal analysis of Java programs in
JavaFAN. In: Alur, R., Peled, D.A. (eds.) CAV 2004. LNCS, vol. 3114, pp. 501-505.
Springer (2004). https://doi.org/10.1007/978-3-540-27813-9_46


https://doi.org/10.1016/j.scico.2023.103074
https://doi.org/10.1016/j.scico.2023.103074
https://tel.archives-ouvertes.fr/tel-01094765
https://doi.org/10.1145/3182657
https://doi.org/10.1145/3182657
https://doi.org/10.1007/S00165-020-00527-Y
https://doi.org/10.1007/S00165-020-00527-Y
https://doi.org/10.1007/S00165-020-00527-Y
https://doi.org/10.1007/S00165-020-00527-Y
https://doi.org/10.1007/s00165-020-00527-y
https://doi.org/10.1007/s10009-020-00570-3
https://doi.org/10.1007/s10009-020-00570-3
https://doi.org/10.1007/s10009-020-00570-3
https://doi.org/10.1007/s10009-020-00570-3
https://doi.org/10.1007/978-3-642-20398-5_33
https://doi.org/10.1007/978-3-642-20398-5_33
https://doi.org/10.1007/978-3-540-71999-1_18
https://doi.org/10.1007/978-3-540-71999-1_18
https://doi.org/10.1007/978-3-540-71999-1_18
https://doi.org/10.1007/978-3-540-71999-1_18
https://maude.lcc.uma.es/maude-manual/
https://maude.lcc.uma.es/maude-manual/
https://doi.org/10.7717/peerj-cs.2098
https://doi.org/10.7717/peerj-cs.2098
https://doi.org/10.1007/978-3-031-10769-6_31
https://doi.org/10.1007/978-3-031-10769-6_31
https://doi.org/10.1016/j.jlamp.2019.100497
https://doi.org/10.1016/j.jlamp.2019.100497
https://doi.org/10.1007/3-540-44829-2_16
https://doi.org/10.1007/3-540-44829-2_16
https://doi.org/10.1145/2103656.2103719
https://doi.org/10.1145/2103656.2103719
https://doi.org/10.1145/2103656.2103719
https://doi.org/10.1145/2103656.2103719
https://logicprogramming.org/2023/02/extensions-of-logic-programming-in-maude/
https://logicprogramming.org/2023/02/extensions-of-logic-programming-in-maude/
https://logicprogramming.org/2023/02/extensions-of-logic-programming-in-maude/
https://doi.org/10.1007/978-3-642-03829-7_1
https://doi.org/10.1007/978-3-642-03829-7_1
https://doi.org/10.1007/978-3-540-27813-9_46
https://doi.org/10.1007/978-3-540-27813-9_46

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

Kneuper, R.: Symbolic execution: A semantic approach. Sci. Comput. Program.
16(3), 207-249 (1991). https://doi.org/10.1016/0167-6423(91)90008-L
Lucanu, D., Rusu, V., Arusoaie, A.: A generic framework for symbolic execution: A
coinductive approach. J. Symb. Comput. 80, 125-163 (2017). https://doi.org/
10.1016/j.jsc.2016.07.012

Marti-Oliet, N., Meseguer, J.: Rewriting logic as a logical and semantic framework.
In: Meseguer, J. (ed.) RWLW 1996. ENTCS, vol. 4, pp. 190-225. Elsevier (1996).
https://doi.org/10.1016/51571-0661(04)00040-4

Meseguer, J.: Conditional rewriting logic as a unified model of concurrency. Theo-
retical Computer Science 96(1), 73-155 (1992). https://doi.org/10.1016/0304~
3975(92)90182-F

Meseguer, J.: Symbolic computation in Maude: Some tapas. In: Ferndndez, M.
(ed.) LOPSTR 2020. LNCS, vol. 12561, pp. 3-36. Springer (2020). https://doi.
org/10.1007/978-3-030-68446-4_1

Morales, R.: Symbolic execution in Maude (2026), https://github.com/rafamor-
exe/Symbolic_Execution_in_Maude

de Moura, L.M., Bjorner, N.S.: Z3: an efficient SMT solver. In: TACAS 2008.
LNCS, vol. 4963, pp. 337-340. Springer (2008). https://doi.org/10.1007/978-
3-540-78800-3_24

Palacios, R.M.: Semantics of WebAssembly in Maude. Master’s thesis, Facultad de
Informdtica. Universidad Complutense de Madrid (2025), https://hdl.handle.
net/20.500.14352/125016

Rocha, C., Meseguer, J., Munoz, C.A.: Rewriting modulo SMT and open system
analysis. J. Log. Algebraic Methods Program. 86(1), 269297 (2017). https://
doi.org/10.1016/j.jlamp.2016.10.001

Rosu, G., Serbanuta, T.: An overview of the K semantic framework. J. Log. Al-
gebraic Methods Program. 79(6), 397434 (2010). https://doi.org/10.1016/].
jlap.2010.03.012

Rubio, R.: Maude as a library: An efficient all-purpose programming interface. In:
WRLA 2022. LNCS, vol. 13252, pp. 274-294. Springer (2022). https://doi.org/
10.1007/978-3-031-12441-9_14

Rubio, R.: Maude Shell: a extended Maude interpreter prototype (2026), https:
//github.com/fadoss/maude-shell

Steinhofel, D.: Symbolic Execution: Foundations, Techniques, Applications,
and Future Perspectives, pp. 446-480. Springer (2022). https://doi.org/10.
1007/978-3-031-08166-8_22

Verdejo, A., Marti-Oliet, N.: Executable structural operational semantics in
Maude. J. Log. Algebraic Methods Program. 67(1-2), 226-293 (2006). https:
//doi .org/10.1016/j.jlap.2005.09.008

Voogd, E., Johnsen, E.B., Klgvstad, A.A.A., Rot, J., Silva, A.: Correct and com-
plete symbolic execution for free. In: IFM 2024. LNCS, vol. 15234, pp. 237-255.
Springer (2024). https://doi.org/10.1007/978-3-031-76554-4_13

Xiao, L., Zhu, H.: UTP semantics for the MCA ARMvS8 architecture. J. Syst.
Archit. 125, 102438 (2022). https://doi.org/10.1016/j.sysarc.2022.102438
Yu, G., Bae, K.: A flexible framework for integrating Maude and SMT solvers
using Python. In: WRLA 2024. LNCS, vol. 14953, pp. 179-192. Springer (2024).
https://doi.org/10.1007/978-3-031-65941-6_10


https://doi.org/10.1016/0167-6423(91)90008-L
https://doi.org/10.1016/0167-6423(91)90008-L
https://doi.org/10.1016/j.jsc.2016.07.012
https://doi.org/10.1016/j.jsc.2016.07.012
https://doi.org/10.1016/j.jsc.2016.07.012
https://doi.org/10.1016/j.jsc.2016.07.012
https://doi.org/10.1016/S1571-0661(04)00040-4
https://doi.org/10.1016/S1571-0661(04)00040-4
https://doi.org/10.1016/0304-3975(92)90182-F
https://doi.org/10.1016/0304-3975(92)90182-F
https://doi.org/10.1016/0304-3975(92)90182-F
https://doi.org/10.1016/0304-3975(92)90182-F
https://doi.org/10.1007/978-3-030-68446-4_1
https://doi.org/10.1007/978-3-030-68446-4_1
https://doi.org/10.1007/978-3-030-68446-4_1
https://doi.org/10.1007/978-3-030-68446-4_1
https://github.com/rafamor-exe/Symbolic_Execution_in_Maude
https://github.com/rafamor-exe/Symbolic_Execution_in_Maude
https://doi.org/10.1007/978-3-540-78800-3_24
https://doi.org/10.1007/978-3-540-78800-3_24
https://doi.org/10.1007/978-3-540-78800-3_24
https://doi.org/10.1007/978-3-540-78800-3_24
https://hdl.handle.net/20.500.14352/125016
https://hdl.handle.net/20.500.14352/125016
https://doi.org/10.1016/j.jlamp.2016.10.001
https://doi.org/10.1016/j.jlamp.2016.10.001
https://doi.org/10.1016/j.jlamp.2016.10.001
https://doi.org/10.1016/j.jlamp.2016.10.001
https://doi.org/10.1016/j.jlap.2010.03.012
https://doi.org/10.1016/j.jlap.2010.03.012
https://doi.org/10.1016/j.jlap.2010.03.012
https://doi.org/10.1016/j.jlap.2010.03.012
https://doi.org/10.1007/978-3-031-12441-9_14
https://doi.org/10.1007/978-3-031-12441-9_14
https://doi.org/10.1007/978-3-031-12441-9_14
https://doi.org/10.1007/978-3-031-12441-9_14
https://github.com/fadoss/maude-shell
https://github.com/fadoss/maude-shell
https://doi.org/10.1007/978-3-031-08166-8_22
https://doi.org/10.1007/978-3-031-08166-8_22
https://doi.org/10.1007/978-3-031-08166-8_22
https://doi.org/10.1007/978-3-031-08166-8_22
https://doi.org/10.1016/j.jlap.2005.09.008
https://doi.org/10.1016/j.jlap.2005.09.008
https://doi.org/10.1016/j.jlap.2005.09.008
https://doi.org/10.1016/j.jlap.2005.09.008
https://doi.org/10.1007/978-3-031-76554-4_13
https://doi.org/10.1007/978-3-031-76554-4_13
https://doi.org/10.1016/j.sysarc.2022.102438
https://doi.org/10.1016/j.sysarc.2022.102438
https://doi.org/10.1007/978-3-031-65941-6_10
https://doi.org/10.1007/978-3-031-65941-6_10

On the translation of Maude programs to
modern imperative languages

Rubén Rubio ®, Beatriz Alcaide Garcia, and Adridn Riesco

Facultad de Informética, Universidad Complutense de Madrid, Madrid, Spain
{rubenrub, balcaide, ariesco}@ucm.es

Abstract. Maude is a high-level specification and programming lan-
guage based on rewriting logic. Although expressiveness is its primary
design goal, Maude achieves a high level of performance. Nevertheless,
it is not intended to compete with lower-level imperative languages in
terms of raw performance. Moreover, such languages offer greater inter-
operability with existing software systems. For these reasons, it is worth
exploring the mapping of Maude specifications to other programming
languages. In this paper, we present a compiler from a subset of Maude
to Rust, C4++, Python, and Dafny, with particular emphasis on their
support for pattern matching and algebraic data types. We evaluate the
usefulness of the proposed approach through several simple yet illustra-
tive examples, and assess it by means of differential testing.

1 Introduction

Maude [5] is a high-level specification and programming language based on
rewriting logic [20]. Despite its expressivity, its interpreter is also a high-perfor-
mance rewriting engine. Indeed, in the latest Rewrite Engine Competition [9],
Maude comes second just between Haskell and the compiled version of OCaml.
In most verification and programming applications of Maude, Maude programs
are as efficient as the intended model can be or efficient enough for its purpose.

However, generating semantically-equivalent code in a more conventional pro-
gramming language may be worth in some situations. One of them is the integra-
tion of Maude-based components into other software systems. Maude’s built-in
support for external objects (sockets, processes, files, etc.) and its Python li-
brary [27] are very useful for this purpose, but still need a Maude interpreter
process behind the scenes. In embedded or low-resource systems, like robots [18],
generating a lightweight standalone program might be required. In this direc-
tion, an important reason for compilation is performance. However, compiling
even subsets of such a general language like Maude is notably hard and does
not guarantee a better performance [7,9]. Compilation has been widely stud-
ied and put in practice in the context of declarative programming languages,
where different analyses and optimization techniques have been studied. Some
intermediate languages, like Prolog’s Warren Abstract Machine, have been de-
veloped as a compilation target or as a step towards C or machine code. Other
rewriting-based languages include compilers like ASF+SDF [4] and ELAN [21].
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There have also been abandoned efforts to build a compiler for Maude itself,
which are still available in the Maude codebase.

In the verification field, a potentially interesting use case for compilation is
statistical model checking [1], where a model with random behavior is executed
many times to estimate quantitative values by the Monte Carlo method. In this
context, the absence of unquantified nondeterminism (required for the soundness
of the statistical analysis) simplifies compilation efforts, which are also rewarded
by reusing the same generated code in many executions. Moreover, simulations in
statistical model checking are easy to distribute and parallelize, and lightweight
specialized code may facilitate exploiting the resources of the host machines.

In this paper, we present an experimental compiler for a subset of Maude
specifications to some imperative programming languages, namely Rust, C++,
Python, and Dafny. All of these languages but C++ have some support for
algebraic datatypes and pattern matching we want to leverage on. While we
could have targeted a lower-level language, like LLVM, as compilation target,
we wanted to use as much high-level constructs and data structures as possi-
ble to simplify the translation and approach the generated code to the original
one. Our translation is implemented in two steps: first, an abstract syntax tree
for the Maude code is obtained as intermediate representation. Then the tree is
used to generate the imperative code. Even though the translation should pre-
serve the semantics by construction, we use differential testing [19] to assess the
equivalence of the generated code. For this purpose, we have updated the MUnit
framework [26] to work in Maude 3. Some performance evaluations have been
carried out with promising results.

The rest of the paper is organized as follows: Section 3 introduces some pre-
liminaries, Section 4 describes the translation from Maude programs to other
languages, and Section 5 discusses some case studies. Finally, Section 6 con-
cludes and outlines some lines of future work. The source code of the compiler,
examples, and tests are available at github.com/fadoss/maudec.

2 Related work

In the early years of rewriting logic, compilation of patterns and rewrite pro-
grams attracted much attention. Several abstract machines were proposed like
the Reduce ELAN Machine [21], the Rewrite Rule Machine [16], and CafeOBJ’s
Term Rewriting Abstract Machine [24]. The ELAN language [13] counted with
a compiler that produces C code and supports matching modulo theories like
AC, rule rewriting, and rewrite strategies. ASF+SDF [1] was also endowed with
a compiler. Compilation from a subset of Maude called Simple Maude to SIMD
or MIMD machines is discussed in [15]. Maude is an interpreted language, but
owes much of its performance to the careful semicompilation of its pattern match-
ing [8]. In this paper, we do not aim to translate Maude to an abstract machine or
to a low-level programming language, but to leverage on high-level programming
constructs of modern imperative languages.
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Soufflé [12] implements a transformation from Datalog [11], a logic program-
ming language used for program analysis in deductive databases, into C++4-. The
main motivation for their translation is improving the performance of the analy-
ses while preserving a declarative interface from the user’s perspective. This idea
is fully aligned with the approach presented in this paper, which seeks to sup-
port rapid system specification alongside efficient execution in widely adopted
programming languages.

Regarding the translation to Dafny, we have presented a translation of Maude
specifications into the theorem prover Lean [23] in [30]. Dafny and Lean occupy
complementary points in the verification space: Dafny emphasizes automation
and scalability, while Lean emphasizes expressiveness and proof control. By sup-
porting both, our approach allows users to balance verification effort and as-
surance, and to apply the most appropriate reasoning technique to each class of
properties. Actually, the Maude approach is also complementary to both of them,
supporting, for example, model checking and symbolic reachability analysis.

Finally, the Heterogeneous Tool Set (Hets) [22] proposes an approach based
on translations, but with a very different nature and purpose. Hets focuses
on translations between tools for formal analysis (including Maude), whereas
our methodology targets translations between verification-oriented and high-
performance languages. Moreover, since the logics supported by Hets are for-
malized as institutions, translations are formally defined as comorphisms. In
contrast, our translations are not formally defined and instead rely on opera-
tional techniques such as differential testing. This lack of formalization stems
from the nature of the target languages, which do not have a well-established
mathematical foundation.

3 Preliminaries

We present here the basic notions of the languages involved in the translation.

3.1 Maude

Maude [6] is a high-performance logical framework based on rewriting logic [20],
a logic of change where state transitions are modeled by means of rewrite rules.
Rewriting logic is parameterized by an equational logic; in the case of Maude,

this logic is membership equational logic [3] which, in addition to equations,
allows one to state membership axioms characterizing the elements of a sort.
Maude functional modules [6, Chap. 4], introduced with syntax fmod ...

endfm, are executable membership equational specifications that allow the def-
inition of sorts (by means of keyword sort(s)); subsort relations between sorts
(subsort); operators (op) for building values of these sorts, giving the sorts of
their arguments and result, and which may have attributes such as being asso-
ciative (assoc) or commutative (comm), for example; memberships (mb) asserting
that a term has a sort; and equations (eq) identifying terms. Both memberships
and equations can be conditional (cmb and ceq), where conditions have three



variants: (i) equational conditions (¢ = ¢’), (ii) membership conditions (¢ : s),
and (iii) matching conditions (¢ := t’). In matching conditions the term ¢ pos-
sibly includes new variables and holds if ¢, once reduced by means of equations,
matches t. Matching is performed modulo the equational axioms stated in opera-
tors, giving Maude specifications a high expressive power. It is worth mentioning
that each connected component of sorts by the subsort relation is called a kind.

3.2 Some imperative programming languages

C++. C++ [31] is a general-purpose, object-oriented programming language
built on top of its precursor C. C++ leverages existing C libraries while gaining
additional expressive power and flexibility by means of encapsulation, inheri-
tance, and polymorphism and keeping very good performance. For these reasons,
C++ is a widely used language for high-performance applications and large-scale
software development. There is no support for pattern matching in the language
(although its addition has been proposed), neither for algebraic datatypes, but
limited forms can be achieved using types as std::variant.

Python. Python [17] is also a general-purpose, object-oriented programming
language known for its readability and extensive ecosystem. In recent years, it
has gained popularity as the dominant language for artificial intelligence and
machine learning, due to its simplicity and the availability of powerful libraries
and frameworks. Pattern matching is, in this case, natively supported through
structural pattern matching (match/case).

Rust. Rust [2] is a systems programming language designed to provide memory
safety and concurrency without sacrificing performance. It has gained popularity
for building reliable and efficient software, particularly in contexts where safety
and low-level control are critical. In the case of Rust, pattern matching is a core
language feature, deeply integrated via match, if let, and while let.

Dafny. Dafny [25] is a verification-aware programming language with native
support for Hoare logic specifications and an SMT-based static program verifier.
Pattern matching is supported through match statements and expressions.

3.3 Pattern matching support in mainstream languages

Several modern general-purpose imperative programming languages support some
form of algebraic data types (ADTs) and pattern matching. Generalizing the tra-

ditional switch construct, for multiple case distinction in integer values, pattern

matching statements and expressions are available in languages like Python and

Java since 2021, C# since 2019, Scala, Rust, and Dafny, among others. How-

ever, their generality and features differ from one language to the other. Some

characteristics that will be relevant when translating Maude statements are:

1. Nesting of patterns is supported by all languages in the previous list.



2. Linearity proscribes multiple occurrences of the same variable in the pat-
tern. All programming languages mentioned above (and even functional lan-
guages like Haskell or OCaml) require their patterns to be linear. Otherwise,
the substructures matched by the multiple occurrences of the same variable
would need to be deeply checked for equality, which would imply a significant
and somehow hidden amount of work. However, a non-linear pattern can be
translated to a linear one and some equality checks.

3. Guards are conditions that can be attached to each branch of the matching
construct to be selected. They cannot be simply replaced by nested con-
ditional statements, because this would avoid the execution of alternative
branches of the matching construct. Guards are not supported by Dafny.

4. Bindings inside guards, i.e., the possibility of declaring variables in the
guards, is only supported by Python (and Maude). However, this only makes
a difference with languages like Rust or C++, where variable assignment
means potentially non-trivial copy or movement of values.

5. Disjunction of patterns allows assigning the same body to different patterns
with the same variables, usually with the syntax p; | --- | p,. However,
its semantics may differ between languages when combined with a guard.
In Rust, matching with the disjunctive pattern succeeds if there is a match-
ing subpattern that satisfies the condition, while in Python, this happens
only when the first matching subpattern satisfies the condition. In Dafny,
disjunctive patterns cannot bind variables.

6. Matching on predefined data structures, like tuples or lists, is supported with
limitations by most languages. For instance, Rust supports slice patterns
[p1, p2, r @ .., p3] with some element subpatterns and at most one slice
capture. This is similar to sequence patterns in Python py, p2, *r, ps,
where at most one starred element (representing a slice) is allowed. These
restrictions are reasonable, since having multiple slice components will imply
a search and increase the complexity of pattern matching. Dafny does not
support list patterns.

Pattern matching is usually applied on instances of algebraic datatypes. Out
of the languages mentioned before, only Scala, Rust, and Dafny support algebraic
datatypes, often called sum types or enumerations with fields. For example, in
Rust, a type that either holds a value of type T or nothing is declared as:

enum Option<T> { None, Some(T), }

In other languages, ADTs can be implemented as tagged unions using enumera-
tion constants, classes, records, or tuples. In C and C++, they are often imple-
mented with union and a tag of an enum type, but C++17 introduced them in
the standard library with std::variant. Another key difference between lan-
guages is whether the responsibility of memory management is on the user (i.e.,
garbage collection, explicit allocation and deallocation of resources, etc.). This
makes implementing recursive data structures easy in Python, Java, or Dafny,
but not in C++ or Rust. Indeed, Rust sum types cannot be recursive unless
explicit (smart) pointers are used.
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Fig.1. Architecture of the translation.

In the implemented tool [29], whose principles are described in Section 4,
Rust, Python, C++, and Dafny are supported as target languages. Moreover,
for simplicity, we will use Rust as the main language for the examples in this

paper.

3.4 Testing

We briefly describe the unit testing frameworks available for the languages
involved in the translation. MUnit [26] is a framework for Maude specifica-
tions that we have reimplemented to work in Maude 3.! Although it provides
assertions specific to Maude, here we are interested in assertTrue(t) (the
given term ¢ is reduced to true), assertFalse(t) (the term ¢ is reduced to
false), assertEquals(¢, ') (the normal forms of ¢ and ¢ are the same) and
assertLeqSort (¢, s) (the normal form of ¢ has sort s).

MUnit is inspired by Python’s unittest,? so they are very similar. It also
provides assertTrue, assertFalse, and assertEqual, with the expected mean-
ing. In turn, Rust’s unit test infrastructure [14, § 11] provides the assertions
assert!(t) and assert_eq! (¢, t'), along with syntax to define functions as tests.
Regarding Dafny, it also includes built-in support for writing test as functions
annotated with the :test attribute and also to generate them based on the
specification. Finally, for C++, we implement the tests ourselves.

4 Code generation from Maude programs

In this section, we explain the proposed code generation from a subset of Maude
programs, which goes through an intermediate internal representation. Only a
subset of Maude is implemented in the tool [28], so we will indicate what is sup-
ported and how the transformation can be extended beyond the implementation.
Given a Maude module, the translation consists of several steps, as illustrated
in Figure 1:

! The new version is available at https://github.com/ariesco/MUnit.
2 https://docs.python.org/es/3/1library/unittest.html
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1. The Maude module is analyzed to index module elements (kinds, sorts, op-
erators, etc.), identify constructors, locate built-in types, characterize sorts,
calculate the kind-containment relation, etc. This information is a valuable
base for the next steps.

2. An abstract syntax tree is built in an intermediate representation (explained
in Section 4.1) from the Maude module. This process is described in Sec-
tion 4.2.

3. Some transformations on the intermediate representation are applied to sim-
plify it or adapt it to the desired target language. For instance, match state-
ments can be removed for languages like C++. We explain it in Section 4.3.

4. Code in the final language is generated from the intermediate representation,
as explained in Section 4.4.

The module information is obtained through the Maude Python library [27] and
it is later processed in Python. One relevant relation that is calculated at this
stage is the mutual dependency or containment between kinds. A kind & directly
depends on another k£’ if there is an operator with range in k£ and a sort of kind
k' in its domain. The non-trivial strongly-connected components of this relation
are the sets of recursive or mutually-recursive kinds.

4.1 Intermediate representation

Using an intermediate representation is a common practice in compilers and
language processors, not only when multiple inputs or outputs are planned, but
also to apply transformations or optimizations in a more convenient setting.
Our intermediate representation is designed to take advantage of the support
for algebraic datatypes and pattern matching in the potential target languages,
while providing alternatives to circumvent the lack of pattern matching after an
internal transformation.

A program in this intermediate representation is a collection of sum type
declarations, function declarations, and their bodies, internally represented as
objects in some hierarchies Node of syntactic nodes, Pattern of patterns, and
AstType of types (see Figure 2). The definitions of these elements are the ex-
pected ones: function declarations are top-level nodes with a name, a sequence
of argument names and types, and a range type; expressions of type Expr are a
particular category of nodes that yield a value (and have a type) and comprises
constants, variables, function, operator, and datatype constructor calls, and con-
ditional expressions, among others. Other syntactic nodes that are not expres-
sions are variable declarations, conditional blocks, and return statements. Types
can be simple (NamedType) or compound (PointerType, SequenceType, etc.),
where named types of name bool, int, nat, float, and string are intended
to match the corresponding built-in types in Maude and the target language.
User-defined algebraic datatypes are also named types, but they are declared
in a SumTypeDecl with a name and sequence of Variants, which in turn are
given by a name and a sequence of argument types. For instance, an algebraic
datatype with two variants that contains either an integer or none is written as
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Fig. 2. Summary of the main elements of the intermediate language.

SumTypeDecl('IntOption', [Variant('None')],
Variant ('Some', [NamedType('int', builtin=True)])])

Sum types are destructured by pattern matching with the MatchExpr, i.e.,
a pattern-matching expression like those we have discussed in Section 3.3. It is
given by an input expression and a sequence of branches, where each branch con-
sists of a pattern of type Pattern and an optional Boolean guard of type Expr.
There are several subclasses of patterns: VariablePattern, ConstantPattern,
ConstructorPattern for patterns on algebraic datatypes, OrPattern for dis-
junctions of patterns, TuplePattern, and SequencePattern for patterns on lists.
Most of these patterns exist in the target languages, although with some limita-
tions, as pointed out in Section 3.3.

With these rudiments, we build the translations from Maude and to the
target languages as explained in the following sections.

4.2 From Maude to the intermediate representation

The translation from a Maude module to the intermediate representation and to
the target language aims to be as direct as possible, although this is limited by
the lower generality of this representation and the target languages. The unit of
translation is a flattened Maude module and the modular structure is not pre-
served. In summary, kinds are translated to types, constructor operators become
data constructors for those types, equationally-defined operators are translated
to functions whose body is a match expression, and terms are recursively trans-
lated to expressions on built-in constants, variables, operators, function, and
data constructors calls. Let us describe the details element by element.

For each kind k, we declare a sum type T'(k) = NamedType (k) with a vari-
ant of domain T%([s1])---T™*([sn]) for each constructor op f : s3 -+ s, —>
s [ctor] in the kind. We denote by [s] the kind of the sort s, and T*(k') =
PointerType(T'(k')) if k and k' are mutually-recursive kinds or T* (k') = T'(k')
otherwise. For example, the Maude code

op mt : -> Stack [ctor]
op push : Int Stack -> Stack [ctor]
op empty : Stack -> Bool



gives the following sum type

SumTypeDecl('Stack', [Variant('mt', [1),

Variant ('push', [NamedType('nat', builtin=True),
PointerType (NamedType ('Stack'))1)]1)

Built-in types and operators with structural axioms are handled differently:

The constructors of the built-in sorts Bool, Nat, Int, Float, and String are
recognized by their attributes (since names may have changed by a renaming)
to translate their instances to Boolean, integer, and string constants in the
intermediate representation. If the built-in type constructors are the only
one in their kinds, no sum type is defined and the type is used unwrapped.
Otherwise, the built-in type is one of the variants of the sum type.
Commutative constructors are represented as in the general case, but a func-
tion is defined to normalize them by sorting their arguments. When the op-
erator is applied on non-ground arguments, this function is called instead of
the sum type constructor.

Iterative symbols op f : s -> s [iter] are translated to a variant with
signature T*([s]) NamedType('nat', builtin=True), where the second argu-
ment is the exponent. A normalizing function is similarly defined.
Associative operators (with or without unity) are translated to sequences or
lists. When the identity element is a nullary constant (in Maude, identity
elements can be any term), it is identified with the empty sequence. If the
associative constructor cannot be nested in other constructors of the kind,
T(k) is defined without that constructor and SequenceType (T'(k)) is used in
place of sorts containing the operator. Otherwise, a variant of that sequence
type is added to the sum type. Associative operators are not fully supported
in the implementation, specially when matching with unsupported patterns
in the target languages.

Associative and commutative (AC) operators can be represented as multisets
in the same way associative operators are translated to sequences. However,
unlike for sequences, there is no support for matching inside multisets in
the considered imperative languages, so it must be implemented explicitly.
Notice that efficient matching modulo AC is complicated [13,8], but some
usual patterns can be more easily, yet not trivially, handled with a search.
Our implementation does not support these operators yet.

Examples with commutative and associative operators can be found in Section 5.

Even though data constructors are defined at the kind level, sorts need to be

taken into account for matching and sort-membership tests. Moreover, they are
useful for simplification of the generated code. Explicit ¢ :: s, t : s, and implicit
sort-membership tests are usually translated to calls to hasSort_s predicates.
These predicates are defined by a match expression with the constructor declara-
tions and membership axioms in the sort, and potentially using the predicates for
other sorts. For built-in types, specialized inline tests are generated, like x > 0

for

Nat (if not the only maximal sort) or z > 0 for NzNat. We do not attach



sort information to the objects, which will make sort testing more efficient, so
programs relying on complex sort calculations will not work efficiently.

Each operator with equations is translated to a function, whose domain and
result type are obtained by translating the corresponding Maude kinds. It is
defined by a single match expression on a tuple with the function arguments,
and with a case for each equation that has that symbol on the top of its left-
hand side. The case patterns are obtained by translating the left-hand side of
the equations, and the case body is the translation of the right-hand-side term.
Conditions (if any) are inserted into the case guard using the equality operator
of the datatype and the aforementioned sort-membership functions. Matching
conditions introduce variable declarations in the case body for the free variables
in their left-hand sides. For example, the empty function declared above can be
defined in Maude with

eq empty(mt) = true
eq empty(push(N:Int, S:Stack)) = false

This is translated to a function in the internal representation equivalent to the
more easily readable Rust code

fn empty(s: &Stack) -> bool {
match s { Stack::Mt => true,
Stack::Push(_, _) => false, }
}

In case a subterm occurs multiple times in an equation, we use an auxiliary
variable declaration to avoid recomputing the subterm multiple times (in place
of the hash consing of Maude). Built-in operators (called special in the Maude
terminology) are translated to calls that will be eventually translated to built-in
operators or library function calls in the target language. This includes Boolean
and arithmetic operators, trigonometric functions, etc. Structural axioms are
taken into account when constructing patterns. For example, the left-hand side
f(p1, p2) where f is a commutative operator is translated to the disjunctive
pattern (p1, p2) | (p2, p1).

Support for rules in the current version of the translation is limited to de-
terministic rewriting, although it can be extended to deal with nondeterminism.
We introduce a function for each kind that applies any possible rule on top of the
given term. The definition of this function is similar to those of equationally-
defined operators. For example, the following two rules describe the Collatz
sequence, whose termination is only a conjecture as of today.

crl N => N quo 2 if N rem 2
crl N =>3 N+ 1 if N rem 2 =1

They are translated to an intermediate representation that will generate the
following Rust code

fn rlapp_Nat(term: i32) -> Option<i32> {
match term {
n if n % 2 == 0 => Some(n / 2),



n if n % 2 == => Some(3 * n + 1),
_ => None,
}
}

Notice that it returns an Option<i32> instead of the raw value, so that we are able
to recognize when rules cannot be applied. Then, we also define some functions,
called arlapp_k, to rewrite the innermost leftmost regex within the given term.
They delegate on rlapp_k and other arlapp_k’ to rewrite on top and inside sub-
terms, respectively. Rewriting conditions ¢ => ¢’ are currently not supported,
but they can be implemented by a nested search. For introducing nondetermin-
ism, the rule-application functions can be defined as coroutines to incrementally
provide solutions. In that case, a single match expression would exclude rewrites,
since only the first matching case is activated, so patterns should be checked one
by one. Rewrite strategies can then be translated to functions that invoke these
rule functions.

4.3 Transformations within the intermediate representation

The intermediate representation generated from the Maude code can be further
processed, simplified, or optimized. For instance, match expressions on tuples
(which are used for the argument of a function) are simplified by removing
those variables in which there is no case distinction. In addition to the generic
transformations, the syntax tree may be also adapted to a particular target
language or family of them. Some of these transformations are:

— The dematch transformation completely removes the match expressions and
replaces them by equivalent code with conditionals that explictly checks in
which variant the object is and extracts the information from it, using the
VariantCheck and VariantAccess expressions of the intermediate language.
This is useful for C4++, where pattern matching is not available.

— Rust does not support patterns that traverse pointers (although there are
proposed features like box_patterns and defer_patterns in unstable Rust
to overcome this problem). Hence, we replace the pointer subpattern by a
variable and translate it as a condition appended to the guard and some
variable declarations.

— Since the semantics of pattern disjunction with guards in Python differ from
our intended meaning, a transformation for eliminating disjunctive patterns
is applied. It translates a guarded branch with a pattern disjunction into
several branches, after resolving all disjunctions that deeply appear in the
pattern. This implies copying the guard and body several times.

An example of the dematch transformation is shown in Section 5.

4.4 From the intermediate representation to the target languages

Once the intermediate representation is available and conveniently transformed,
code generation in the target language is almost straightforward. Some adapta-
tions are required for languages that do not support name overloading (Python



and Rust), in which the declaration order is relevant (C++, a topological order
of function dependencies is calculated), etc. However, the most critical concern
at this point is memory management, which is explicit in C+-+ and Rust. For
convenience, we take arguments by constant reference (in C++) or borrow them
(in Rust), always return copies of objects, and use smart pointers in recursive
data types. When reducing with equations or rewriting with rules, modifying the
term in place would be more efficient and should be considered as future work.
The general principle of the translation is to generate code as conventional as
possible in the target language, so implementing a significant runtime for term
manipulation or hash consing [10] is a non-goal.

4.5 Testing the translation

Differential testing [19] is a testing technique in which the same input is exe-
cuted on multiple independent implementations of a system, and their outputs
are compared to detect inconsistencies. We have written several Maude specifica-
tions along with some MUnit tests. On the one hand, these tests are executed by
the MUnit tool on the Maude specification. On the other hand, our code gener-
ator takes them as input, recognizes assertTrue, -False, -Equal, and -LeqSort
tests, and generates tests in the target language using the frameworks mentioned
in Section 3.4. A simple script tester.py is provided to generate the code from
the Maude specification, build it, and run the tests in the target languages.

5 Examples

This section illustrates the translation of Section 4 with several examples. We
have run small experiments for some of them to compare the performance be-
tween the different target languages and Maude. The experiments ran under
Linux in an Intel Xeon machine, with the official build of Maude 3.5.1, Rust
1.92.0 (without or with the -0 optimization flag), GCC 13.3.0 as the C++ com-
piler (without or with the -03 flag), CPython 3.12.3, and PyPy 7.3.20.

5.1 Numeric functions

The Bool, Nat, Int, and Float types in Maude are translated to the correspond-
ing native types of the target language. This can be observed with the following
Fibonacci function:

op fib : Nat -> Nat

eq fib(0) = 0 . eq fib(1) =1

eq fib(s s N) = fib(s N) + £fib(N) . var N : Nat
Then, the code generator can be run with the following command

$ maudec tests/nat-funs.maude --target rust

to produce the following Rust code



Maude Rust -0 C++ -03| CPython PyPy
fib 3 min 57 s 3.4 5| 893 ms 2.65s| 560 ms |1 min 9.9s| 10.85s
eeuclid 9.58 s|121.6 ms | 60.4 ms | 269.5 ms | 57.9 ms 1.22 s| 247 ms
minimum 26.68 s 226.4 ms| 2.1 ms| 86.3 ms| 1.4 ms 108.8 ms | 107.1 ms
palindr 50 ms| 14.2 ms 3ms| 30.2ms| 7.5 ms 52.34s| 61.16 s

Table 1. Performance comparison of various examples in the different languages.

fn fib(al: i32) -> i32 {
match al {
0=>0,1-=>1,
n if n >= 2 => fib((n - 2) + 1) + fib(n - 2),
=> panic! ("case not covered"),

Observe that the guard n >= 2 and the fallback case could be removed if we
found out that they are redundant (i.e., the equations are complete). However,
we cannot drop the fallback case without removing the guard, because the Rust
compiler will complain that the cases are not exhaustive. Moreover, the guard
is the result of translating the pattern s s N of the third equation, while the
occurrences of N in the right-hand side have been translated ton - 2.

We have measured the time for computing all Fibonacci numbers from 1 to 40.
Table 1 shows that this takes almost 4 minutes in Maude, 839 ms in an optimized
build of the generated Rust code, 560 ms with an optimized C++ build, and
almost 11 seconds for the Python program run with PyPy. We should take into
account that the C++ and Rust translation uses machine integers, while Maude
and Python use big integers, which are slower. This example is artificial, since
memoization can drastically reduce the computation effort. In effect, with the
memo flag in the £ib operator [5, §3.4.8], Maude runs the experiment in 1 ms.

A more interesting and complex example is the following specification of the
extended Euclidean algorithm.

sort EuclidResult
op euc : Int Int Int -> EuclidResult [ctor] . **x result
op eeuclid : Int Int -> EuclidResult
op eeuclid : Int Int Int Int Int Int -> EuclidResult
vars N M U1 V1 U2 V2 : Int .
eq eeuclid(M, N) = eeuclid(M, 1, 0, N, 0, 1)
eq eeuclid(M, U1, Vi, 0, U2, V2) = euc(M, U1, V1)
eq eeuclid(M, U1, Vi, N, U2, V2)
eeuclid(N, U2, V2, M - (M quo N) * N,
Ul - (M quo N) * U2, V1 - (M quo N) * V2)

The result of eeuclid(m, n) isaterm euc(d, x, y) with the greatest common
divisor d of m and n, and the Bézout coefficients  and y. The tool yields the
following Rust code:



#[derive(Clone, PartialEq, PartialOrd)]
enum EuclidResult { Euc(i32, i32, i32), Err, }

fn eeuclid(m: i32, ul: i32, vi: i32,
n: i32, u2: i32, v2: i32) -> EuclidResult {
match n {
0 => EuclidResult::Euc(m, ul, vi1),
n => { let auxl : i32 = m / n; // repeated subterm
eeuclid(n, u2, v2, m - n * auxl,
ul - u2 * auxl, vl - v2 * auxl)
},
}r
fn eeuclid_1(m: i32, n: i32) -> EuclidResult {
eeuclid(m, 1, 0, n, 0, 1)
}

where eeuclid_1 and eeuclid are the two overloads of eeuclid in the Maude
program, and the euc constructor is now the Euc variant of the sum type.
EuclidResult also contains an error term Err for partial functions. Inserting
this is avoided for kinds that are considered error-free by Maude.

In this case, we have measured the time to compute euclid on every input
in {1,...,1000}2, and the results appear in the second row of Table 1. Maude
takes around 9.5 seconds, while the optimized Rust and C++ builds take approx-
imately 60 ms. It seems that numerical functions can be significantly accelerated
with the translation.

5.2 Commutative operator

The minimum of two numbers can be defined in Maude with this simple condi-
tional equation on a commutative operator:

op minimum : Nat Nat -> Nat [comm]
ceq minimum(M, N) = M if M <= N . vars M N : Nat

This is translated to the following Rust code

fn minimum(n: i32, m: i32) -> i32 {
match (n, m) { (n, m) | (m, n) if m <= n =>m, }

}

where commutativity is handled by the disjunction of patterns, so that the two
possible orderings of the arguments are tried. We can also produce C++ code:

int minimum(int N, int M) {
if (M <= N) { return M; } if (N <= M) { returm N; }
}

The body of the function has been dematched in the internal representation to
the two conditional statements. Both translations are artificial, but correct and
relatively efficient, as shown in the third row of Table 1 for its evaluation on
{1,...,5000}2. Given the high number of inputs, the measurement for Maude



may be affected by the recursive function that iterates over them to call the
minimum, which is implemented by two loops in the other languages.

Since this operator is not a constructor, we do not generate both a variant
constructor and a normalization function, but only the function itself. See the
unordered-pair test in [29] for an example of a commutative constructor.

5.3 Stacks

In Section 4.2, we introduced stacks of integer values and defined an empty
predicate on them. Such data structures are usually specified as parameterized
modules, like fmod STACK{X :: TRIV}. However, we have not considered translat-
ing parameterized types to generic types in the target language, so we only work
with instances of these types. The definition of the datatype will be

#[derive(Clone, PartialEq, PartialOrd)]
enum Stack { Mt, Push(i32, Box<Stack>), Err, }

where Mt represents the empty list, Push appends an element to the stack, and
Err is the error term. Observe that the recursive argument of Push is wrapped
into a Box, which is a unique pointer to a heap allocated object. Hence, the
implementation has to deal with this pointer explicitly.

In addition to the empty predicate defined in Section 4.2, we can define a
partial function pop to remove the top element of the stack.

op pop : Stack ~> Stack
eq pop(push(N, S)) =S . var N : Int . var S : Stack

This is translated to the Rust code

fn pop(al: &Stack) -> Stack {
match al {
NatStack::Push(_, paux) => (**paux).clone(),
_ => Err,
}
}

where a copy of the nested stack is returned (the copy can be avoided with
a more sophisticated memory management). Moreover, there is a fallback case
that returns the term Err when the partial function is invoked out of its domain.

5.4 Palindromes

Consider the following module with a function that checks whether a word on
some vowel symbols is a palindrome:

fmod PALINDROME is
sorts Symbol List . subsort Symbol < List
ops a e i o u : -> Symbol [ctor]
op nil : -> List [ctor]
op __ : List List -> List [ctor assoc id: nil]



Maude Rust -0 CH++ -03 | CPython PyPy
fib 7.63 Mb|1.74 Kb |1.74 Kb | 73.73 Kb | 73.73 Kb | 1.23 Mb | 107.73 Mb
eeuclid|7.65 Mb|1.74 Kb|1.74 Kb | 73.73 Kb | 73.73 Kb | 1.35 Mb| 16.57 Mb
minimum | 7.05 Mb |1.74 Kb |1.74 Kb | 73.73 Kb | 73.73 Kb | 1.23 Mb | 13.92 Mb
palindr| 23 Mb|66.1 Kb|66.1 Kb| 198 Kb| 198 Kb| 7.69 Gb 9.12 Gb

Table 2. Peak memory usage of the same examples and languages in Table 1.

op palindrome : List -> Bool
vars S 81 S2 : Symbol . var L : List
eq palindrome(nil) = true . eq palindrome(S) = true
eq palindrome(S L S) = palindrome (L)
eq palindrome(S1 L 82) = false [owise]
endfm

Our tool translates it to the following type declaration and function using the
slice patterns of Rust (which are similar to Python’s).

#[dertive(Clone, PartialEq, PartialOrd)]
enum Symbol { A, E, I, 0, U, }

fn palindrome(s: &[Symbol]) -> bool {
match s { [] => true, [_] => true,
[st, 1 @ .., s2] if sl == s2 => palindrome(l),
[, .., _]1 => false,
}
}

Because the list constructor cannot appear in other constructors of the kind,
it has been excluded from the datatype definition and a sequence type in Rust
(& [Symboll) is used, as explained in Section 4.2.

In Table 2, we can observe a significant reduction in memory usage when
translating to Rust and C++, but a huge rise when translating to Python.
Slices in Rust and C++ are views over a memory segment of the original list
(essentially a pointer and a length), while they are full copies in Python. Table 1
also shows a much greater execution time for Python.

5.5 Rule application

As explained in Section 4, the translation defines some functions to execute
single-step rewrites within the given term for those kinds where a rewrite is
possible. Here we illustrate them with a small example, whose original Maude
code is the following:

mod NESTED-REWRITE is
sorts Foo Bar



op f : Bar Foo -> Foo [ctor]

ops a b ¢ : -> Bar [ctor]
rl [abl] a =>
rl [bcl b => ¢

endm

In Rust, the compiler generates the following data definitions:

#[derive (Clone, PartialEq, PartialOrd, Debug)]
enum Bar { A, B, C, }

#[derive(Clone, PartialEq, PartialOrd, Debug)]
enum Foo { F(Bar, Box<Foo>), }

and a function rlapp_Bar that applies either ab or bc (i.e., all rules defined on
the kind Bar) on top of the given term:

fn rlapp_Bar(term: &Bar) -> Option<Bar> { // on top
match term {
Bar::A => Some(Bar::B),
Bar::B => Some(Bar::C),
_ => None,

}

The return value can be either Some (') for a rewritten term ¢, or None if no
rewrite is possible. For rewriting anywhere within a term, two more functions
are provided, arlapp_Bar and arlapp_Foo, one for each kind.

fn arlapp_Bar(term: &Bar) -> Option<Bar> {
rlapp_Bar(term) // only possible on top
}

fn arlapp_Foo(term: &Foo) -> Option<Foo> {
match term {
Foo::F(t0, t1) => {
if let Some(subt) = arlapp_Bar(t0) {
return Some (Foo::F(subt, (*t1).clone()));
}
if let Some(subt) = arlapp_Foo (&**xt1l) {
return Some (Foo::F((*t0).clone(), subt.into()));
}
},
}
None // mo rewrite possible on top

}

The arlapp_Foo function decomposes the terms of kind Foo, tries to apply the
arlapp functions recursively on the arguments, and finally returns the recom-
posed rewritten term if the nested rewrite succeeded. The case of the second
argument is more involved, since this argument is recursive and mediated by a
pointer (Box<Foo>).



6 Conclusions and ongoing work

In this paper we have described a translation from Maude functional modules
to different modern imperative languages. The translation starts from a Maude
specification and builds an abstract syntax tree, which is used as intermediate
language. This tree is later used for generating code in C++4, Rust, Python,
and Dafny, which provide features that facilitate a natural translation, despite
the significantly higher expressiveness of Maude specifications. We have also im-
plemented a translation for test cases, hence supporting differential testing and
providing a higher level of confidence. Our experiments with simple examples
show that the obtained implementations are significantly faster than the orig-
inal Maude code. Moreover, the translation to Dafny expands the spectrum of
verification techniques.

The current implementation establishes a solid foundation for extensions.
We are currently extending the subset of Maude specifications supported by the
translation. It is especially interesting to analyze how to integrate ACU operators
and rewrite rules. Finally, we aim to assess our approach using a larger set of
benchmarks. These benchmarks should include a wide range of applications,
including larger specifications than the ones shown in this paper, the new features
under development, and also specifications that require proving properties with
Dafny, illustrating how Maude verification techniques are complemented.

We also consider studying the usage of artificial intelligence (AI) tools in dif-
ferent directions. A promising application of AT lies in the automated generation
of test cases, where it can efficiently explore a wide range of input scenarios.
We will take advantage of this fact for obtaining larger test suites. Moreover, Al
can be asked to improve the efficiency of the generated code, as it works better
with mainstream programming languages. In this case, we would analyze how
the code evolves and take advantage of tests for assessing equivalence.
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Abstract. We present several significant new advances on the deductive
model checking verification methodology for infinite-state systems sup-
ported by the DM-Check tool, which can prove a conjectured inductive
invariant represented as a disjunction of constrained patterns by showing
that the conjectured set is transition-closed. The new advances include:
(i) several new inference rules to reason about semantic equivalence and
generalization between constrained patterns; (ii) an invariant generation
algorithm and methodology to compute the set of all reachable states
from a disjunction of constrained patterns as a fizpoint representable as
another disjunction of constrained patterns; (iii) a new version of the
DM-Check tool supporting these new advances; and (iv) two case studies
illustrating the practical usefulness of these advances.

1 Introduction

We present several significant advances in the deductive model checking (in the
sense of [I2]) of infinite-state concurrent systems specified as rewrite theories
R = (¥,E u B,R) [16]. The states of R are elements of the initial algebra
Ts/puB, and its transitions are specified by the rewrite rules R. Infinite sets of
states in R are represented as disjunctions of constrained patterns of the form:
up | ©1 v ... v u, | ¢, where each u; | ; consists of a constructor term wu;
denoting the (usually infinite) set of system states that are (ground) substitution
instances of u;, and a conjunction ; of X-equations that comnstrain the allowed
ground substitutions p. That is, we only allow those p such that yp is inductively
valid in Ty, g, . Such constraints (and therefore the sets of states they define)
are very expressive, since the equational theory (X, F'u B) may contain arbitrarily
complex recursive function definitions, which can be extended with other auziliary
function definitions added just to make constrained patterns even more expressive
(see examples in Sections and . This expressive power is really needed to
specify important system properties such as invariants, but it comes at a cost.
For example, the simple question of whether a constrained pattern u | ¢ is more
general (contains more states) than another one v | 1) may require inductive
theorem proving to be answered: we need to (i) find a B-matching substitution
a such that v =g (u«) (using a B-matching algorithm for axioms B such as
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associativity and/or commutativity and/or unit element axioms); and then (ii)

prove that ¢ = (¢a) is valid in Ty g p using an inductive theorem prover.
The key idea is to compute the set of states reachable in one step by transitions

in R from the set of states denoted by u1 | ¢1 v ... Vv u, | ¢, by performing
constrained narrowing [I4], which provides a finite representation of that set of

states reachable in one step as another pattern disjunction vy | 1 v ...V Uy | Y.

This provides a method to prove inductive invariants of R, that is, sets of states

that are transition closed. Indeed, uy | ¢1 v ... v uy | ¢, will be an inductive

invariant iff the one-transition-step states denoted by vy | 1 v ...V Uy, | ¥y, are a

subset of the set of states denoted by uy | 1 v ...V uy | @,. The problem is that,

although the “model checking” reachability part is automatic by constrained
narrowing, as we have already seen, just for two constrained patterns proving
containment is nontrivial, since it requires inductive theorem proving. Proving
containment between disjunctions of such patterns is even harder and requires
further deductive reasoning, thus the “deductive” in “deductive model checking”.

In [1J2] we presented a methodology for proving inductive invariants by
deductive model checking using the DM-Check tool, which itself uses Maude’s

NulTP inductive theorem prover [§] as a backend. In this paper we report on

the following significant new advances after [TJ2]:

1. Four new inference rules that support deductive reasoning about the semantic
equivalence between disjunctions of patterns. They complement other inference
rules in [IJ2] and are useful for proving containment between sets of states.

2. A fifth new rule to over-approximate disjunctions of constrained patterns by
generalization (the inverse of containment).

3. A substantial extension of our deductive model checking methodology from
the prior case of proving inductive invariants (which only requires a single step
of constrained narrowing), to the more general case of generating inductive
invariants by several steps of constrained narrowing. That is, we begin with
a pattern disjunction u; | ¢1 v ... v u, | ¢, and try to obtain a finite
representation of all states reachable from uy | @1 v...vu, | ¢n (ie., a fizpoint
of the transition relation R) as a pattern disjunction v1 | 1 v ... Vv Up | ¥p.

4. A new version of the DM-Check tool that supports all of the new capabilities
described in (1)—(3) above.

5. Two case studies demonstrating the practical usefulness of all these advances.

Related Work. We briefly discuss work closely related to DM-Check and refer to
[2] for further details. The work closest to ours is [2I] and the Maude Invariant
Analyzer (InvA), an early approach that demonstrates the benefits of combining
automated and interactive deduction; its functionality is subsumed by DM-Check.
Invariant verification using proof scores in CafeOBJ [I2IT9IT822] has also been
applied to many case studies, but typically requires more manual effort than
DM-Check. Our work is also related to narrowing-based reachability analysis
and logical model checking [TOBMI5I6I9], which usually rely on the finite variant
property, thus restricting the class of systems that can be handled. Ivy [20J13]
combines model checking with theorem proving for infinite-state systems, but
emphasizes automatically discharging verification conditions using SMT.



2 Preliminaries

We assume familiarity with rewriting logic and refer the reader to [1612].

We assume an order-sorted signature X and the term X-algebras Ty and
Tx(X) for X an S-sorted set of variables. The subterm of term ¢ at a term
position p is denoted t|, and the term replacement of t|, by w at position p is
denoted t[w],. Given an order-sorted substitution 6, its domain is dom(6) and
its range ran(f). The application of a substitution 6 to a term ¢t is t6. The order-
sorted equational deduction relation is denoted E' - u = v and its associated
E-equality relation =g. The term Y-algebras modulo £ are Tx/p and Tx/p(X)
and we denote the equivalence class of a term ¢ by [¢] g (or just [¢]). The E-unifiers
of an equation u = v are substitutions 6 such that uf =g v6.

We assume an equational theory (X, E U B) having a ground convergent
decomposition (X, B, E), a constructor subtheory (2, Bo, &) < (X, B,E), and
a sort State at the top of one of its connected components whose data elements
denote states of a rewrite theory having (X, B, E) as its equational subtheory. A
constrained constructor pattern is of the form u | o, where u € T siate(X), with
X, countable for each sort s in X, and ¢ is a conjunction of X-equalities. We
denote its semantics as [u | o] = {[v] € T B, state | Ip € [X — Te] s.t. [v] =
[up] A~ E U B = pp}. Pattern subsumption is denoted by v | ¢ S5, v | ¥,
which by definition holds iff there exists a Bg-matching substitution « such that:
(i) u =g, (va), and (i) Ts/pop b @ = (a).

A rewrite theory R = (X, E' u B, R) is topmost iff it has a sort State such
that: (i) if f(¢1,...,t,) has sort State, none of the ¢;, 1 <14 < n nor any subterm
of any such ¢; has sort State, and (ii) for any rewrite rule I — r if ¢ in R, | and
r have sort State. Constrained narrowing between constrained constructor terms
is defined as u | ¢ ~>g g, v | ¥ that holds iff there exists a rule [ — 7 if ¢ in R
and a disjoimﬂ Bg-unifier v of the equation u = [ such that v | ¥ = (r | ¢ A @)

3 DM-Check Methodology and Earlier Versions

DM-Checkﬂ [112] provides a novel deductive model checking methodology in
which narrowing-based logical model checking of symbolic states—specified as
disjunctions of constrained patterns—is combined with inductive theorem proving
to discharge inductive verification conditions that ensure useful symbolic state
space reductions. In fact, constrained narrowing [I4] is a form of deductive model
checking by itself, where symbolic model checking and inductive theorem proving
are combined. In particular:

1. The existence of a ground substitution p such that E U B (¢ A ¢;)B8p is
equivalent to saying that Tx/pop = 3(¢) A ¥;)B, where 3(¢) A ;)3 denotes
the existential closure of (¢ A 9;)3; an inductive satisfiability property.

0 is a disjoint Bo-unifier of u = 1 iff vars(u) n vars(l) = . Unifier disjointness can
always be ensured by renaming variables.
5 DM-Check is publicly available at https://safe-tools.dsic.upv.es/dmc.
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2. Constrained narrowing search from \/,_;u; | ¢; to find an intersection
with \/je ;5 | ¥; will usually generate an infinite narrowing forest that
symbolically describes the set of all states reachable from [\/,c; wi | ¢i]-

3. However, if using the subsumption relation S5, we can fold such an infinite
narrowing tree into a finite narrowing graph, then only a finite number of
constrained patterns need to be examined in finite time.

4. Folding means that any constrained pattern u | ¢ found at depth k + 1 is
subsumed by some other constrained pattern v | ¢ found at depth j < k, i.e.,
u| @ Ep, v | 1. But then inductive theorem proving is essential, since, as
explained in Section [2] for some matching substitution o we need to prove

Ts/poB F ¢ = (Ya).

A simple integration of DM-Check with an inductive theorem prover is to use
the inductive theorem prover in a terminating, automated mode as an oracle. But
more powerful combinations are possible: DM-Check also allows that inductive
verification conditions not discharged automatically by the oracle are dealt with by
commands that refine some constrained patterns by useful semantic equivalences.

NulTP [8] is a next-generation inductive theorem prover written in Maude that
combines advanced symbolic techniques such as narrowing, equality predicates,
variant unification, variant satisfiability, order-sorted congruence closure, ordered
rewriting, and strategy-based rewriting. Nul TP implements the inductive inference
system of [I5l[7] to verify properties of equational theories (X, E U B) specified
in Maude, where X' is an order-sorted signature, B is any combination of the
associativity (A), commutativity (C) and identity (U) axioms, and F is a set
of ground convergent, possibly conditional equations. DM-Check uses NulTP as
an oracle for two purposes: (i) to check subsumptions u | ¢ Eg,, v | ¥ for the
constructor subtheory ({2, Bp), and (ii) to check whether u | ¢ denotes an empty
set of states because ¢ is inductively unsatisfiable.

Invariants in DM-Check can be proved in several ways. Sections [f] and [5] below
provide new commands. Commands supported in earlier versions [1I2] include:

Checking inductive invariant. The command “check ind-invariant \/,_;
u; | ;" performs one step of constrained narrowing to check that | . [us | ¢i] is
transition-closed. Any resulting constrained patterns not subsumed by \/,_; u; | i
are returned as proof obligations. A defaultﬁ NulTP proof strategy o is used as an
oracle to prove subsumptions and discard patterns with unsatisfiable constraints.
Verifying other invariants positively. The command “check \/,_;u; | ¢;
subsumed by \/;.;v; | ;7 tries to prove J;e,[wi | 0i] S Ujeslvs | 9] using
NulTP as an oracle. If DM-Check can prove this containment automatically only
for a subset Iy < I, it returns the remaining patterns u; | ¢; (for ¢ € I\Iy) as
proof obligations to be discharged using NulTP.

Verifying other invariants negatively. The command “intersect \/,_; u; |
@i with ;e 05 | ;7 tries to prove e [ui | il n Ujeslvs | 5] = @ Tt
symbolically computes the intersection using disjoint Bp-unification, invoking

5 At present, a fixed default strategy is provided. In a future version the strategy will
be user-definable.



NulTP as an oracle to discard any constrained patterns in the resulting disjunction
whose constraints are shown unsatisfiable.

Adding lemmas. The command “add lemma ¢” lets the user add a supporting
lemma, which is sent to NulTP to help automatically discharge verification con-
ditions. Instead of explicitly adding lemmas, the user may delegate intermediate
results to NulTP by turning pending proof goals into lemmas.

— The command “empty <id> of <parent-id> .” indicates that a constrained
pattern has no possible valid instantiation.

— The command “lemma <id> of <parent-id> .” marks the constrained pattern
as proved, and generates a lemma from its condition.

— The command “contained <id> of <parent-id> .” indicates that a con-
strained pattern is folded into the original invariant, and a lemma is auto-
matically generated from the associated subsumption.

All three commands assume id identifies one of the remaining constrained patterns,
which is a child generated by one narrowing step from the constrained pattern
identified by parent-id belonging to the original inductive invariant.

Case splitting. The command “case <id> of <parent-id>on <variable> with
<generator-set> .” instantiates a variable in the constrained pattern id, which is
a child generated by one narrowing step from the constrained pattern parent-id
in the original inductive invariant, where the generator-set is a constructor-based
generator set for the sort of that variable; see [2] for further details.

4 Pattern Equivalence and Generalization Commands

We propose five new commands that extend the reasoning capabilities of DM-
Check in two different ways: (i) four new commands provide new ways of preserving
semantic equivalence between constrained pattern disjunctions; they complement
similar commands described in Section 3} and (ii) a constrained pattern general-
ization command, that allows a user to generalize constrained patterns into more
general ones. The new semantic-equivalence-preserving commands are:

Variant Unify. If a constrained pattern has the form u | ¢ At =t/ (A is
associative-commutative with identity T), where ¢,¢ are terms in an equational
subtheory that enjoys the finite variant property, then the equation t = ¢’
has a finite number of variant unifiers, say, 61,...,0k, £k = 0, and the pattern
u| @ At =1t 1is semantically equivalent to the pattern disjunction

uby | by v ... v uby | by

Narrowing. If a constrained pattern has the form w | ¢ A t[f(u1,...,un)]p =1
(= is commutative), where p is a term position in ¢, the subterm f(uq,...,u,) at
p is such that the uq, ..., u, are constructor terms, f is a free function defined by
equations (the case for conditional equations is similar) Ey = {f(vi.1,...,0in) =
i tier (with the v;1,...,v;, constructor terms), and f(uy,...,u,) can be nar-
rowed with the oriented equations Ey (modulo the axioms B of the equa-

tional theory) to, say, {f(u1,...,un) ffiEf’BQ w; }1<j<k, then the pattern u |



o At[f(u1,...,un)]p =t is semantically equivalent to the pattern disjunction:
(wlontlw], =t v...v(u|enatlwgl, =1ty

Variable Abstraction. If a constrained pattern has the form u | ¢ A t[v], = ¢/,
with v a non-variable subterm, then, it is semantically equivalent to the following
constrained pattern, where x is a fresh variable whose sort is that of v:

ulontlzl, =t rz=v
Substitution. If a constrained pattern has the form u | ¢ A = v, where the
variable x does not occur in v and the smallest sort of v is smaller or equal to
the sort of x, then it is semantically equivalent to the constrained pattern:

(u | @){z — v}

Generalization. This command generalizes a constrained pattern u | ¢ to a
more general one v | 1, that is, to a pattern that (modulo the axioms Bj)
subsumes u | @, i.e., u | ¢ Ep, v | 1. The use of the generalize command to
over-approzimate states will be illustrated only in Section [5.2]

4.1 A QLOCK Example

The use of the new commands preserving pattern equivalence can be illustrated by
an example from [I7], where a Maude specification of the QLOCK mutual exclusion
protocol originally proposed by K. Futatsugi was used to motivate the need for
these new commands in DM-Check before they were implemented. The following
rewrite rules define the behavior of QLOCK:

rL[r2w] : <Ui | W[]C|lQ>=><U|[Wi|C|Q;i>.
rlfwl] :<U|Wi|]C|li;Q>=><U|W]|Cili;Q>.
rlfc2rl] :<U | W|Ci|i;Q>=><Ui|W|C]|Q>.

Processes in QLOCK are abstractly modeled as natural numbers. The states
of QLOCK have the general form < U | W | C | Q >, where U are the processes
in the multiset reception area, W the processes in the multiset waiting area, and
C the processes in the multiset critical section, and where Q is a list of process
names awaiting to enter (or in) the critical section. The meaning of the rules
[r2w] (reception to waiting), [w2c] (waiting to critical) and [c2r] (critical to
reception) is self-explanatory and formalizes the protocol’s semantics.

For a full specification of QLOCK and the proof of its properties see https://
safe-tools.dsic.upv.es/dmc/examples/qlock.htmll QLOCK’s specification also
defines two predicates of sort MSet -> Boolean (no duplicates and nonempty)
and a function of sort List -> MSet (mapping a list to its associated multiset):

eq set(mt) = tt . eq set(i) = tt . eq set(S S U) = ff .

ceq set(i U) = tt if i in U = ff /\ set(U) = tt .

eq non-mt(mt) = ff [variant] . eq 12ms(nil) = mt .

eq non-mt(S) = tt [variant] . eq 12ms(n ; L) = n 12ms(L) .
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Note that only function non-mt has the variant equational attribute that specifies
that these equations satisfy the finite variant property [11].

The new DM-Check commands are useful here to prove several properties
of the QLOCK example. Note that QLOCK is parametric on the infinite set of initial
states specified by the following constrained pattern, with S of sort NeMSet:

<S | mt| mt]| nil > | set(S) = tt (1)

The inductive invariant associated to QLOCK (i.e., transition-closed invariant) from
the initial state pattern is the mutual exclusion property defined as follows:

KU W[ mt]Q>|non-mt(UW) = ttAset(UW) =ttal2ms(Q =W v
SV | Tlili; Q >|non-mt(VTi)=ttaset(VTi)=ttna
12ms(i ; Q') =T i (2)

The conjectured inductive invariant can be verified by DM-Check by
checking that it folds in one step using its check ind-invariant command:

DM-Check> check ind-invariant \
((< U:MSet | W:MSet | mt | Q:List >) | (non-xmt(U:MSet W:MSet) = tt) \
/\ (set(U:MSet W:MSet) = tt) /\ (12ms(Q:List) = W:MSet)) \
\/ ((< V:MSet | T:MSet | i:Nat | i:Nat ; Q’:List >) | \
(non-mt(V:MSet T:MSet i:Nat) = tt) /\ (set(V:MSet T:MSet i:Nat) = tt) \
/\ (12ms(i:Nat ; Q’:List) = T:MSet i:Nat)) .

Invariant satisfied.

The inductive invariant satisfies that all its states in their critical section compo-
nent are either mt or a single process i.

However, we still need to check that our inductive invariant is actually
an invariant from the initial state pattern . This can be checked by using the
check subsumed by command:

DM-Check> check ((< S:NeMSet | mt | mt | nil >) | (set(S:NeMSet)
subsumed by ((< U:MSet | W:MSet | mt | Q:List >) | \
(non-mt(U:MSet W:MSet) = tt) \
/\ (set(U:MSet W:MSet) = tt) /\ (12ms(Q:List) = W:MSet)) \
\/ ((< V:MSet | T:MSet | i:Nat | i:Nat ; Q’:List >) | \

(non-mt(V:MSet T:MSet i:Nat) = tt) \
/\ (set(V:MSet T:MSet i:Nat) = tt) \
/\ (12ms(i:Nat ; Q’:List) = T:MSet i:Nat)) .

tt)) \

Subsumption satisfied.

Any mutex algorithm worth its salt should be deadlock-free. Let us show
that our inductive invariant from is deadlock free, i.e., that all its states are
enabled to perform some transition in QLOCK. The set of all transition-enabled
states has a very simple expression as the disjunction of lefthand side patterns:




< U1:MSet n1:Nat | W1:MSet | C1:MSet | Q1:List > | true v
< U2:MSet | W2:MSet n2:Nat | C2:MSet | n2:Nat ; Q2:List >| true v
< U3:MSet | W3:MSet | C3:MSet n3:Nat | n3:Nat ; Q3:List > | true

Deadlock freedom can then be proved with the following subsumption command;
however, the subsumption check fails:

DM-Check> check ((< U:MSet | W:MSet | mt | Q:List >) | \
(non-mt(U:MSet W:MSet) = tt) \
/\ (set(U:MSet W:MSet) = tt) /\ (12ms(Q:List) = W:MSet)) \
\/ ((< V:MSet | T:MSet | i:Nat | i:Nat ; Q’:List >) | \
(non-mt(V:MSet T:MSet i:Nat) = tt) \
/\ (set(V:MSet T:MSet i:Nat) = tt) \
/\ (12ms(i:Nat ; Q’:List) = T:MSet i:Nat)) \
subsumed by \
((< UT1:MSet n1:Nat | W1:MSet | C1:MSet | Q1:List >) | true) \
\/ ((< U2:MSet | W2:MSet n2:Nat | C2:MSet | n2:Nat ; Q2:List >) | true) \
\/ ((< U3:MSet | W3:MSet | C3:MSet n3:Nat | n3:Nat ; Q3:List >) | true) .

Constrained terms on the left that could not be subsumed:

Term 4: < $17:MSet | $18:MSet | mt | $16:List >

Matching: no matching found

Constraint 4: (non-mt($17:MSet $18:MSet) = tt) /\ (set($17:MSet $18:MSet)
= tt) /\ 12ms($16:List) = $18:MSet

for the first pattern of the two from because it is too general to show that all
its ground instances are transition-enabled.

Since non-mt enjoys the finite variant property, we can use the new variant
unify command to unify away the equation non-mt(U W) = tt using Maude’s
filtered variant unify command:

DM-Check> vunify to 4 with non-mt($17:MSet $18:MSet) =? tt .
Constrained terms on the left that could not be subsumed:
Term 5: < $19:NeMSet | mt | mt | $20:List >

Matching: no matching found
Constraint 5: (set($19:NeMSet) = tt) /\ 12ms($20:List) = mt

Term 6: < mt | $21:NeMSet | mt | $22:List >
Matching: no matching found
Constraint 6: (set($21:NeMSet)

tt) /\ 12ms($22:List) = $21:NeMSet

Term 7: < $23:NeMSet | $24:NeMSet | mt | $25:List >
Matching: no matching found
Constraint 7: (set($23:NeMSet $24:NeMSet) =tt) /\ 12ms($25:List) = $24:NeMSet

The previous Term 4 becomes now equivalent to those Term 5, Term 6 and Term 7.




We can now use the case command (which was already available in previous
versions of DM-Check) with {m:Nat, (k:Nat S:NeMSet)} as generator set for
sort NeMSet to make Term 5 semantically equivalent to two instances that can
then be folded. Indeed, DM-Check returns the previous remaining terms after
performing the case analysis and checking whether they are folded.

DM-Check> case to 5 on $19:NeMSet with m:Nat ;; k:Nat S:NeMSet .
Constrained terms on the left that could not be subsumed:

Term 6: < mt | $21:NeMSet | mt | $22:List >
Matching: no matching found
Constraint 6: (set($21:NeMSet) = tt) /\ 12ms($22:List) = $21:NeMSet

Term 7: < $23:NeMSet | $24:NeMSet | mt | $25:List >
Matching: no matching found
Constraint 7: (set($23:NeMSet $24:NeMSet) = tt) /\ 12ms($25:List) = $24:NeMSet

We can also apply the case command to Term 7, leaving only Term 6.

DM-Check> case to 7 on $23:NeMSet with m:Nat ;; k:Nat S:NeMSet .
Constrained terms on the left that could not be subsumed:
Term 6: < mt | $21:NeMSet | mt | $22:List >

Matching: no matching found
Constraint 6: (set($21:NeMSet) = tt) /\ 12ms($22:List) = $21:NeMSet

Now, we can apply the new narrowing command to the term 12ms($22:List)
in the constraint, which in this way becomes equivalent to a pattern disjunction:

DM-Check> narrow to 6 on 12ms($22:List) .
Constrained terms on the left that could not be subsumed:
Term 7: < mt | $23:NeMSet | mt | nil >

Matching: no matching found
Constraint 7: (set($23:NeMSet) = tt) /\ mt = $23:NeMSet

Term 8: < mt | $24:NeMSet | mt | $25:Nat ; $26:List >
Matching: no matching found
Constraint 8: (set($24:NeMSet) =tt) /\ ($25:Nat 12ms($26:List)) = $24:NeMSet

We are now only left with two patterns that can easily be discarded. First,
by using the previous variant unify command:

DM-Check> vunify to 7 with $23:NeMSet =? mt .
Constrained terms on the left that could not be subsumed:

Term 8: < mt | $24:NeMSet | mt | $25:Nat ; $26:List >




Matching: no matching found
Constraint 8: (set($24:NeMSet) =tt) /\ ($25:Nat 12ms($26:List)) = $24:NeMSet

Term 8 cannot be folded but using the new variable abstraction command
on 12ms(L:List) with fresh variable U:MSet becomes semantically equivalent:

DM-Check> va to 8 on 12ms($26:List) with $27:MSet .
Constrained terms on the left that could not be subsumed:

Term 9: < mt | $27:NeMSet | mt | $28:Nat ; $29:List >

Matching: no matching found

Constraint 9: (tt = set($27:NeMSet)) /\ ($30:MSet = 12ms($29:List)) /\
$27:NeMSet = $28:Nat $30:MSet

If the term to be abstracted has several occurrences, this command will display
the different available alternatives, allowing the user to select one by using the
select va command. In the present case, however, only one abstraction is possible,
and therefore va is applied automatically.

Finally, the last remaining pattern is discarded using the newly introduced
substitution command, which finishes the proof of deadlock freedom for QLOCK:

DM-Check> substitution to 9 on $27:NeMSet with $28:Nat $30:MSet .

Subsumption satisfied.

5 Generating Invariants by Deductive Model Checking

The new features of DM-Check, including generalization, make it possible to
interactively generate an inductive invariant by deductive model checking. We
present our methodology for generating invariants using DM-Check and illustrate
it through a case study of Lamport’s bakery protocol.

5.1 Fixpoint Generation

Our methodology is based on the folding narrowing search algorithm [I7], which
is adapted from narrowing-based model checking [3I10] and extended with con-
strained narrowing [I4]. Given an initial pattern disjunction uy | @1 v« vy, | ©n,
the algorithm iteratively computes pattern disjunctions P; and Fy—where F} is
called the frontier of P;—for each depth d € N:

(1) P0=F0=u1|g01v~~~vun|cpn.
(2) Pjy1 = Py v Fyi1, where Fyyq is the disjunction of the patterns obtained
from Fj by one step of constrained narrowing and not subsumed by Pdm

" Formally, Fas = {(w ] 6) | (30) 1 i< b, (] | ¢ ~nppw|6) A (w]6) £5, Pa),
where Fy =\/,_, ,uj|¢;and o is a terminating subsumption proof strategy [L7].

.....
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(Inductive invariant from the initial pattern disjunctior)

Fy41 = L (fizpoint reached)
Initial generate ind-invariant Py generate next level Increment
> <
pattern disjunction (d:=0) (d:=d+1) depth d
2

vunify,

Generalize
patterns in Fy

[Transform patterns in F,ﬂ

Remove patterns in Fy
into equivalent patterns with proof obligations

Fig. 1. Invariant generation by deductive model checking in DM-Check.

The algorithm finds an inductive invariant when it reaches a fizpoint. By
construction, Fy11 excludes all patterns subsumed by P;. Hence, if for some
depth d every pattern obtained from F,; by constrained narrowing is subsumed by
Py, then Fy11 = ¢ and thus the algorithm reaches a fixpoint (i.e., Py11 = Py). In
this case, P, is an inductive invariant from the initial pattern [I7], and captures
all states reachable from the initial pattern uy | @1 v -+ Vv up, | @p.

In practice, such a fully automatic algorithm may not work for several reasons:
(i) the initial pattern disjunction may not be general enough to reach a fixpoint,
for example by starting with a disjunction of ground patterns; (ii) the algorithm
may fail to reach a fixpoint at finite depth (looping) because some increasingly
more complex patterns are generated that cannot be subsumed by other patterns;
(iii) such looping may take place even though a fixpoint could have been reached
at finite depth if actual set-theoretic containment could have been checked; this
can happen because subsumption checking is only a sufficient condition for set-
theoretic containment, and is further limited by the use of a fixed, terminating
theorem proving strategy o for checking implications between constraints.

These challenges for reaching a fixpoint can be addressed by providing not
only an automated mode (which may certainly succeed in some cases), but also
an interactive mode of deductive model checking depicted in Figure [T} where
automated reachability analysis can be combined with deductive methods to:
(i) generalizing patterns for over-approximation, (ii) proving semantic equiva-
lence between pattern disjunctions; and (iii) proving inductive lemmas about
implications between constraints and about constraint unsatisfiability.

To support methods (i)—(iii) in an interactive mode of deductive model
checking we integrate the folding narrowing search mechanism with interactive
commands in DM-Check for reasoning about pattern disjunctions. The commands
generate ind-invariant and generate next level control the overall search,
while the commands explained in Sections [3|and [4] support pattern generalization,
pattern transformation, and proof obligation generation. Finally, NulTP can be
used to discharge any remaining proof obligations.

11



5.2 Example: Lamport’s Bakery Protocol

This section illustrates our methodology for generating invariants by deductive
model checking, using a Maude specification of Lamport’s bakery protocol [T0J3].
In our previous work [2], DM-Check is used to verify the mutual exclusion of
the bakery protocol for an unbounded number of processes; however, the full
invariant is provided manually. In contrast, this section shows how an inductive
invariant can be obtained interactively using the new features of DM-Check.

In the bakery protocol, multiple processes (or customers) compete to enter
the critical section. Each process receives a ticket number to indicate that it is
waiting, and the process with the smallest ticket number is served. Note that there
are two sources of infiniteness: (i) due to the unbounded number of processes,
the number of initial states is infinite; and (ii) due to unbounded ticket numbers,
for each initial state, the number of reachable states is infinite.

Rewriting Logic Specification. A process is represented as a term of the form
[md], where its mode md is idle (not yet picked a number), wait(j) (waiting with
number j), or crit(j) (being served with number j). A top-level state has the
form n | m | [mdy];--- ;[mdi], where n is the current number in the bakery’s
number dispenser, m is the number currently being served, and [md1];- - ; [md]
is a semicolon-separated set of customer processes.

A set of processes is represented as a term of sort ProcSet—with two subsorts,
ProcIdleSet, representing a set of idle processes, and ProcWaitSet, representing
a set of idle or waiting processes—using an associative-commutative constructor
_;_ with identity element none. Similarly, natural numbers are represented as
terms of sort iNat—with subsort iNzNat for non-zero natural numbers—using
an associative-commutative constructor _+_ with identity element 0.

We also define additional constructors and functions for specifying invariant
properties. A set of ticket numbers is represented as a term of sort MSet, where
an element with number n has the form e(n) and the empty set is null. The
function ticket(procs) returns the set of ticket numbers occurring in a given
set of processes procs. The function i(n,m) returns the set of natural numbers
{k|n <k < m}. For full details about the specification of Bakery see https:
//safe-tools.dsic.upv.es/dmc/examples/bakery.html.

The following rewrite rules define the behavior of the bakery protocol, where
PS is a variable of sort ProcSet, and N and M are variables of sort iNat:

rl [wake] : N | M | [idle] ; PS => 1+ N | M | [wait(N)J] ; PS .
rl [crit] : N | M | [wait(M)] ; PS => N | M | Lcrit(M)] ; PS .
rl [exit] : N | M | [crit(M)] ; PS => N | 1+M]| [idle] ; PS .

Initially, the two counters are equal and all processes are idle, as captured
by the constrained pattern (N | N | IS) | true, where IS is a variable of
sort ProcIdleSet. The error states violating the mutual exclusion property are
described by the following constrained pattern, where K and L are variables of
sort iNat: (M | N | [erit(K)] ; [erit(L)] ; PS) | true.

12
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Interactive Deductive Model Checking. We begin by symbolically exploring the
state space from the initial pattern using the generate ind-invariant command.
As expected, the initial pattern is not inductive and DM-Check reports a successor
pattern (some parts of the output are omitted and replaced with .. .):

DM-Check> generate ind-invariant (N:iNat | N:iNat | IS:ProcIdleSet) | true .
Invariant could not be proved.

Parent 1
Term: $2:iNat | $2:iNat | $1:ProcIdleSet Constraint: true

Child 2 (Parent 1)
Term: (1 + $4:iNat) | $4:iNat | $3:ProcIdleSet ; [wait($4:iNat)]

Matching: no matching found Constraint: true

We continue the symbolic exploration by running the generate next level
command. The child nodes then become parent nodes, and new child nodes are
generated by constrained narrowing:

DM-Check> generate next level .
Invariant could not be proved.

Parent 1
Term: $2:iNat | $2:iNat | $1:ProcIdleSet Constraint: true

Parent 2
Term: (1 + $4:iNat) | $4:iNat | $3:ProcIdleSet ; [wait($4:iNat)]
Constraint: true

Child 3 (Parent 2)
Term: (1 + 1 + $5:iNat) | $5:iNat | $6:ProcIdleSet ;
[wait($5:iNat)] ; [wait(1 + $5:iNat)]
Matching: no matching found Constraint: true

Child 4 (Parent 2)
Term: (1 + $7:iNat) | $7:iNat | $8:ProcIdleSet ; [crit($7:iNat)]

Matching: no matching found Constraint: true

Further executions of this command do not lead to a fixpoint, but produce
many patterns similar to Child 3, containing waiting processes with ticket numbers
greater than or equal to the second counter but less than the first counter [
Based on this observation, we generalize Child 3 using the generalize command
as follows (the output is the same as above except for Child 3):

8 Typically, this command is executed multiple times to generate a variety of constrained
patterns, allowing the user to identify generic patterns. Due to space limitations, we
only show the result of a single execution of generate next level.
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DM-Check> generalize to 3 using \
(M:iNat + N:iNat | N:iNat | WS:ProcWaitSet) | \
(tickets(WS:ProcWaitSet) = i(N:iNat, M:iNat + N:iNat)) .

Invariant could not be proved.

Child 3 (Parent 2)
Term: ($9:iNat + $10:iNat) | $10:iNat | $11:ProcWaitSet

Matching: no matching found
Constraint: tickets($11:ProcWaitSet) = i($10:iNat, $9:iNat + $10:iNat)

A couple of executions of the generate next level command yield the
following output. Only two parent nodes remain: all other parent nodes are
subsumed by these nodes and therefore omitted from the output.

DM-Check> generate next level .
DM-Check> generate next level .
Invariant could not be proved.

Parent 1
Term: ($3:iNat + $1:iNat) | $1:iNat | $2:ProcWaitSet
Constraint: tickets($2:ProcWaitSet) = i($1:iNat, $3:iNat + $1:iNat)

Parent 2
Term: ($4:iNat + $5:iNat) | $4:iNat | $6:ProcWaitSet ; [crit($4:iNat)]
Constraint: tickets($6 ; [wait($4)]1) = i($4, $5 + $4)

Child 4 (Parent 2)
Term: ($10:iNat + $11:iNat) | 1 + $10:iNat | $12:ProcWaitSet ; [idle]

Matching: no matching found
Constraint: tickets($12 ; [wait($10)]1) = i($10, $11 + $10)

Child 5 (Parent 2)

Term: ($13:iNat + $14:iNat) | $13:iNat | $15:ProcWaitSet ;
[crit($13:iNat)] ; [crit($13:iNat)]

Matching: no matching found

Constraint: tickets(($15 ; [wait($13)1) ; [wait($13)1) = i($13, $14 + $13)

Two child nodes are not subsumed by the parent nodes. The constraint of
Child 5 is unsatisfiable, since 1($19, $20 4+ $19) cannot contain duplicate numbers.
The pattern of Child 4 is not sufficiently instantiated; so we split on whether
$11:iNat is zero or non-zero. We therefore run the following commands:
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DM-Check> empty 5 .
DM-Check> case to 4 on $11:iNat with @ ;; 1 ;; (1 + #N:iNzNat) .

Invariant could not be proved.

Child 5 (Parent 2)

Term: $13:iNat | 1 + $13:iNat | $14:ProcWaitSet ; [idle]
ce. Matching: no matching found

Constraint: (e($13:iNat), tickets($14:ProcWaitSet)) = null

Child 6 (Parent 2)

Term: (1 + $15:iNat) | 1 + $15:iNat | $16:ProcWaitSet ; [idlel]
- Matching parent #1: 1

NuITP implication #1 (open):

Child 7 (Parent 2)

Term: (1 + $18:iNat + $17:iNzNat) | 1 + $18:iNat | $19:ProcWaitSet ; [idlel]
S Matching parent #1: 1

NuITP implication #1 (open):

The case command generates three new child nodes. We can easily see that
Child 5 has a false constraint, and Children 6 and 7 have valid open implications.
Thus, we run the empty and lemma commands as follows.

DM-Check> empty 5 .
bﬁ;check> lemma 6 .
bQ;Check> lemma 7 .
The following Invariant is satisfied

((($3:iNat + $1:iNat) | $1:iNat | $2:ProcWaitSet) |
(tickets($2) = i($1, $3 + $1))) \/

((($4:iNat + $5:iNat) | $4:iNat | $6:ProcWaitSet ; [crit($4:iNat)]) |
(tickets($6 ; [wait($4)]1) = i(%$4, $5 + $4)))

with the following proof obligations:.

(e($10:iNat), tickets($12:ProcWaitSet)) = e($10:iNat + #N:iNzNat),
i($10:iNat, $10:iNat + #N:iNzNat) -> tickets($12:ProcWaitSet ; [idle]) =
i(1 + $10:iNat, #N:iNzNat + 1 + $10:iNat)

(e($10:iNat), tickets($12:ProcWaitSet)) = e($10:iNat) ->
tickets($12:ProcWaitSet ; [idle]) = i(1 + $10:iNat, @ + 1 + $10:iNat)

(e($19:iNat), tickets($20:ProcWaitSet)) = null -> false

tickets(($14:ProcWaitSet ; [wait($15:iNat)]) ; [wait($13:iNat)]) =
i($13:iNat, $14:iNat + $15:iNat) -> false
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The output of the last command indicates that an inductive invariant is
successfully generated, with four proof obligations remaining. All of the proof
obligations can be discharged using NulTP (see https://safe-tools.dsic.upv,
es/dmc/examples/bakery.html).

Proving Other Invariants. We can use the generated invariant to prove other
invariants from the initial pattern. For example, the following command shows
that, in each reachable state, the ticket numbers range from the second counter
to the first counter (including the second but excluding the first):

DM-Check> check ($3:iNat + $1:iNat | $1:iNat | $2:ProcWaitSet) | \
tickets($2:ProcWaitSet) = i($1:iNat, $3:iNat + $1:iNat) \/ \
($4:iNat + $5:iNat | $4:iNat | $6:ProcWaitSet ; [crit($4:iNat)]) | \
tickets($6:ProcWaitSet ; [wait($4:iNat)]) = \
i($4:iNat, $5:iNat + $4:iNat) \
subsumed by (M:iNat + N:iNat | N:iNat | PS:ProcSet) | \
tickets(PS:ProcSet) = i(N:iNat, N:iNat + M:iNat) .

Subsumption satisfied.

The following command verifies that the generated invariant does not intersect
with the error states that violate the mutual exclusion property. This proves that
all states reachable from the initial pattern satisfy the mutual exclusion property,
since the generated invariant includes all such reachable states.

DM-Check> intersect ($3:iNat + $1:iNat | $1:iNat | $2:ProcWaitSet) | \
tickets($2:ProcWaitSet) = i($1:iNat, $3:iNat + $1:iNat) \/ \
($4:iNat + $5:iNat | $4:iNat | $6:ProcWaitSet ; [crit($4:iNat)]) | \

tickets($6:ProcWaitSet ; [wait($4:iNat)]) = \
i($4:iNat, $5:iNat + $4:iNat) \
with \
(M:iNat | N:iNat | [crit(K:iNat)] ; [crit(L:iNat)] ; PS:ProcSet) | true .

No intersection.

6 Conclusions and Future Work

Up to now the deductive model checking methodology in [Tl2] and its associated
DM-Check tool were only applied to proving inductive invariants. In model
checking terms, this amounts to the special case of bounded model checking with
depth bound 1. Even for this subcase, the inference rules available for proving
semantic equivalences between disjunctions of constrained patterns were limited,
so that examples such as QLOCK could not be verified. In this work, this deductive
model checking methodology has been significantly extended by: (i) new inference
rules for proving such semantic equivalences; (ii) a generalization command for
over-approximating sets of states; (iii) an unbounded deductive model checking
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methodology to generate inductive invariants; and (iv) a new version of DM-
Check supporting (i)—(iii). The usefulness of this extended methodology has
been illustrated by means of the QLOCK and BAKERY examples.

Much work remains ahead. Firstly, further experimentation with other case
studies and improvements to DM-Check should be pursued to make it more scal-
able. Secondly, further automation of this deductive model checking methodology
should be investigated; for example by: (i) using more powerful terminating
strategies in the NulTP to significantly increase the number of constrained
patterns that can be automatically folded into previous ones; and (ii) applying
some inference rules of DM-Check automatically by means of a strategy, e.g., a
strategy could apply the generalize rule when some "looping" of constrained
patterns is detected.
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Abstract. In the rewriting logic framework, equational-based specifications are used to de-
fine deterministic functional behavior, abstract data types, and canonical representations of
data. These specifications include a (possibly order-sorted) signature and equations inter-
preted modulo structural axioms, such as associativity, commutativity, and identity. While
equational rewriting provides a powerful basis for execution and symbolic reasoning, it does
not by itself offer native support for inductive or deductive reasoning. This paper presents
maude2athena, a framework that systematically translates Maude’s equational theories into
Athena, a theorem proving language designed to support natural deduction proofs over many-
sorted first-order logic specifications, including inductive reasoning, equational chaining, case-
based reasoning, and proofs by contradiction. The translation supports induction-based rea-
soning modulo structural axioms with parametric induction rules; it faithfully encodes mem-
bership equational logic in a many-sorted setting without exponential blowup under reason-
able conditions. This approach preserves the semantics of the original specification, while
ensuring that the translation remains compact and amenable to deductive reasoning. This
work helps bridge the gap between model checking and theorem proving, enabling formal
verification efforts that can benefit from both of these approaches.

Keywords: Deductive reasoning - Inductive reasoning - Membership equational logic - Rea-
soning modulo axioms - Model checking and theorem proving - Maude - Athena

1 Introduction

Rewriting Logic [1] has established itself as a powerful semantic and specification framework for
modeling computational systems, supporting both executable specifications and rigorous equational
reasoning. Within this framework, equational-based specifications play a central role in defining de-
terministic functional behavior, abstract data types, and canonical representations of data. Lan-
guages such as Maude |2| provide strong support for this style of specification through membership
equational logic, offering subsort relations, operator overloading, and rewriting modulo structural
axioms such as associativity, commutativity, and identity. While rewriting logic is a logical frame-
work that can be used for symbolic reasoning, including reasoning over its own specifications [3],
Maude currently offers limited support for interactive theorem proving, especially for proofs that
require explicit inductive reasoning or fine-grained proof control. In contrast, interactive theorem
provers such as Athena [4] provide robust environments for natural-deduction reasoning in many-
sorted first-order logic, together with strong support for induction and proof structuring. However,
Athena lacks native support for the order-sorted features that are essential to many Maude spec-
ifications. As a consequence, fully-fledged Maude specifications cannot be directly reused within
Athena without a careful reconciliation of their underlying logical foundations.
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This paper presents maude2athena, a framework that systematically translates Maude functional
modules into Athena modules, enabling equational and inductive reasoning over Maude specifica-
tions within Athena’s interactive proof environment. The translation is grounded in a semantics-
preserving mapping from membership equational logic to many-sorted first-order logic, in which
subsort relations are made explicit through cast operators and coherence axioms [5]. To ensure
scalability and avoid exponential blowup, the approach relies on the notion of strictly sensible
order-sorted algebras |5 6], which guarantees a linear and unambiguous translation in the presence
of operator overloading.

A central challenge in this translation is the loss of native structural induction when order-sorted
datatypes are flattened into many-sorted domains. Although this transformation preserves equa-
tional reasoning, it removes the inductive structure that is essential for proving many correctness
properties. To address this issue, Athena is extended with parametric structural induction primitives
that reconstruct the induction principles implicit in the original Maude specification. This design
allows different induction schemes to be instantiated as needed, enabling inductive proofs over trans-
lated domains without resorting to encodings of operational semantics or meta-level reasoning. In
this paper, this parametric framework is instantiated with structural induction for sufficiently com-
plete equational specifications |7]; other induction principles can be accommodated as well, such as
structural induction over the oriented equations of a terminating equational theory.

By bridging executable equational specifications in Maude with interactive inductive proofs
in Athena, maude2athena enables a compositional workflow in which specification, execution, and
proof coexist within a single formal development. The proposed translation preserves the equational
theory of the original specification while remaining compact and amenable to both interactive
and automated reasoning. The approach is validated through theoretical results establishing the
correctness of the translation, as well as through a non-trivial case study involving the verification
of a compiler specification that relies heavily on subsorting and inductive reasoningﬂ

2 Preliminaries

This section presents an overview on rewriting logic in Maude, and theorem proving in Athena.

2.1 Rewriting Logic and Maude

Rewriting logic [1] is built on top of membership equational logic [8] as the underlying equational
formalism. Maude [2] is a high-performance logical framework and specification language based on
rewriting logic. Membership equational logic supports sorts, equations, and membership axioms
that characterize the elements of a sort. While the full language extends these characteristics with
rewrite rules to represent transitions in concurrent systems, this paper focuses on the translation
of the functional (equational) sub-language.

Membership equational logic is defined over a many-kinded signature (K, F'), where K is a set
of kinds and F' = {Fy i} (wk)ek-xk is a family of function symbols typed over those kinds. In
addition to kinds, the logic considers a K-indexed family of sorts S = {Sk}rex, which allows for
ascribing sorts to terms using the notation ¢ : s (term ¢ has sort s). Thus, a complete signature
in membership equational logic is a triple X' = (K, F, S). The sorts S are equipped with a partial
order < (subsorting), and operators in F are defined over these sorts. This view associates the

* The maude2athena framework is available at https://github.com/FLAGlab/Maude2Athenal
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kinds K as the connected components of the subsort relation <. Since an order-sorted algebra can
be canonically mapped to a membership algebra [1}, 9], the order-sorted setting is used throughout
this paper. A membership equational theory is a pair (X, E), combining a signature X with a set
of sentences F (conditional equations and membership axioms). Equality modulo F, denoted =g,
is the finest congruence on the term algebra T'x;(X) that satisfies the Horn clauses in E. That is,
for any terms ¢,u € Tx(X), t =g u iff E + ¢t = u. Semantic structures of equational theories are
called algebras. The expression T is the sorted ground term algebra of X and Tx(X) the sorted
term algebra of X' with variables in X. Likewise, the quotient structure T’/ is the initial algebra
of (X, F) meaning that two terms ¢,u € Tx are in the same equivalence class iff ¢t =g u. This is
naturally extended to the algebra T's,p(X) of terms with variables in X modulo the equations E.

Maude partitions the specification into a set of structural axioms A (such as associativity, com-
mutativity, and identity) and a set of functional equations E’. Consequently, an equational theory
is understood as (X, E’ U A), where rewriting is performed modulo the structural axioms A by
orienting the equations from left to right. In Maude, functional modules correspond to membership
equational theories and define data types and their operations. Equations are treated as simplifica-
tion rules applied left to right. By assuming sort-decreasingness, ground confluence, and operational
termination, repeated application of the oriented equations reduces a term to its canonical form |10,
11]. Furthermore, it is assumed that an equational theory (X, E' U A) is sufficiently complete with
respect to a subsignature {2 C X' meaning that, for any sort s € S and term ¢ € T’x 4, there is a
term u € Tq s such that ¢t =f u.

Listing [I.I] presents a functional module specification of Peano numbers. The PEANO module
is delimited by the Maude keywords fmod and endfm. Sorts are declared with the sort keyword,
and subsort relations use subsorts together with the symbol < (Lines . Operators are declared
with op; each declaration specifies the operator name, its sort signature, and an optional set of
attributes that declare the structural set of axioms for the equational theory. Particularly, the
attribute ctor marks constructors for the sort. The elements of the sort Even are defined recursively
by a conditional equation (Line 7 and the Peano axioms are introduced as equations (Lines
defining the set E for the equational theory.

fmod PEANO is
sort NzNat Even Nat .
subsorts NzNat Even < Nat .
op zero : -> Even [ctor]
op s_ : Nat -> NzNat [ctor]
op _+_ : Nat Nat -> Nat .
vars N M : Nat .
cmb s s N : Even if N : Even .
eq N + zero = N .
eq N+sM=s (N+M
endfm

Listing 1.1. Definition of Peano numbers in Maude.

2.2 Theorem Proving in Athena

Athena [4] is a dual deduction and computation language: users can define procedures, which ab-
stract over computations (i.e., lambda calculus abstractions in functional programming); and meth-
ods, which abstract over Fitch-style natural deductions [12| [13]. When evaluating procedures, if
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successful, Athena can return values (of different types), or else, it can diverge or result in an error.
When evaluating methods, if successful, Athena produces logically sound theorems—modulo its
assumption base—as sentences in many-sorted first order logic [14]. Athena has been effectively
used to reason about concurrent programming—particularly, the actor model |15, |16], and about
safety-critical cyber-physical systems |17} |18].

Athena’s proofs have a natural deduction style. Logical sentences can either be asserted into the
assumption base or proven as theorems using Athena’s deduction tools, with a soundness guarantee
that any proven theorem is a logical consequence of sentences in the assumption base. Athena per-
forms automatic sort-checking to prevent ill-sorted expressions in specifications and allows theorems
to be introduced at an abstract level by encapsulating proofs in parameterized methods, which can
be instantiated to prove different specializations of the abstract theorems. It defines two syntactic
categories: an expression, which represents a computation, and a deduction, a logical argument such
as a proof. A valid deduction always concludes with a sentence, i.e., the conclusion of the proof.

Sorts form the foundation of Athena’s deductive language, classifying all terms in its sentences.
Sorts can be defined as domains, structures, and datatypes, each providing different mechanisms for
constructing elements and each assuming different primitive axioms.

Domains are sorts that describe the sets of objects to be modeled. A datatype is a special kind
of domain that is inductively generated, meaning that every element of the domain can be built up
in a finite number of steps by applying constructors of the datatype. Beyond providing syntactic
convenience over domains, datatypes can be assumed to follow free-generation axioms for their
elements, ensuring that different constructor applications create different elements (no-confusion
axioms), and that every element is represented by some constructor application (no-junk axioms).

Structures, just like regular datatypes, are inductively generated by their constructors. The only
difference is that the constructors might not be injective, so that the same constructor applied to
two distinct sequences of arguments might result in the same value.

The keyword domain introduces domains in Athena. Listing presents a definition for Peano
numbers based on three domains: Nat, Even, NzNat, with function symbols zero,S,plus, de-
fined using the declare instruction. Note that, alternatively, Peano numbers can be defined using
datatypes as: datatype Nat := zero | (s Nat).

domains Nat, Even, NzNat

declare zero:[] -> Even

declare s: [Nat] -> NzNat

declare plus:[Nat Nat] -> Nat [+]

define [n m] := [?n:Nat ?m:Nat]

assert Plus-zero-axiom := (forall n . (zero + n) = n)
assert* Plus-s-axiom = ((n + (s m)) = (s (n + m)))

Listing 1.2. Peano example definition using domains.

The datatype definition provides free-generation axioms, ensuring that different constructor ap-
plications yield distinct elements. In contrast, the domain based approach offers more expressiveness
by allowing sort refinements, like Even and NzNat, which enable more precise sort specifications.
The version using domains is inspired by languages with subsort capabilities, such as Maude, and
leverages Athena’s many-sorted foundation to provide fine-grained sort control.

The semantics of Athena defines how phrases F' (expressions or deductions) are evaluated within
an evaluation context, a four-tuple (p, 8, c,~) representing the logical and computational environ-
ment in which expressions are interpreted, where:
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p is the execution environment, a computable function that maps any given identifier I either

to a value V or to a special unbound token.

B is the assumption base, a finite set of sentences.

— o is the store, a computable function that maps any natural number (representing a memory
location) to a value (the location’s contents) or to a special unassigned token.

— 7 is a set of symbols with their associated signatures, and a collection of sort constructors

(with arities). v also includes information on whether a given sort constructor is a datatype or

structure, and if so, which function symbols are its constructors.

The result of evaluating a phrase F' in an evaluation context (p, 5, 0,~) is one of the following:

1. A pair (V,0’) consisting of a value V and a store o/, where V is the output of the evaluation
and o’ reflects any side effects accumulated during the evaluation.

2. A pair consisting of an error message and a store ¢’, indicating the occurrence of an error during
the computation.

3. Nontermination.

Sentences are added into the assumption base using assert or assert*, where assert* uses im-
plicit universal quantification for all free variables, before inserting the sentence into the assumption
base. Lines [(H7] in Listing add the properties of Peano numbers into the assumption base.

Once sentences are introduced into the assumption base, they can be used in deductive reasoning.
Further, the datatypes and structures definitions allow deductions of theorems that are not derivable
from the free-generation axioms alone, by using the by-induction method. For example, assuming
that Nat follows a datatype definition, Listing [I.3] displays the induction proof for the associativity
property for the plus operator, Line

In general, the method by-induction requires the proof of the property for all base cases (zero
in the case of Peano, Lines and the proof for all inductive definitions (S for Nat datatype,
Lines . Additionally, this induction proof showcases one of the most useful Athena methods:
chain (Lines and Lines . chain allows equational chaining based proofs, where each step
is labeled with its justification.

define [p q r] := [?p:Nat 7q:Nat ?r:Nat]
define plus_associative := (forall p qr . ((q + r) + p) = (q + (r + p)))
conclude plus_associative
by-induction plus_associative {
zero => pick-any q r
(Ychain [((q + r) + zero)
--> (q + 1) [Plus-zero-axiom]
<-- (q + (r + zero)) [Plus-zero-axiom])
| (s p) => let {induction-hypothesis :=
(forall ?7q ?r . (?q + ?r) + p = 7q + (?7r + p))}
pick-any q r
(tchain [ ((q + r) + (s p))
--> (s ((q + ) + p)) [Plus-s-axiom]
--> (s ((q + (r + p)))) [induction-hypothesis]
<-- (g + (s (r + P))) [Plus-s-axiom]
<-- (g + (r + (s pP))) 1

Listing 1.3. Deduction of associativity property using datatype induction.
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3 From Maude to Athena

At the heart of the proposed approach, lies the need to translate the order-sorted structure of terms
of an equational theory in Maude to the many-sorted setting of equational theories in Athena.
This section presents such a translation as a function from Maude modules to Athena theories.
Translation of membership (of terms in sorts) is accomplished by using predicates in Athena.

3.1 Strictly Sensible Order-Sorted Signatures

The translation provides a linear translation of strictly sensible algebras to many-sorted algebras [5].
The key idea of the translation is to add an equivalence relation called core equality to the translated
many-sorted structures. By defining this relation, the complexity of translating a strictly sensible
order-sorted algebra to a many-sorted one is reduced and the translated many-sorted algebra equa-
tions only increase by a very small amount of new equations. Algebras definitions are lifted to
signatures to keep the presentation of their results concise.

Fix a membership signature X = (K, F, S), with kinds K, function symbols F', and sorts S, and
a poset (9, <) over the sorts. For a function symbol g : s1 X --- X s, — s, target(g) = s denotes
its result sort. In what follows, assume f, f’, f” € F and, for a fixed n € N and s;,s},s/ € S for
0<i<mn,where f:soX -+ X8, =>5; flisgx---xs, =8 flis)x-xsl—s"

Argument compatibility captures the idea of overloaded function symbols that can be treated
uniformly as their pair-wise argument positions share a common supersort. Strongly sensible sig-
natures have argument compatible function symbols in which the target sorts are the same.

Definition 1. Two overloaded function symbols f and f' are called argument compatible, denoted
ac(f, f), iff Vi | 0 < i <n :s =< s}), where s; =< s} is a predicate expressing that s;
and s, are in the same connected component of (X,<). The signature X is strongly sensible iff

(VS f Lac(f, [) s =)

On the other hand, maximal argument-bounding signatures ensure that every function symbol
has a representative among its compatible function symbols, thereby defining one representative for
each class of argument compatible function symbols.

Definition 2. The signature X is maximal argument-bounding iff:

VAILES TV Taclf, 1) - (Vil0<i<n s <))

A strictly sensible signature is a signature that is both strongly sensible and maximal argument-
bounding. Strictly sensible signatures play a central role in the translation from order-sorted equa-
tional theories in Maude to many-sorted theories in Athena. It rules out ambiguous cases of function
symbol overloading and ensures that the translation remains well-defined and systematic. In con-
trast to more general translations (e.g., [19]), which can produce non-linear or ambiguous mappings
in the presence of unrestricted overloading, requiring strict sensibility guarantees that every func-
tion symbol has a single, consistent representative in the translated signature. In particular, strict
sensibility ensures that each function symbol has a unique representative in the translated signa-
ture, allowing the order-sorted algebra to be flattened into a many-sorted representation without
loss of soundness or consistency.

In the rest of the paper, it is assumed that any signature X is strictly sensible.
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3.2 The Translation Function

Let £ = (X,E U A) be a membership equational theory, with signature (K, F,S) and poset of
sorts (S,<), and 2 C X be a constructor subsignature for £. This section defines the map-
ping £ — (B,7) as the function tr, where 8 is an Athena assumption base and 7 is its symbol
set. The p execution environment and o store are omitted from the mapping because they are
orthogonal to the generated Athena representation. The behavior of ¢ris driven primarily by the
subsort relation < and by the constructors 2.

Definition 3 (Translation Function tr). Let £ = (X, EU A) be a membership equational theory
with signature X = (K, F, S), sort poset (S, <), and constructor subsignature 2 C X'. The function
tr: & — (B,7) is defined by the following five components:

(i) Sort translation (trg). For each sort s € S:
( datatype(s, {c € 2| target(c) = s}) if s ¢ dom(<)Uran(<) and ¢ € 2.
trg(s) =
domain(s) otherwise

(i) Function symbol translation (trp). Let [flac denote the argument compatibility class of
f € F. For each class [flac, select the mazimal representative f* (quaranteed to exist by strict
sensibility), where f*: 1 X -+ X 8, — s, and set

v U {f [trg(s1) - -trs(sn)] — trs(s)} = .
For each s < s’ in (5, <), set
v U {Casts_,s/:[trs(s)] — trg(s } = .

Additionally, for each f*: s X s — s in v with structural attributes in A, let x,y,z be fresh
variables of sort trg(s) and set

)
A ONCE ) z) = [z, [ (y,2)) if assoc € attr(f),
[ (zy) = f*(y,2) if comm € attr(f), — 8.
frrr(e),x) =z, f*(x,trp(e)) = if id:e € attr(f)
(iit) Term translation (trr). For eacht € Tx(X):

x ift=oceX
trp(t) = )
{f*(tI‘T(tl),...,tI‘T(tn)) ’Lft:f(tl,,tn)

where f* is the maximal representative of [flac and, at each argument position i where the
subterm has sort s; with s; < s; and s, # s;, trr(t;) is wrapped in the appropriate cast chain
Casty; s;,, (-~ (trr(t;)) - -+ ) so that the resull has sort trs(s;).

(iv) Equation translation (trg). For each equation ! =1 in EU A, set

5 U {trT(l) = trT(T)} — f.
For each composable pair s < s’ < s, add the core equality:
8 U {Casts/_,su(Casts_}s/(a:)) = Castg_y g (x)} — 3,

ensuring all casting paths between the same source and target sorts are identified.

8 U
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(v) Membership translation (trpr). For each sort s appearing in a membership axiom, set
v U {is_s:[trg(kind(s))] — Boolean} ~ 7.

Then, for each unconditional membership t : s and each conditional membership t : s if P, set
BU{trp (1)} — B, where:

trag(t: s) =1is_s(trr(t)) trar(t: s if P) = (trp(P) = is_s(trp(t)))

The five components of ¢r interact as a pipeline: trg determines how each sort is represented
in Athena; trp uses these representations to declare function and cast symbols and to assert the
structural axioms of A; tr relies on both to translate terms, inserting casts where implicit subsorting
must become explicit; trg and trp; then lift the term translation to equations and membership
axioms, respectively. To make each step concrete, the rest of this section walks through ¢r component
by component on two variants of the Peano numbers specification: the simple module in Listing [I.4]
(no subsort relation) and the richer module in Listing|1.1| (with subsorts NzNat and Even), showing
the corresponding Athena output in Listing [I.5] and Listing [T.6]

fmod PEANO is

sort Nat .

op zero : -> Nat [ctor] 1 module PEAND {

op s_ : Nat -> Nat [ctor] 2 datatype Nat := zero | (s Nat)

op _+_ : Nat Nat -> Nat . 3 declare + : [Nat Nat] -> Nat

vars N M : Nat . ) define [N M] := [?N:Nat ?M:Nat]
5 assert* (N + zero = N)

eq N + zero = N .
eqN+sM=s (N+M . °
endfm Tk
Listing 1.5. Simple Peano module in Athena.

assert* (N + s M = s (N + M))

Listing 1.4. Simple Peano module in Maude.

Sorts. Through trg, Maude sorts are translated into Athena domains or datatypes. Whenever a
sort s € S satisfies that it does not appear in the subsort relation < and that there are constructors
with target sort s, tr translates it to a datatype. In any other case, sorts are translated to domains.
For instance, zero and s_ in Listing are function symbols (with target sort Nat) defined with
the ctor attribute. Therefore, trg uses their sort signatures to define the corresponding Athena
datatype, as shown in Line [2] of Listing [I.5] The remaining defined function symbols with target
sort s are translated with the declare keyword. This is the case for the _+_ function symbol, which
is translated into Line [3] of Listing

The treatment is different when the sort s is part of the subsort relation, as is the case in
Listing This module introduces NzNat and Even as subsorts of Nat. In this case, the previous
translation case no longer applies. For sorts related through the subsort relation (NzNat, Even,
and Nat) the translation function trg instantiates each sort as a plain Athena domain (Line [2]in
Listing . The process then proceeds through the four remaining translation components (trg,
trr, trg, trar): (1) function symbols and introducing explicit cast function symbols, (2) terms using
casting function symbols, (3) equations into Athena assertions using the transformed terms, and
(4) conditional membership axioms using term translation and predicate introduction.
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Function Symbols. In the simple module (Listing , no subsort relation exists, so trp declares
each function symbol directly: _+_ becomes the Athena declaration in Line [3]| of Listing In the
richer module (Listing, the subsorts introduce overloading. The three operators zero, s_, and
_+_ are grouped by trp into argument compatibility classes; for each class the unique maximal
representative is selected and declared in v (Lines of Listing . Additionally, the two subsort
pairs Even < Nat and NzNat < Nat produce two cast symbols (Lines of Listing|1.6]).

Terms and FEquations. In the simple module, no subsort relation exists, so trr leaves terms un-
changed and trg translates each equation directly into an Athena assertion. In the richer module,
implicit coercions must be made explicit. Consider the first equation in Listing (Line E[): be-
cause the argument has sort Even while the operator expects Nat, trp inserts a cast (Line |§| of
Listing . The second equation (Line [10] of Listing requires casts on both the argument and
the result (Line of Listing . Because the subsort poset of this module has no composable
triple s < s’ < s”, no core equalities are generated; in specifications with longer subsort chains, trg
would add the corresponding transitivity assertions to f.

Memberships. Membership judgements have no native counterpart in Athena’s many-sorted logic.
The component try; bridges this gap by introducing a unary predicate for each sort that appears
in a membership axiom; the predicate’s domain is the kind of that sort, so it can be applied to
any term of the right kind. In the richer Peano module, the conditional membership in Line [§] of
Listing is translated into an implication guarded by a membership predicate (Lines of
Listing. Here, try; chooses the kind of the target sort as the predicate’s domain (i.e., the top-
most supersort in the connected component). The simple module contains no membership axioms,
so trps produces no output for it. The complete translation of Listing [I.1]is shown in Listing [L.6

module PEANO{
domains NzNat Even Nat
declare s : [Nat] -> NzNat
declare zero : [] -> Even
declare + : [Nat Nat] -> Nat
declare Cast_Even_to_Nat : [Even] -> Nat
declare Cast_NzNat_to_Nat : [NzNat] -> Nat
define [N M] := [?N:Nat ?M:Nat]
assert* ((+ N (Cast_Even_to_Nat zero)) = N)
assert* ((+ N (Cast_NzNat_to_Nat (s M)))
(Cast_NzNat_to_Nat (s (+ N M))))
declare is_even : [Nat] -> Boolean
assert* ((is_even N) ==> (is_even s s N)) }

Listing 1.6. Peano Athena Module

Finally, the correctness of the translation is stated with respect to equational provability.

Theorem 1 (Equational Provability). Let £ = (X, EU A) be a membership equational theory.
If ¥ is strictly sensible and & is sufficiently complete w.r.t. 2 C X, then for any t,u € Tx ,(X) of
the same kind k, the following two sentences are equivalent:

1. t=¢cu
2. trp(t) =g tre(u), Le., trp(t) and trp(u) are provably equal in Athena under the theory tr(€) =
(B,7) with the inference rules of many-sorted equational logic.
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Proof. The equational fragment of the translation (components trg, trg, trr, and trg) instantiates
the strictly sensible order-sorted—to—many-sorted mapping [5|. The membership component trys
introduces predicate symbols and assertions of the form is_s(trp(¢)) and trp(P) = is_s(trp(t));
because is_s is a predicate symbol, no assertion produced by trp; can have the form ¢’ = v for
terms t',u’ of a non-Boolean sort, so try; does not introduce new equalities between translated
terms. Hence, the equational content of § is precisely the image of E under trg, the structural
axioms of A under trg, together with the core equalities.

ot =g u=trp(t) =g tre(u)
The proof proceeds by structural induction on the derivation of ¢ =¢ w, case-splitting on the last
inference rule applied.

e Axiom instantiation. Suppose t =¢ u is obtained by applying a substitution # to an equation
l=rin EUA, so that t = (I) and u = 0(r). By trg, the translated equation trr(l) = try(r)
is in B, universally quantified over all free variables. Because trp is defined compositionally
and the cast insertion at each argument position depends only on the sort of the subterm and
the expected sort of the position, trr commutes with substitution: for each variable z, define
0(z) = trr(0(x)); then trp(A(t)) = O(trp(t')) for any term ', possibly up to core equalities in
8 that identify different casting paths to the same target sort. Hence, 0(trz (1)) =g O(trr(r))
follows by instantiation of the universally quantified axiom in .

e Reflexivity, symmetry, transitivity. These are inference rules of many-sorted equational
logic and thus hold natively in Athena’s deductive system.

e Replacement. Suppose t = C[t'] and u = C[u/] for a context C' and ¢’ =¢ v/, and assume
by the induction hypothesis that trp(t') =g trp(u’). The translation try maps C' to a context
C’ in the many-sorted signature 7: each function symbol in C is replaced by its maximal
representative f*, and explicit casts are inserted at every argument position where a subsort
coercion is needed. Because each cast symbol Casts_, ¢ is a function symbol in v, the standard
congruence rule of many-sorted equational logic guarantees that if @ =g b then Cast,_, s (a) =g
Casts_ ¢ (b). Moreover, if ¢’ and «’ require different casting chains to reach the expected sort of
the hole in C”, the core equalities (added by trg for every composable pair s < s’ < s”) ensure
that both chains yield equal results in 8. Hence, trp(C[t']) = C'[trr(t)] =5 C'[tre(v)] =
trr(C[u']) by congruence in many-sorted equational logic.

Since every inference rule used in the derivation of ¢ =¢ w is preserved, try(t) =g tro(u).

o trp(t) =p tre(u) =t =g u

It suffices to show that 5 is a conservative extension of the image of £ U A with respect to

equalities between translated terms. The axioms of § fall into three classes:

(a) translated equations try(l) = trp(r) for each I =r in EU A;

(b) core equalities Casty ¢ (Casts— s (x)) = Casts_ ¢~ () for every composable pair s < s' < s”;

(¢) membership assertions produced by trys.

As argued above, class (c) consists entirely of Boolean-sorted sentences and cannot produce new

equalities between non-Boolean terms.

For classes (a) and (b), the argument proceeds as follows:

e Unambiguous operator mapping. Strict sensibility guarantees that each argument com-
patibility class [f]ac has a unique maximal representative f*. The translation maps every f
in the same class to the same f* and omits all others. Because the selection is unique, no
two originally distinct function symbols are merged by the translation, therefore no invalid
equalities between terms arise from the operator mapping.
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e Comnservative cast equalities. Each cast symbol Casts ., is a fresh uninterpreted function
symbol in ~, distinct for each pair s < s’. The only axioms governing cast symbols are the
core equalities in class (b), which encode the transitivity and path independence of the subsort
relation. Because the subsort relation < is already part of £, the core equalities do not identify
terms that are not already related by subsorting.

e Isomorphism of initial algebras. According to Li et al. |5], the strictly sensible mapping
combined with the core casting equalities induces a bijection between the equivalence classes of
the initial order-sorted algebra T's;;(pua) and those of the initial many-sorted algebra T g,
where [.q denotes the equational part of 5 (classes (a) and (b)). The sufficient completeness
assumption ensures that every ground term reduces to a constructor term, which is needed for
the bijection to be an isomorphism of algebras.

Therefore, if trr(t) =4 trr(u), then trr(t) and trr(u) lie in the same equivalence class of T, 3, .
By the isomorphism, ¢ and u belong to the same class in Tz /(gpua), i-€., t =¢ u.

4 Inductive Reasoning

The translation function ¢r from (X, E U A) to (f3,7) presented in Section [3| enables equational
reasoning over Maude specifications within Athena by preserving the underlying equational theory
in a many-sorted first-order logic setting. However, equational reasoning alone is often insufficient
to establish properties of interest, which typically require some form of inductive reasoning. This
section explains how equational reasoning with ¢r(£) in Athena can be extended with inductive
reasoning based on parametric induction principles. The key idea is that for the induction principle
to be applied, it must be instantiated using the structure of sorts in X' associated with each con-
nected component in the poset (S, <). To illustrate this approach, this section presents a concrete
instantiation of such a parametric induction principle, showing how structural induction can be
recovered and applied in practice.

In Athena, there is native support for structural, constructor-based induction over datatypes,
which allows properties to be proved by reasoning directly on the inductive structure generated by
datatype constructors. However, the translation function ¢r systematically represents many Maude
sorts as domains, rather than datatypes, in order to preserve the structure induced by subsorting in
the many-sorted setting of Athena. As a consequence, Athena’s built-in induction mechanisms are
no longer directly applicable, and native datatype induction is insufficient for reasoning about the
translated specifications. To address this limitation, the approach adopted here is to equip Athena
with induction principles defined over domains, rather than relying solely on datatype induction.
These principles are formulated in a parametric way, allowing different induction schemes to be
instantiated depending on the structure of the sorts under consideration. In particular, this includes
natural extensions of Athena’s native structural induction to domains that arise from translated
equational specifications.

More generally, an induction principle in this setting is realized by declaring a primitive method
in Athena that explicitly encodes both the basis cases and the inductive cases associated with a
given sort structure (S, <). For a selected induction principle 7, the primitive method is defined
separately for each connected component of the sort hierarchy, reflecting the constructors and
subsort relations that characterize that component. The basis cases correspond to the minimal
elements or constructors of the component, while the inductive cases capture how the property is
preserved by the relevant constructor applications. Once declared, such a primitive method can
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be applied uniformly to predicates over the corresponding domain, thereby extending equational
reasoning with inductive reasoning in a principled and modular way.

The following definition extends the translation function (Deﬁnition with a sixth component,
try, that formalizes the generation of structural induction principles. It operates on the execution
environment p—previously noted as orthogonal to the generated representation (f,7v), but now
required to host the primitive methods that realize induction.

Definition 4 (Induction Method Translation tr,). Let £, X, 2, and (S, <) be as in Defini-
tion[3. The translation function tr is extended with:

(vi) Induction method translation (tr,). For each kind k in (S,<), let C = {s € S | dc €
0. target(c) = s} N [k]< be the set of sorts in the connected component of k that are directly
generated by (2-constructors. Define the effective constructor set

N = 0c U {Casts,y |s¢C, s €C, s<s'},

where ¢ = {c € Q2 | target(c) € C} and the second component adds subsort injection casts
from sorts outside C into C'. By construction, Q(Jf 1s jointly exhaustive: every constructor normal
form of kind k is headed by some element of Qg For each ¢ : s1 X -+ X 8, = s in Qg, let
I. ={i|1<i<mn, s €C} be the set of recursive argument positions. The component
tr,, generates a primitive method that takes a predicate P : trg(k) — Boolean and encodes the
obligations of nc(P) as follows.

(a) Base-case sentences.

(1) For each constant ¢ :— s in 2%, (0-arity, so I. = @), define

be = P(Castsﬂk(c)).
(2) For each constructor ¢: 81 X «++ X 8, — § in Q(Jg withn > 1 and I, = &, define
be := Va1 a0 . P(Castsﬂk(c(xl, e 7:En)))7

where each x; : trg(s;).
(b) Inductive-case sentences. For each constructor ¢ : sy X «++ X s, — s in 2F with I. # @,
define the sentence

he == Va1 Ty . (/\ P(Castsiﬁk(xi))) = P(Castsﬁk(c(scl, .. 7gcn))),
iel,

where each x; : trg(s;). When |I.| =1, the conjunction reduces to a single hypothesis.

(c) Primitive method assembly. Let B = {b.} and H = {h.} be the collected base-case and
inductive-case sentences, and let (01,...,0,) be an enumeration of all sentences in BU H.
The primitive method for component C is added to the execution environment p as

p U {prim-method.(P) : check,, = Vaz:trg(k). P(z)} — p,

where each obligation is verified sequentially through nested check expressions: check tests
holds?(01) and, upon success, enters checks, which tests holds?(o3), and so on. In general,
for i = 1,...,m, check; tests holds?(o;) and proceeds to check;ii; when i = m, the
innermost check concludes V x : trg(k). P(x). If any holds?(o;) fails, the method signals an
error.
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The full translation thus maps € — (B,7,p), extending the original pair with the execution
environment populated by the generated primitive methods.

As an example, consider the primitive method in Listing[I.7] It defines nat-induction, a struc-
tural induction principle for the Nat domain in Listing[L.6] It explicitly captures the two components
of a standard induction proof. The first definition, labeled basis, corresponds to the sentence of
the basis case over the constant constructor Cast_Even_to_Nat zero. The second definition, la-
beled ic, encodes the inductive case: it states that if the property holds for an arbitrary Nat
element x (inductive hypothesis), then it needs to hold for its successor, Cast_NzNat_to_Nat (s
x). The check expression enforces both conditions. It first verifies that the basis case holds, and if
so, proceeds to check the inductive case. This mechanism effectively restores structural induction
for domains translated from Maude datatypes, allowing the proof of properties such as associativity
or commutativity complementing the built-in by-induction method.

primitive-method (nat-induction property) :=

let {
basis := (property (Cast_Even_to_Nat zero));
ic := (forall x (if (property x) (property (Cast_NzNat_to_Nat (s x)))))
}

check { (holds? basis) =>
check {(holds? ic) => (forall x (property x))
| else => (error "Inductive step does not hold.")}
| else => (error "Basis step does not hold.")}

Listing 1.7. Primitive induction method for Nat.

The following theorem establishes the soundness of inductive proofs carried out using the prim-
itive methods generated by tr,.

Theorem 2 (Soundness of Inductive Proofs). Let £ = (X, EUA) be a membership equational
theory that is sufficiently complete a connected component of (S, <) with kind k, and P : trg(k) —
Boolean a predicate. If the primitive method prim-method.(P) generated by tr, (Definition
checks all base cases and inductive steps and concludesV x : trg(k). P(z), then for every ground term
t of sort s € C in Tx y, the property P(trp(t)) holds in Athena under the theory tr(€) = (8,7, p).

Proof. Assume, for contradiction, that there exists a ground term ¢ of sort s € C in T j such
that P(trr(t)) does not hold, even though all obligations of prim-method.(P) have been checked.
Because £ is sufficiently complete, ¢ reduces to a constructor normal form headed by some ¢ € {2
with target(c) in the connected component of k. If target(c) € C, then ¢ € 2¢ C 02/; otherwise ¢
is an injection from an external sort s ¢ C' with s < &’ for some s’ € C, so ¢ = Casts_,s belongs
to the second component of £2f;. In either case ¢ € 7. By Theorem |1} P(trr(t)) holds if and only
if P holds on the translated normal form, so it may be assumed without loss of generality that
t =c(t1,...,t,) is already in constructor normal form. It proceeds by induction on the number of
constructor applications in t.

Base case: (I, = @). The constructor ¢ has no argument positions of sorts in C, so ¢ contains
exactly one constructor application. The primitive method verified the base-case sentence b, (Def-
inition [4). Whether ¢ :— s is a constant (in which case b, directly asserts P(Casts_x(c))) or
c:8 X+ X8, = swithn >1and I, = & (in which case b, is universally quantified and
instantiates at trr(¢1),...,trp(¢,)) the verified sentence b, yields P(trr(t)).
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Inductive step: (I. # @). For each i € I, the subterm t; is a ground term of sort s; € C' with
strictly fewer constructor applications than ¢. By the induction hypothesis, P(trr(¢;)) holds for every
i € I.. The primitive method verified the inductive-case sentence h. (Definition , which asserts
that the conjunction of P(Casts,_,;(z;)) for i € I. implies P(Casts_x(c(x1,...,2,))). Instantiating
at trp(t1), ..., trr(t,) and applying modus ponens with the induction hypotheses yields P(trp(¢)).

In both cases P(trr(t)) holds, contradicting the assumption. Since ¢ was arbitrary, P(trr(¢)) holds
for every ground term of kind k.

5 Case Study

The case study verifies inductive properties of a compiler for numeric expressions on a Stack Ma-
chine |4]. The case study relies heavily on order-sorted features of data types and includes structural
axiomsﬂ Listing shows the Maude specification, defining three sorts: a source language of arith-
metic expressions (Exp), a target instruction set (Instr/Program), and a stack machine (Stack).

fmod TOY-COMPILER is
protecting INT .
sort Exp .
subsort Int < Exp .
op _plus_ : Exp Exp -> Exp [ctor]
op _minus_ : Exp Exp -> Exp [ctor]
op _mult_ : Exp Exp -> Exp [ctor]
sorts Instr Program Stack .
subsort Instr < Program .
op push : Int -> Instr [ctor]
ops add sub mult : -> Instr [ctor]

op nil : -> Program [ctor]

op _++_ : Program Program -> Program [ctor assoc id: nil]
op empty : -> Stack [ctor]

op _::_ : Int Stack -> Stack [ctor]

op I : Exp -> Int . --- interpreter

op compile : Exp -> Program .
op exec : Program Stack -> Stack .
vars N N1 N2 : Int . vars E1 E2 : Exp .
var P : Program . var S : Stack .
eq I(N) =N .
eq I(E1 plus E2) = I(E1) + I(E2)
--- I equations for minus, mult analogous
eq compile(N) = push(N)
eq compile(E1l plus E2) =

compile(E2) ++ compile(E1l) ++ add .
--- compile equations for minus, mult analogous
eq exec(nil, S) =S .
eq exec(push(N) ++ P, S) = exec(P, N :: S)
eq exec(add ++ P, N1 :: N2 :: S) =

5 The complete Maude specification of the compiler with the translated equationally equivalent Athena
program (with proofs) is available at: https://github.com/FLAGlab/Maude2Athena
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exec(P, (N1 + N2) :: S)
--- exec equations for sub, mult analogous

endfm
Listing 1.8. Toy compiler in Maude (shorten).

The compiler specification relies on two order-sorted features. First, Int < Exp lets integers ap-
pear directly as expressions without an explicit injection constructor. Second, Instr < Program lets
single instructions be used where programs are expected. The operator _++_ carries the structural
axioms assoc and id: nil.

To preserve the semantics of Int < Exp, the translation introduces explicit cast functions for
every subsort relation in the sort poset, as explained in Section [3] maude2athena automatically
inserts these casts. For example, the equations in lines Line 24 and Line 29] are translated to:

declare push : [Int] -> Instr

declare compile : [Exp] -> Program

declare Cast_Int_to_Exp : [Int] -> Exp

declare Cast_Instr_to_Program : [Instr] -> Program

assert* eq_4 := ((compile (Cast_Int_to_Exp N))
= (Cast_Instr_to_Program (push N)))

assert* eq_9 := ((exec (++ (Cast_Instr_to_Program (push N)) P) S)
= (exec P (:: N 8)))

Since Athena requires unique function symbols and does not support Maude’s mixfix notations
natively, the tool flattens operators and resolves overloading. Specifically, the mixfix Maude operator
_plus_ is translated to a standard prefix function in Athena. If overloading collisions are detected,
unique identifiers are generated based on sort signatures:

declare plus : [Exp Expl -> Exp
declare ++ : [Program Program] -> Program
assert* ((compile (plus E1 E2)) =
(++ (compile E2)
(++ (compile E1) (Cast_Instr_to_Program add))))
define [_v1l _v2 _v3 _v4] :=
[?_vl:Program ?_v2:Program 7_v3:Program ?_v4:Program]

assert* assoc_++ := ((++ (++ _v1 _v2) _v3) = (++ _v1 (++ _v2 _v3)))
assert* left_id_++ := ((++ nil _v4) = _v4)
assert* right_id_++ := ((++ _v4 nil) = _v4)

This listing also illustrates how the structural axioms A are handled. The operator _++_ is declared
with the attributes assoc, id: nil, meaning that rewriting is performed modulo associativity and
identity. Because Athena has no built-in support for such axioms, ¢rp translates each structural
axiom into an explicit equational assertion: assoc_++ encodes associativity, while left_id_++ and
right_id_++ encode the left and right identity axioms for nil. In general, any combination of
associativity, commutativity, and identity (ACU) attributes attached to operators in A is translated
by trp into the corresponding set of universally quantified assertions in .

The tool analyzes the signature to determine which sorts can be modeled as datatypes (allowing
native induction) and which must be domains. In this example, the Maude Stack is translated as
an Athena datatype:
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datatype Stack := empty | (:: Int Stack)

However, Exp and Program are translated as domains to accommodate the subsorting relations that
are otherwise incompatible with standard datatype constructors.

The result of this translation is a fully typed Athena module where the correctness of the compiler
(forall e . (exec (compile e)) = (I e)) can be rigorously proven. The core verification goal
is the following theorem, which asserts that compiling an expression e followed by a program p is
equivalent to executing p on a stack with the evaluated result of eﬁ

(forall ?7p ?7s . (exec (++ (compile 7e) 7?7p) 7s) =
(exec 7p (:: (I 7e) 7s)))

Note that this sentence cannot be asserted as a logical sentence because Exp is a domain, not
a datatype. Instead, it is defined as a predicate over expressions. This enables the theorem to be
passed as an argument to the induction method of choice. In this case, the predicate correctness
is defined as:

declare correctness: [Exp] -> Boolean

assert* correctness_def := (iff (correctness 7e)
(forall ?p 7s
(exec (++ (compile 7e) 7p) 7s) = (exec ?7p (:: (I 7e) 7s))))

Proving that (forall 7e . correctness 7e) holds, brings to attention the challenges of rea-
soning over non-inductive domains and handling explicit subsorting.

Note that in Maude, Exp is defined via subsorting (Int < Exzp), which prevents it from being
translated into a standard Athena datatype. Consequently, Athena’s native by-induction method
cannot be applied. To overcome this, maude2athena automatically generates a custom primitive
method that reconstructs the inductive principle of the original Maude sort. The generated method,
exp-induction, takes the correctness predicate as an argument and strictly enforces that the user
proves the inductive step for every constructor (e.g., plus, mult) before discharging the goal:

primitive-method (exp-induction property) :=

let {
basis_n = (forall ?n (property (Cast_Int_to_Exp 7n)))
ic_plus = (forall 7el (forall 7e2
(if (and (property 7el) (property 7e2))
(property (plus ?7el 7e2)))));
ic_minus :=
ic_mult =
}
check { (holds? basis_n) => ...}

The translation replaces implicit subsorting with explicit cast operators. This requires the proof
script to handle these casts in the basis cases. For instance, the basis case for integers is not
merely forall n, but rather forall n applied to the cast Cast_Int_to_Exp. The proof proceeds
by unwrapping these casts using the axioms generated by the translation (e.g., eq_4):

5 The correctness property follows trivially as a corollary of this theorem by instantiating it to the empty
program on an empty stack.
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define basis_step := (forall n . correctness (Cast_Int_to_Exp n))
conclude basis_step
pick-any n:Int p:Program s:Stack
('chain [ (exec (++ (compile (Cast_Int_to_Exp n)) p) s)

= (exec (++ (Cast_Instr_to_Program (push n)) p) s) [eq_4]
= (exec p (:: n s)) leq_9]
Ip)

This explicit handling ensures that the proof is rigorous and mathematically consistent with
the original order-sorted semantics. Finally, the proof is concluded by invoking the custom induc-
tion method, which aggregates the base case and inductive steps to discharge the main theorem:
(Yexp-induction correctness).

6 Related Work

The formal verification of rewriting logic specifications typically involves a trade off between the
high performance execution provided by environments like Maude and the interactive deductive
capabilities of theorem provers like Athena [4], Isabelle [20], or Lean [21]. There are three main
methodologies designed to address this challenge: (1) the development of native domain-specific
theorem provers, (2) the application of automated symbolic reasoning techniques, and (3) the
integration with general purpose proof assistants via translation.

The native approach, pioneered by the original Maude Inductive Theorem Prover (ITP) |2| and
modernized by NulTP [22], offers powerful automation using variant-based reasoning directly at
Maude’s metalevel. While highly effective for discharging goals automatically without translation,
tools like NulTP inherently generate proofs as metalevel search traces. In contrast, maude2athena
translates specifications into Athena to leverage its natural-deduction framework, which closely mir-
rors standard mathematical reasoning |13|. Rather than competing on pure automation, the pro-
posed approach emphasizes proof transparency and structure. Athena’s built-in methods (equality
chaining, structural induction, case analysis, and many others) allow proofs to be developed and
read as structured mathematical arguments rather than execution traces or low-level tactic scripts,
following human-like proof strategies [23]. Consequently, maude2athena occupies a complementary
niche to native provers like NulTP: it targets verification scenarios where transparent, independently
checkable, and human-readable proofs are the primary requirement.

A highly effective alternative to interactive deduction relies on automated symbolic methods.
Maude integrates with SMT solvers to discharge proof obligations generated from specifications.
Furthermore, techniques such as narrowing and its combination with SMT solving allow for the
analysis of infinite state systems [24]. Reachability Logic and its associated tools also provide mech-
anisms to deductively reason about Maude programs [25] |26]. These automated methodologies are
essential for verifying safety properties and analyzing state spaces, though they may not cover
properties requiring complex inductive arguments or higher order reasoning.

The third strategy is to translate specifications to an external formalism to leverage its proof
infrastructure. The Heterogeneous Tool Set (Hets) [27] treats Maude as an institution, enabling
translations to Isabelle/HOL via CASL |28]. While theoretically robust, this path relies on complex
encodings to simulate subsorting. Similarly, approaches to translate order-sorted algebras into many-
sorted algebras have been explored to leverage standard theorem provers [5], 6]. The Maude2Lean
framework [29] presents a direct translation from rewriting logic to the calculus of inductive con-
structions. Unlike the institutional approach of Hets, Maude2Lean translates the syntax of Maude
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terms and the semantics of rewriting logic into inductive datatypes in Lean. This preserves the
inductive structure of the logic, allowing native structural induction on terms and relations. How-
ever, such translations shift the first-order theorem proving problem to a different domain (e.g.,
type theory or higher order logic), sometimes incurring in a verbosity trade-off, as proofs become
arguments about the translated semantics rather than direct reasoning about the domain model.

7 Concluding Remarks

This work presents maude2athena, a tool for translating order-sorted Maude specifications into the
many-sorted first-order logic of Athena. The main contribution of this work is the reconciliation
of symbolic reasoning and equational rewriting with the power of inductive reasoning, enabling
specifications that leverage the best of both worlds. To the best of the authors’ knowledge, this is the
first implementation grounded in the theoretical translation proposed by Li et al. [5]. The proposed
approach bridges the semantic gap between the two formalisms by making subsorting explicit via
cast operators, modeling membership as predicates, and recovering structural induction through
custom primitive methods. The maude2athena framework was validated using several examples. It
includes the case study of a compiler specification, demonstrating the approach’s ability to handle
deep inductive structures and operator overloading, while preserving the equational consistency of
the original system.

The future work focuses on two key areas. First, to enhance modularity by mapping Maude’s
built-in modules directly to Athena’s native domains. Such integration would allow developers to
leverage Athena’s existing decision procedures and automated reasoning capabilities for standard
data types. Second, extending maude2athena to handle rewrite rules to enable the verification of
concurrent and distributed systems. The current version is restricted to functional modules, while
rewrite rules are the primary mechanism for defining concurrent state transitions. Athena, being
grounded in standard first-order logic, lacks native primitives for modeling the non-determinism
and asynchrony inherent in such rules. Rather than constructing a new concurrency framework
within Athena from scratch, the idea is to directly work on top of Talcott’s formalization of Actor
theories in rewriting logic [30]. By translating these pre-validated semantic structures directly into
Athena, Maude’s system modules can be mapped to logical transition relations. On the one hand,
this would significantly reduce the formalization burden. On the other hand, it will effectively equip
Athena with the capability to reason about temporal properties and distributed protocols without
needing to manually reconstruct the underlying theory of concurrency.
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Abstract. Formal patterns are formally specified solutions to frequently
occurring distributed system problems that are generic, executable, and
come with strong qualitative and/or quantitative formal guarantees. A
formal pattern is a generic system transformation which transforms a
usually infinite class of systems in need of the pattern’s solution into
enhanced versions of such systems that solve the problem in question. In
this paper we demonstrate the application of formal patterns to protocol
dialects. Dialects are methods for hardening protocols so as to endow
them with light-weight security, especially against easy attacks that can
lead to more serious ones. A lingo is a dialect’s key security component,
because attackers are unable to “speak” the lingo. A lingo’s “talk” changes
all the time, becoming a moving target for attackers. In this paper we
present several formal patterns for both lingos and dialects. Lingo formal
patterns can make lingos stronger by both transforming them and by
composing several lingos into a stronger lingo. Dialects themselves can
be obtained by the application of a single dialect formal pattern, generic
on both the chosen lingo and the chosen protocol.

Keywords: Formal Patterns, Lingos, Compositions, Security, Maude

1 Introduction

Formal patterns [18] are methods for formally specifying generic solutions to
distributed system problems that are executable and provide formal guarantees.
Such patterns allow one to retain what has been learned about solving such
problems without tying that knowledge to a particular concrete solution. They
also allow for the composition of solutions and the composition of guarantees.
Formal patterns have been successfully applied to a number of different dis-
tributed systems problems [6, 19, 25]. They have also been applied to security
protocols, and have been helpful in developing methods for hardening protocols
against malicious attacks [4,7,21]. In this paper we apply this methodology to an
emerging protocol hardening technique, the design of protocol dialects. Protocol
dialects are methods for modifying protocols in order to provide a light-weight
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layer of security, especially against relatively easy attacks that could potentially
be leveraged into more serious ones. The scenario is usually that of a network
of mutually trusting principals, e.g., an enterprise network, that needs to defend
itself from outside attackers. The most effective approach is to prevent outside
parties from even initiating a communication with group members, e.g., by re-
quiring messages to be modified in some way unpredictable by the attacker.*

Protocol dialects are intended to be used as a first line of defense, not as a
replacement for traditional authentication protocols. Indeed, they are primar-
ily concerned with protecting communication between members of an enclave
in which all parties trust each other against weak attackers that are trying to
leverage off protocol vulnerabilities. We can make use of this restricted scope to
use an attacker model based on the on-path attacker model [8,11]: First, the at-
tacker can read messages, but cannot destroy or replace them. Second, principals
trust each other and share a common secret that they can use, for example, as
the seed for a pseudo-random number generator to generate and share common
secret parameters. Because of the simplified threat model and trust assumption,
dialects can be designed to be simpler than full-scale authentication protocols.
Thus they can be expected to be prone to fewer implementation and configura-
tion errors. With this in mind, dialects can be used as a separate but very thin
layer in the protocol stack, useful as a defense against attacks in case the main
authentication protocol is misconfigured or implemented incorrectly. Consider-
ing the dialect as a separate layer makes it easier to keep it simple, because it
makes it possible to avoid dependencies on the layers it is communicating with.
In our work, we consider dialects that sit right above the transport layer in the
TCP/IP model, while the protocol it is modifying sits just above the dialect
in the application layer. However, other locations are possible for the protocol
being modified. Variations in the threat model are also possible, e.g., deciding
whether or not to include replay or session hijacking attacks, which can both be
implemented by an on-path attacker.

Protocol dialects as formal patterns were first introduced in [8]. A dialect is
generic on two parameters: the given lingo, which describes the actual message
transformation, and the underlying protocol whose security it improves. The
dialect pattern is a protocol transformation yielding a new protocol responsible
for applying the lingo and interfacing with the underlying protocol. Lingos can
be transformed and composed into stronger ones in a compositional way. Using
lingo compositions a given protocol can be made more secure in a wide variety
of ways by means of the different dialects used in such lingo compositions.

We substantially extend the work in [8] by concentrating on the design of
lingos, instead of the design of dialects as a whole, and developing new formal
patterns to create and transform new lingos from simpler ones. This is a more
flexible and computationally more efficient approach that increases the security
of transformed lingos (and therefore of dialects) and provides a simpler method-
ology for designing new lingos and dialects out of previous ones and increasing

4 By “message” we mean a unit of information transferred by the protocol, and can
mean anything from a packet to a message in the traditional sense.
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their security. In particular, we are able to replace two important formal patterns
for dialects in [8] by much simpler similar formal patterns for lingos. Lingos rely
on constantly changing secret parameters, which are generated by a pseudoran-
dom number generator shared throughout, itself parametric on a single shared
secret, an approach to lingo design introduced by Gogeneni et al. in [11].

From the software engineering point of view, the importance of formal pat-
terns —in particular that of lingos and dialects— is that they make possible
the design and verification of distributed systems of much higher quality than
those developed in a traditional way, and they endow such systems with desired
new features —for dialects with new lightweight security features— in a fully
modular way. As explained in [20], formal patterns provide a modular, generic
way of developing formal executable specifications of system designs that can
be subjected to systematic formal verification before they are implemented and
support the correct by construction development of high quality systems with a
notable economy of effort and a high degree of reusability. Mathematically, the
dialect formal pattern is a theory transformation definable as a partial function:

D : PLingos x Protocols > (4,,P) — Dy, (P) € Protocols

where PLingos and Protocols denote classes of executable specifications, i.e.,
of executable theories, respectively specifying the classes of parametric lingos
and communication protocols. Likewise, as we explain in the paper, lingo formal
patterns are similar theory transformations mapping one or more lingos to a new
lingo enjoying specific formal properties.

1.1 Related Work

Probably, the first work on dialects is that of Sjoholmsierchio et al. in [24]. In
this work, the dialect is proposed as a variation of an open-source protocol to
introduce new security measures or remove unused code, and is applied to the
OpenFlow protocol, introducing, among other things a defense against cipher-
suite downgrade attacks on TLS 1.2. This variation was independent of TLS, and
was achieved by adding proxies, thus allowing for modification without touching
the rest of the system and foreseeing the use of dialects as thin layers. In later
work by Lukaszewski and Xie [14] a layer 4.5 in the TCP/IP model was proposed
for dialects. In our own model we also make use of proxies for both sending and
receiving parties, but stop short of proposing an additional official layer.

The threat model we use in this paper, and the one used in [8], is similar
to that used by Goginieni et al. in [11] and Ren et. al [22]: an on-path attacker
who is not able to corrupt any members of the enclave, as discussed earlier.
We have also followed the suggestion in [22] to view dialects as composable
protocol transformations. In this paper, we simplify this approach by reducing
dialect transformations to more basic lingo transformations, which are generic,
compositional methods for producing new lingos (and thus new dialects) from
old ones.

In [10,11,15] Mei, Gogineni, et al. introduce an approach to dialects in which
the message transformation is updated each time using a shared pseudo-random
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number generator. This means that the security of a transformation depends as
much, and possibly more, on its unpredictability as it does on the inability of
the attacker to reproduce a particular instance of a transformation. We have
adopted and extended this approach. In particular, we model a transformation
as a parametrized function, or lingo, that produces a new message using the
original message and the parameter as input. Both the lingo and the parameter
can be chosen pseudo-randomly, as described in [8].

None of the work cited above (except [8]) applies formal design and evaluation
techniques. However, in [26] Talcott applies formal techniques to the study of
dialects running over unreliable transport, such as UDP. [26] is complementary
to our work in a number of ways. First, we have been looking at dialects running
over reliable transport, such as TCP. Secondly, we concentrate on a particular
attacker model, the on-path attacker with no ability to compromise keys or
corrupt participants, and then explore ways of generating dialects and lingos that
can be used to defend against this type of attacker. In [26], however, the dialects
are relatively simple, but the attacker models are explored in more detail, giving
the attacker a set of specific actions that it can perform. Like our model, the
work in [26] is formalized in the Maude formal specification language, providing
a clear potential synergy between the two models in the future.

1.2 Contributions of this paper

1. We present a theory of lingos that adds important new properties, transfor-
mations and composition operations to the notion of lingo introduced in [8].
The main goal of this theory is to improve the security of protocol dialects.

2. We show that these new lingo transformations and composition operations
are formal patterns [19] that guarantee desired properties and replace and
greatly simplify two earlier formal patterns for dialects in [8]. These lingo
transformations provide new compositional techniques for creating new lin-
gos and dialects.

3. We provide formal executable specifications in Maude [5] for various lingos,
their transformations and compositions, and dialects. For more information
on them, see [9].

Section 2 substantially extends lingos beyond [8] and provides a wealth of
new results about lingos and lingo transformations. Section 3 provides new lingo
composition operations and proves their properties. Section 4 recalls the dialect
notion and illustrates it with various examples. Section 5 concludes the paper.

2 Lingos

A lingo is a data transformation f between two data types D; and D, with
a one-sided inverse transformation g. The transformation f is parametric on a
secret parameter value a belonging to a parameter set A. For each parameter a,
data from D; is transformed into data of Dy, which, using the same parameter
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a, can be transformed back into the original data from D; using the one-sided
inverse g. In all our applications, lingos will be used to transform the payload
of a message of sort D, appearing in some protocol P whereas Dy will then be
the data type of transformed payloads. Such transformed payloads can then be
sent, either as a single message or as a sequence of messages, to make it hard for
malicious attackers to interfere with the communication of honest participants,
who are the only ones knowing the current parameter a € A. The point of a lingo
is that when such transformed messages are received by an honest participant
they can be transformed back using g (if they were broken into several packets
they should first be reassembled) to get the original payload in D;.

Briefly, the set D; can be thought of as analogous to the plaintext space, the
set Do as analogous to the ciphertext space in cryptographic systems, and the
parameter set A (also known as the secret parameter set) as analogous to the key
space. The elements of A are generally required to be pseudorandomly generated
from a secret shared by enclave members, so it can’t be guessed in advance, and
it is also generally updated with each use, so information gleaned from seeing
one dialected message should not provide any help in breaking another. How-
ever, it is not necessarily required that an attacker is not be able to guess a after
seeing f(d1,a). The only requirement is that it is not feasible for the attacker to
compute f(d,a) without having been told that a is the current parameter for
f(di,a). This is for two reasons. First, the lingo is intended to provide authenti-
cation, not secrecy. Secondly, the lingo is only intended to be secure against an
on-path attacker [8] that can eavesdrop on traffic but not interfere with it. Thus,
if an enclave member sends a message f(dp,a), the attacker, even if it learns a,
can’t remove f(dy,a) from the channel and replace it with f(d},a) where d} is a
message of the attacker’s own choosing. It can send f(d}, a) after f(dy, a) is sent,
but f(d},a) may not be accepted if the secret parameter is changed each time
the message is sent. The enforcement of the policy on the sharing and updating
of parameters is the job of the dialect, which will be discussed in Section 4.

Definition 1 (Lingo). A lingo A is a 5-tuple A = (D1, D2, A, f, g), where Dy,
Dy and A are sets called, respectively, the input, output and parameter sets, f,
g are functions f : D1 x A — Doy, g : Dy x A — D such that® Vd, € Dy, Va € A,
9(f(d1,a),a) = dy. We call a lingo non-trivial iff D1, D2 and A are non-empty
sets. In what follows, all lingos considered will be non-trivial.

Note that a lingo A = (D1, Da, A, f,g) is just a three-sorted (X, E)-algebra,
with sorts® Dy, Dy and A, function symbols f : Dy x A — Dy and g : Dy x A —
Dy, and E the single X-equation g(f(d1,a),a) = d;.

® The equality g(f(di,a),a) = di can be generalized to an equivalence g(f(d,a),a) =
d. The generalization of lingos to allow for such message equivalence is left for future
work.

5 Note the slight abuse of notation: in X, D;, Dy and A are uninterpreted sort names,
whereas in a given lingo A" = (D7, D5, A’, f',g’), such sorts are respectively inter-
preted as sets Dj, D5 and A’ and, likewise, the uninterpreted function symbols f
and g in X are interpreted as actual functions f’ and ¢’ in a given lingo.
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Note the asymmetry between f and g, in the lingo definition, since we do not
have an equation of the form Vdy € Do, Va € A, f(g(dz,a),a) = da. The reason
for this asymmetry is that, given a € A, the set {f(d1,a) | d1 € D1} may be a
proper subset of Dy. However, we show in [9] that the equation f(g(dz,a),a) = da
does hold for any dy € {f(dy,a) | di € Dp}. Other results and proofs are
included in [9]. Of course, for the special case of a lingo such that Va € A,
Dy = {f(dy,a) | di € D1}, the equation Vdy € Do, Va € A, f(g(da,a),a) = do
will indeed hold. In particular, the set equality Dy = {f(d1,a) | d1 € D1} holds
for all a € A in the following example.

Ezample 1 (The XOR{n} Lingo). Let Azor{n} = ({0,1}",{0,1}™,{0,1}", &, ®),
with @  :{0,1}"™ x {0,1}"™ — {0,1}" the bitwise exclusive or operation.

Note that Agor-{n} is parametric on n € N\ {0}. That is, for each choice of
n > 1 we get a corresponding lingo. This is a common phenomenon: for many
lingos, D1, Dy and A are not fixed sets, but parametrized data types, so that for
each choice of the parameter we get a corresponding instance lingo. For a more
detailed explanation of parametrized data types, see [9].

Ezample 2 (XOR-BSEQ Lingo for Bit-sequences). Yet another variation on the
same theme is to define the A, pseq lingo, whose elements are bit sequences of
arbitrary length.

Note that {0,1}"™ is not the only possible parametrized data type on which a
lingo based on the zor operation could be based. A different parametrized data
type can have as elements the finite subsets of a parameter set D, and where
the zor operation is interpreted as the symmetric difference of two finite subsets
of D. A finite subset, say, {a,b,c} C D, with a,b,c € D different elements, can
then be represented as the expression a xzor b zor c¢. For D a finite set, there is
an isomorphism between its power set P (D) with symmetric difference, and the
function set [D — {0,1}] with pointwise zor of predicates p,q € [D — {0, 1}],
ie, p zor ¢ = Ad € D. p(d) zor q(d), which when |D| = n is isomorphic to
{0,1}" with pointwise zor.

Ezample 38 (Divide and Check (D&C) Lingo). Let Apgc = (NN x N, N, f, g),
given Vn,a,x,y € N then:

— f(n,a) = (quot(n + (a + 2),a + 2),rem(n+ (a + 2),a + 2))
= 9((z,y),0) = (z-(a+2)) +y—(a+2)

where quot and rem denote the quotient and remainder functions on naturals.

The idea of the Apgc lingo is quite simple. Given a parameter a € N, an input
number n is transformed into a pair of numbers (x, y): the quotient x of n+a+2
by a+2 (this makes sure that a+2 > 2), and the remainder y of n+a+2 by a+2.
The meaning of “divide” is obvious. The meaning of “check” reflects the fact that
a receiver of a pair (z,y) who knows a can check x = quot((z-(a+2))+y,a+2))
and y = rem((z- (a+2)) +y,a+2)), giving some assurance that the pair (z,y)
was obtained from n = (z-(a+2))+y— (a+2) and has not been tampered with.
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This is an example of an f-checkable lingo (see Section 2.1 below), whereas no
such check is possible for any of the isomorphic versions of the A,,, lingo (see
again Section 2.1 below).

For a detailed explanation with Maude formal executable specifications of
Examples 1, 2 and 3, we refer the reader to [9].

2.1 f-Checkable Lingos and the A — A! Lingo Transformation

In this section we discuss lingos where the validity of the generated payloads can
be checked by the dialect. We define a lingo transformation that substantially
reduces the probability of an attacker successfully forging a message.

Definition 2 (f-Checkable Lingo). A Lingo A = (D1, D2, A, f,g) is called
f-checkable iff Va € A, 3dy € Do s.t. Bdy € Dy s.t. do = f(dy,a).

Above, A is understood, not as a fixed lingo, but as an equational theory
specifying lingos. Therefore, the “f” in “ f-Checkable Lingo” is an uninterpreted
function symbol. However, once an actual interpretation for the theory A is given,
and therefore for Dy, Do, A, f and g, f becomes interpreted as the concrete
function specified by that interpretation.

Note that the A, lingo of Example 1 is not f-checkable. We call a lingo
A = (D1,Ds, A, f,g9) symmetric iff (Da, D1, A, g, f) is also a lingo. Obviously,
Agor 18 symmetric. Any symmetric lingo is not f-checkable, since any dy € Do
satisfies the equation f(g(ds,a),a) = da.

Ezample 4. The Apgc lingo of Example 3 is f-checkable. Indeed, for each a € N,
any (z,y) with y > a + 2 cannot be of the form (z,y) = f(n,a) for any n € N.
This is a cheap, easy check. The actual check that a d; exists, namely, the check
(z,y) = f(9((x,y), a),a) provided by [9] (where proofs of all theorems are given),
was already explained when making explicit the meaning of "C" in Apgc.

The following theorem explains how to build an f-checkable lingo. The proof
is in [9].

Theorem 1. Let A = (D1, D3, A, f,g) be a lingo, where we assume that Dy,
Dy and A are computable data-types and |Dy| > 2. Then, A* = (D, Dy x Do,
A® A, f¥ g%) is an f-checkable lingo, where:

— A® A= Ax A\ ida, with ida = {(a,a) € A%|a € A}
- fu(dh (a’7a’/>) = (f(d17a)7f(dl7a/))
= ¢*((d2, d3), (a,)) = g(d2, a).

Ezample 5 (f-checkable transformed version of Ayor{n}). The lingo transforma-
tion A+ A* maps Ago-{n} in Example 1 to the f-checkable lingo A%, {n} =
({0,137, {0,1}" x {0,1}",{0,1}" ® {0, 1}", &F, &F).
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2.2 Malleable Lingos

A cryptographic function is called malleable if an intruder, without knowing
the secret key, can use one or more existing encrypted messages to generate
another, related, message also encrypted with the same secret key. In a similar
way, if a lingo A is what below we call malleable, an intruder can disrupt the
communication between an honest sender Alice and an honest receiver Bob in a
protocol P whose messages are modified by means of a lingo” A by producing a
message compliant with a secret parameter a € A of A supposedly sent from Alice
to Bob (who share the secret parameter a), but actually sent by the intruder.

Definition 3 (Malleable Lingo). Let A = (D1, D, A, f,g) be a lingo, which
has been formally specified as the initial algebra of an equational theory (X4, E4).
A is called malleable iff there exists a recipe, i.e., a Xa-term t(z,y) of sort Do

with free variables x,y of respective sorts Do and A, as well as a subset Ag C A
such that Vdy € D1, Ya € A, Ya' € Ay,

1. f(dy,a) #t(f(d1,a),d"), where, by convention, t(f(dy,a),a’) abbreviates the
substitution instance t{x — f(dy,a),y > a'}
2. 3d} € Dy such that t(f(d1,a),a’) = f(d},a).

Ezample 6. The lingo A,or{n} from Example 1 is malleable. The recipe t(x,y)
iszdy, and Ay = {0, 1}"\{?} Then, for any a’ € Ay we have, t(f(d1,a),a’) =
dy ® a®a # dy B a, which meets condition (1), since o’ # ﬁ and @ is a group
addition; and it meets condition (2), since t(f(d1,a),a’) = f(d1 © a’,a). An
attacker needs not know d; @ a’.

The notion of an f-checkable lingo of Section 2.1 provides a first line of defense
against an intruder trying to generate a payload compliant with a secret pa-
rameter a. However, the example below shows that an f-checkable lingo may be
malleable.

Ezample 7. The lingo A%, {n} from Example 5 with n > 2 is malleable with
recipe t((71,22), (y1,92)) = (1 © y1,22 ® y1) and Ag = {(y1,72) € {0,1}" ®
{0,1}™ | y1 # 0 }. Indeed, for any dq € {0,1}", (a1, a2) € {0,1}" ® {0,1}", and
(a},a%) € Ao, we have:

L. t(f*(d1, (a1, a2)), (a},ab))) = (d1 ® a1 D a}, d1 @ as @ a}) so that, by af # ﬁ,
we have fﬂ(dlﬂ (a1,a2)) # t(fﬁ(db (a1,a2)), (a1, a3))).

2. From t(f*(dy, (a1,a2)), (a},ab))) = (dy ® ay @ a),dy © ay ® a}) it trivially
follows that there is a d}, namely, d; = d; @ a}, such that f*(d}, (a1,as)) =
(di ® ay @ a1, d1 ® a} @ az) = t(f(d1, (a1, a2)), (af, a3)))-

Therefore, A% {n} with n > 2 is malleable. An attacker needs not know d,
only needs to use f#(dy, (a1,az)), choose (a,a’) € Ag, and then use t.

" I.e., honest participants that use a dialect DA(P) based on P and A to modify their
messages (see §4).
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Examples 6-7 suggest the following generalization of Theorem 1 above. The
proof is in [9].

Theorem 2. Let A = (D1, Ds, A, f,g) be a lingo which has been formally spec-
ified as the initial algebra of an equational theory (X4, EA) and is such that: (i)
Dy C Dy, (ii) there is a subset Ag C A with at least two different elements ag, ay
and such that Vdy € Dy, Ya' € Ay, f(d1,a’) # dv, and (i5) ¥V dy € Dy, Va € A,
Va' € Ao, f(f(di,a),a’) = f(f(di,a’),a). Then both A and A* are malleable.

Remark 1. Note that we don’t require a specification of the relation between
the two plaintexts d; and d (as is done in the informal definition given at the
beginning of this section) except for both belonging to D;. This still captures
the way in which an attacker would take advantage of a malleable function but
is more straightforward to reason about.

Remark 2. Note that the recipes are used with two arguments: the ciphertext
f(di,a) and a parameter a’ in Ay. It is also possible to ignore f(dy,a), i.e., for
some lingos the attacker may generate a random cyphertext that, due to mal-
leablity, can be mistaken for a genuine message by the receiver. More generally,
other notions of lingo malleability besides that in Def. 3 may be studied.

Remark 3. Malleability is in general undesirable, but some threats introduced
by it are mitigated by the on-path attacker model. For example, the on-path
attacker cannot substitute a message f(d}, a) for the message f(dy, a) from which
it was derived. But there are also other cases, for example if we allow repeated
parameters, or encounter a situation in which an attacker can send a random
message which a receiver could mistake for some f(di,a), as in Remark 2.

Finally, one would like to transform a possibly malleable lingo A into a non-
malleable lingo A’. Developing general methods for proving that a lingo is non-
malleable is a topic for future research. Note, however, that in cryptography
non-malleability of a cryptosystem has been shown to be equivalent to authen-
ticated encryption [2,3]. This may or may not be the case for protocol dialects,
which use a weaker attacker model. In [9], we discuss authenticating lingos and
a transformation mapping a lingo to an authenticating one which we conjecture
can be used to build non-malleable lingos out of malleable ones.

3 Lingo Compositions

Lingos can be composed in various ways to obtain new lingos. Lingo composi-
tions provide modular, automated methods of obtaining new lingos from existing
ones. Such compositions are often stronger, i.e., harder to compromise by an at-
tacker, than the lingos so composed. We define here two such lingo composition
operations, namely, horizontal and functional composition of lingos.
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3.1 Horizontal Composition of Lingos

Given a finite family of lingos 7 = {A;}1<i<k, k > 2, all sharing the same input
data type D;, their horizontal composition, denoted @7 is intuitively their
union, i.e., in @ A the input data type D; remains the same, Do is the union
of the Dy ;, 1 < i <k, and A is the disjoint union of the A4;, 1 < i < k. @X
is a more complex lingo than each of its component lingos A;, making it harder
to compromise by an attacker, because it becomes a hydra with k£ heads: quite
unpredictably, sometimes behaves like some A; and sometimes like another A;.
Furthermore, it has a bigger parameter space, since |[A| = Xi<;<k|Ai].

Definition 4 (Horizontal Composition). Let 7 be a finite family of lingos

= {A;}1<i<k, k > 2, all having the same input data type Dq, ie., A; =
(D1, Dsi, Asy fiygi), 1 <i < k. Let 70 = (do.1,...,dok) be a choice of default
Dy ;-values, do; € Ds;, 1 < i < k. Then, the horizontal composition of the
lingos with default Do ;-values jo is the lingo:

PA=0i, |J Dois |J Aixiitef,a7)
7

1<i<k 1<i<k
where, for each dy € Dy, dy € |J;<;<p D2.i, and a; € A;, 1 <i <k,

1. @7 = A(di, (ai,1)). fi(d1, a;),
2. @? = )\(dg, (az,z)) if d2 S Dg.i then gi(d“ ai) else gl(dgl,al)

@d—g A is indeed a lingo: @7(@7(%, (ai,1)), (@i, 1)) = gi(fi(dr,a:),a;) = dy.

We have already pointed out that, in practice, two protocol participants using a
lingo to first modify and then decode a payload dy that, say, Alice sends to Bob,
agree on a secret parameter a € A by agreeing on a secret random number n,
because both use a function param : N — A to get a = param(n). This then poses
the practical problem of synthesizing a function @param : N — Ui<icr Ai x {i}

for @d—g X out of the family a functions {param; : N — A;}1<;<x used in each of
the lingos A;. Furthermore, different lingos in the family Z may have different
degrees of strength against an adversary. This suggests favoring the choice of
stronger lingos over that of weaker lingos in the family A to achieve a function
@W that improves the overall strength of EBd—g 7 This can be achieved
by choosing a bias vector ? = (B1,...,Br) € NE so that, say, if lingo A;
is deemed to be stronger than lingo A;, then the user chooses 3; > ;. That

is, ? specifies a biased die with k > 2 faces, so that the die will show face
7 with probability Z‘lfi‘;kﬁ Therefore, we can use a pseudo-random function

thmw? : N — {1,...,k} simulating a sequence of throws of a k-face die with
bias ﬁ to get our desired function @pamm as the function:

@param(n) = (pammthmw_ﬂ,(n) (n), throwg(n)).
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Ezxample 8. To see how horizontal composition can strengthen lingos, consider
the D&C lingo described in Example 3, in which f(n,a) = (z,y) where x =
quot(n + (a + 2),a + 2) and y = rem(n + (a + 2),a + 2). We note that any
choice of 0 < y < a + 2 will pass the f-check, so the choice of y = 0 or 1 will
always pass the f-check. To counter this, let reverse-D&C be the lingo with
f(n,a) = (y,x), where y and x are computed as in D&C. The attacker’s best
strategy in reverse-D&C is the opposite of that in D&C. Thus composing D&C
and reverse-D&C horizontally with a bias vector (.5,.5) means that the attacker
strategy of choosing the first (respectively, second) element of the output to
be 0 succeeds with probability 0.5 in any particular instance, as opposed to
probability 1 for D&C by itself.

The following result follows easily from the definition of horizontal composition.

Lemma 1. If each A; in 7 = {Ai}1<i<k, k > 2, is f-checkable, then @Jg 7 18
also f-checkable.

Ezample 9 (Horizontal composition of XOR-BSeq and D&C Lingos). The lingos
Agor.Bseq of Example 2 and Apgc of Example 3 share the same Dy, namely, N.
Therefore, they do have a horizontal composition Agor. BSeq @70 Apgc for any

choice of 70.
We refer the reader to [9] for details on the executable specification of hori-
zontal composition in Maude.

3.2 Functional Composition of Lingos

Given two lingos A and A’ such that the output data type D of A coincides
with the input data type of A’, it is possible to define a new lingo A ® A’ whose
f and g functions are naturally the compositions of f and f’ (resp. ¢’ and g) in
a suitable way. Moreover, A and A’ can be chosen so that A ® A’ is harder to
compromise than either A or A’.

Definition 5 (Functional Composition). Given lingos A = (D1, D, A, f, g)
and A" = (Dy, D3, A, f,g"), their functional composition is the lingo A ©® A’ =
(D1, D3, AxA', f-f', g*g’), where for each dy € Dy, d3 € D3, and (a,a’) € AxA’,

- f ' fl(dla (a7al)) —def f/(f(dha)aa/);
- g *gl(d3a (ava/)) =def g(g/(dSaa/)va)'

(D1,D3,Ax A" f-f',g%¢") is indeed a lingo, since we have:

g* g/(f : f/(dh (a, a/))7 (a, al)) = g(gl(f/(f(dl, a)7al)’a/)7a)
= g(f(dlaa)aa) =dy.

Lemma 2. Given lingos A = (Dy,Da2, A, f,g) and A" = (D2, D3, A", ', q"), if
A" is f-checkable, then A ® A’ is also f-checkable.
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Ezample 10 (Functional composition of XOR-BSeq and D&C Lingos). The lin-
808 Azor. Bseq of Example 2 and Apgc of Example 3 are functionally composable
as Azor.Bseq © Apg.c, because N is both the output data type of Azor. Bseq and
the input data type of Apgc. Note that, by Lemma 2 above, and Theorem 1
above, Azor.BSeq © Apg.c is f-checkable, in spite of Ao, pseq NOt being so.

We refer the reader to [9] for details on the executable specification of func-
tional composition in Maude.

4 Lingo Transformations and Dialects as Formal Patterns

We make the notion of a formal pattern as a transformation of rewrite theories
explicit and explain how it applies to both lingos and dialects. Since dialects are
parametric on the chosen lingo and the chosen protocol, we begin by explaining
how protocols are formalized as generalized actor rewrite theories. With all these
notions in hand we can explain in detail the lingo formal pattern and its rewriting
logic semantics and give examples of different dialects for a given protocol based
on the choice of various lingos, sometimes themselves compositions of simpler
ones. Finally, we explain how both the lingo formal pattern, lingos and dialect
formal patterns are specified as formal executable specifications in the Maude
rewriting logic language [5], a theme further developed in [9].

4.1 Protocols as Generalized Actor Rewrite Theories

Actors [1] are a widely used model for distributed systems, in which concurrent
objects communicate through asynchronous message passing. When an actor
consumes a received message it can change its state, send new messages, and
create new actors. Actor systems can be formally specified and executed as
actor rewrite theories [17]. In rewriting logic [16] a concurrent system can be
formally specified and executed as a rewrite theory R = (X, E, R), with (X, E)
an equational theory with function symbols X and equations E that specifies
the concurrent system’s states as elements of the initial algebra (algebraic data
type) Tx/p of (X, E), and where the system’s local concurrent transitions are

specified by rewrite rules in R of the form u(x1,...,z,) = v(x1,..., 2T, ), where
w(xy,...,x,) is a X-expression identifying those local state fragments that can
make a local transition to a state fragment of the form v(zy,...,z,). Under

natural assumptions, a rewrite theory R = (X, E, R) is executable by rewriting.
Maude [5] is a declarative programming language whose programs, called sys-
tem modules, are rewrite theories declared as mod (X, E, R) endm. Maude has
a functional sublanguage of functional modules, which are equational theories
declared as fmod (¥, E) endfm, specifying an algebraic data type Ty, g. For ex-
ample, (more on this in Section 4.3) lingos are algebraic data types that can be
naturally specified as functional modules in Maude.

Any communication protocol P can be formally specified and programmed
as a generalized actor rewrite theory P = (X, E' U B, R) [12]. The rewrite rules
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Fig. 1: Dialect meta-objects (enhanced from [8]).

of an actor rewrite theory are of the form:
(to B from A: M) < B:Cl|atts >— < B:Cl|atts’ > msgs actors.

They specify how actor B of class Cl, upon receiving a message from actor
A, can change its local state (the attribute-value pairs atts) to atts’ and may
generate several new messages msgs and several new actors actors. Any such
rule specifies an asynchronous local concurrent transition in a distributed state
(called a configuration) which is a multiset of objects and messages built up with
a multiset union operation _ _ (juxtaposition) satisfying the axioms B of asso-
ciativity, commutativity and empty multiset §) as unit element [17]. Generalized
actor rewrite theories allow also rules of the form:

< B:Cl|atts > — < B:Cl|atts" > msgs objs.

describing active actors that can also change their state and generate new mes-
sages and actors without receiving a message.

Because of space limitations, we refer the reader to [9] for details on how
lingos can be used as Formal Patterns.

4.2 The Dialect Transformation as a Formal Pattern

The dialect transformation can be formalized as a formal pattern of the form:
D : GralActorRewThs x PLingos > (P, A,) — Dy, (P) € GralActorRewThs

where P is a protocol, i.e., a rewrite theory in the class® GralActorRewriteThs
of generalized actor rewrite theories, and D, (P) is another protocol obtained
from P by means of A,, where A, is a lingo with parameter function p in the
class PLingos, that is, A, adds to a lingo A a parameter function p : N — A.
The essential ideas about the dialect D4, (P) are summarized in Figure 1.
Suppose that Alice and Bob are actors in the protocol P and Alice sends payload
m to Bob in a message. What happens instead in D, (P) is that Alice and Bob

8 Hereafter we assume generalized actor systems whose actors do not create new actors.
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in : < O1:DC|in.buffer : Min, atts’ > (to O1 from Oz : P)
— < O71:DC|in.buffer : (M;n U (to O1 from Oz : P), atts’ >

out : < O1:DC | conf:(<O1:C|atts > (to Oz from O1 : P)U M),
peer.counters : R, atts’ >
— < 01:DC | conf:(<O1:C|atts> M\ (to Oz from O1 : P)),
update(peer.counters : R, atts') >
(to Oz from Oy : f(P,param(R[O2])))

deliver : < O1: DC| conf : (< O1: C | atts > M), in.buffer : My,
peer.counters : R, atts’ >
— < O01:DC|conf : (< O1:C | atts > M U {g(Mseiected, param(R[O2])) },
in.buffer : (Min, \ Msetected),
update(peer.counters : R, atts’) >
if size(M;n) > egressArity N\ Mseiected := take(egressArity, M;n) A
fromOidTag(Mseiected, R) = true .

Fig. 2: Meta-Actor Rewrite Rules.

behave as before, that is, their original protocol P remains the same. However,
unbeknownst to Alice and Bob, their communication is now mediated by their
corresponding meta-actors (also named Alice, resp. Bob) inside which they are
now wrapped. Alice’s meta-actor transforms the original payload m into f(m,a),
and Bob’s meta-actor decodes f(m,a) into g(f(m,a),a) = m using A, and
the shared secret parameter a. Of course, if Bob replies to Alice with another
message, the roles are exchanged: now Bob’s meta-actor will transform the new
payload m’ to f(m/,a’) and Alice’s meta-actor with get back m’ because they
now share a new secret parameter a’. Since parameters change all the time,
dialects become moving targets for an attacker.

But what is a meta-actor? In rewriting logic a meta-actor of class Dialect
will have the general form: < o : Dialect|conf :< o : C|alts >, datts >.
That is, one of the attributes in the state of the meta-actor is called conf and
consists of a configuration of objects and messages with a single object, namely,
< 0:C|atts > and, at various times, either an incoming message addressed to
o0, or outgoing messages sent by o to other actors.

datts denotes the rest of the dialect meta-actor’s state (i.e., it remaining
attribute-value pairs). What are they? Besides the object attribute conf, Dialect
meta-actors have the following additional attributes: (i) in.buffer: a buffer of
incoming messages to which the lingo’s decoding function ¢ has not yet been
applied; and (ii) peer.counters: a map from actor names to natural numbers
that serves as a counter for the number of messages exchanged. It is also used
to generate (using the parameter function p) the new secret parameters used by
the lingo’s f and ¢ functions for communicating with other actors.
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The behavior of a Dialect meta-actor is specified by the rewrite rules in Fig-
ure 2. These can be summarized as follows: (i) rule in collects incoming messages
for the wrapped actor in the in.buffer attribute; (ii) rule out processes messages
produced by the wrapped protocol, sending the transformed messages into the
network, by applying the lingo’s f function with the corresponding parameter;
and (iii) rule deliver processes messages stored in the buffer, by applying the
lingo’s g function with the proper parameter, delivering the original version of
the message to the protocol. Rules out and deliver apply f and g, respectively,
and supply the parameter a by calling the lingo’s param function, which com-
putes a parameter a € A from a number n € N. The dialect meta-object keeps
parameters changing by supplying to the param function the current message
number from the map in peer.counter. This turns dialects into moving targets.

Ezample 11 (Transforming protocols by means of Protocol Dialects). Let us lever-
age the various lingos introduced in previous sections to incrementally construct
more sophisticated, and possibly more secure, protocols through the use of di-
alects. We use as core protocol a parametric version of MQTT, denoted M qtt{D}
and explained in [9], where D represents the data-type of the message payloads
(e.g., bit-sequences of n € N). Furthermore, we denote any given lingo as A;4{D},
where id identifies the lingo and D indicates the input data type. For instance,
Apgc{BitSEQ{N}} refers to the divide and check lingo over bit-sequences of
length n € N.

As a first transformation, we can use the lingo presented in Example 1. To
do so, we can instantiate a dialect D4, (P) over MQTT, using the xor lingo over
a payload consisting of 1 byte, i.e. a bit-sequence (or vector) of length 8. The
resulting protocol is denoted by D, . (Bitspo(s)} (Mqtt{BitSEQ{8}}).

It is important to note that we can, in a very intuitive way, upgrade or
adapt the new protocol to meet specific needs. For instance, we can increase the
parameter size by just increasing the input parameter. This leads to a new pro-
tocol such as D, (BitsEQ{2s6}} (Matt{ BitSEQ{256}}), which operates over
32-byte payloads.

A similar approach can be applied to both parameters of a Dialect: the lingo
and the underlying protocol. For instance, consider replacing the XOR{N} lingo
for the XOR-BSEQ lingo introduced in Example 2. These kind of substitutions
are valid provided that both the input data type of the lingo and protocol co-
incide. For this purpose, we can instantiate the protocol’s data type to be the
natural numbers, that is bit sequences of arbitrary length. Accordingly, the re-
sulting protocol can be expressed as Dy, ,, ps., (Mgtt{Nat}). Furthermore, we
can change the lingo to the divide and check lingo given in Example 3 in a
straightforward way since both XOR-BSEQ and D&C share input data types.
The resulting protocol is Dy, . (Mqtt{Nat}).

Furthermore, we can use lingo transformations to construct more sophisti-
cated dialects. For example, one may horizontally compose XOR-BSEQ with
D&C, as illustrated in Example 9. Then, we can use this new lingo to yield a
new protocol defined as DAa;or.BSeq@jUAD&C (Mgtt{Nat}). Another protocol can

be obtained by using the functional composition from Example 10. The resulting
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protocol would be Dy, e..04pec (Mqtt{Nat}). For a more detailed descrip-
tion of all these instantiations, we refer the reader to [9].

Last but not least, this work provides a substantial extension and simplifi-
cation of the previous theory of dialects in [8] that includes, not only new lingo
properties and formal patterns, but the replacement of the former horizontal,
resp. vertical, dialect composition operations in [8] by the simpler and more
efficient notions of horizontal, resp. functional, lingo composition operations.

4.3 Lingos, Dialects, and their Formal Patterns in Maude

As shown in [9] and Section 4.2, dialects can be formalized as equational theories
with initial semantics, and dialect transformations as formal patterns composing
or transforming them. Likewise, we have seen that a dialect Dy, (P) is a formal
pattern transforming a generalized actor rewrite theory P into another general-
ized actor rewrite theory. Since Maude programs are exactly either equational
theories with initial semantics, or rewrite theories, both lingos and dialects, as
well as their transformations, can be made executable in Maude. In fact, all
the theoretical concepts and examples presented in this paper have been for-
mally specified in Maude at the same time that their theoretical properties were
proved. But the interest of these formal specifications is not just theoretical. On
the one hand, the D-transformation proposed in [13] provides a formal pattern
to automatically transform generalized actor rewrite theories into distributed
implementations; on the other hand, dialects formalized in Maude can be for-
mally analyzed by various model checking verification techniques, both in Maude
itself [5] and, for probabilistic properties, in the QMaude tool [23].

5 Concluding Remarks

Dialects are a resource-efficient approach as a first line of defense against out-
side attackers. Lingos are invertible message transformations used by dialects to
thwart attackers from maliciously disrupting communication. In this paper we
propose new kinds of lingos and make them stronger through lingo transforma-
tions, including composition operations, all of them new. These lingo transfor-
mations and composition operations are formal patterns with desirable security
properties. We also propose a refined and simpler definition for dialects by re-
placing two former dialect composition operations in [8] by considerably simpler
and more efficient lingo composition operations. All these concepts and trans-
formations have been formally specified and made executable in Maude.

Our next step is to explore lingos in action as they would be used by dialects
in the face of an on-path attacker. We have been developing a formal intruder
model that, when combined with the dialect specifications provided in this paper,
can be used for statistical and probabilistic model checking of dialects. This
model provides the capacity to specify the probability that the intruder correctly
guesses secret parameters. For this we are using QMaude [23], which supports
probabilistic and statistical model checking analysis of Maude specifications.
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Abstract. Bounded model finding is a key technique for validating soft-
ware designs, usually obtained by translating high-level specifications
into SAT/SMT problems. Although effective, such translations intro-
duce a semantic gap and a dependency on external tools. We present the
Maude Model Finder (MMF), a native approach that brings bounded
model finding to the Maude rewriting logic framework. MMF provides
a schema-parametric engine that repurposes symbolic reachability for
structural solving, generating finite object configurations from class dec-
larations and graph and data constraints without bespoke generators.
Technically, MMF explores a constrained symbolic rewriting system over
runtime states modulo an equational theory; SMT is used only to prune
states by constraint satisfiability and to discharge entailment checks for
subsumption and folding. We contribute a bounded, obligation-driven
calculus that separates object creation from reference assignment and
supports symmetry reduction by folding via Maude’s ACU matching. We
establish termination, soundness, and completeness of the bounded con-
struction within the declared bounds, and justify folding via a coverage-
preserving subsumption test. We focus on the calculus and its properties,
illustrating it on running examples supported by a Maude prototype.

Keywords: Rewriting Logic - Maude - Bounded Model Finding - Sym-
bolic Rewriting - Constrained Configurations - SMT

1 Introduction

Maude is a high-performance specification and analysis environment based on
rewriting logic and membership equational logic [61|7]. Its mainstream analysis
capabilities target dynamic properties, including reachability search and LTL
model checking for finite-state systems [2]|, and symbolic analysis for richer state
spaces, including symbolic reachability and rewriting modulo SMT |[3//16]. These
strengths make Maude an attractive semantic platform, but they do not directly
support a complementary task that is central in modelling language engineering:
bounded (structural) model finding.

* This work was supported by the European Space Agency under ESA Contract
4000133105/20/NL/AF (P-STEP project).
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Bounded model finding aims to generate finite object graphs within declared
bounds that satisfy (i) class and roleE| multiplicities, and (ii) structural and data
constraints. Such bounded instances are essential to debug metamodels and Ob-
ject Constraint Language (OCL) constraints, validate design assumptions, and
obtain concrete witnesses and counterexamples. Tools such as Alloy and the
USE validator provide this capability through SAT /SMT-based instance gener-
ation [11,/13]. In Maude, while one can execute specifications and explore be-
haviours, there is no out-of-the-box, schema-parametric mechanism dedicated to
bounded structural instance generation for object configurations. In our earlier
work on model subtyping with OCL constraints and safe reuse, bounded wit-
nesses were obtained via the USE validator, using its Kodkod-based back end
to check satisfiability of OCL constraints [4,5]. This paper internalises bounded
witness and counterexample generation within Maude.

We present the Maude Model Finder (MMF), a schema-parametric bounded
model finding approach for Maude object configurations. MMF formulates
bounded model construction as exploration of a constrained symbolic rewriting
system over runtime states modulo oriented equations E and algebraic axioms B
(such as associativity, commutativity, and identity). SMT is used only as a back-
ground solver to prune states by constraint satisfiability and to discharge entail-
ment checks needed for subsumption and folding |3|. Concretely, we contribute:
(1) a bounded, obligation-driven construction calculus that separates object allo-
cation from reference assignment and incrementally accumulates symbolic data
constraints; (2) redundancy reduction via folding, combining matching mod-
ulo ACU, shape indexing, and SMT-backed entailment; and (3) meta-theoretic
guarantees for the bounded calculus, including termination, soundness, and com-
pleteness within the declared bounds, and soundness of folding with respect to
semantic coverage. We focus on the calculus and its properties, illustrating it on
running examples supported by a Maude prototype.

The paper is organised as follows. Section [2] presents the MMF specification
style through a running example. Sections[3|and []introduce the semantic founda-
tions and the symbolic construction calculus. Section[5]describes the reachability
engine and its reduction pipeline, and Section [f] summarises the correctness re-
sults; full statements and proofs are available in the extended arXiv version of
this paper. Section [7] reports a proof-of-concept evaluation, followed by related
work and conclusions.

2 Specification with the Maude Model Finder (MMF)

We illustrate MMF on a small organizational schema with classes, references,
bounds, and symbolic data constraints. An MMF specification describes a
bounded family of admissible object graphs in three parts: (i) a schema declar-
ing classes and roles, (ii) a scope fixing finite class and role bounds, and (iii)
constraints, split into structural predicates over graphs and data invariants.

LA role is a typed reference between classes with a declared multiplicity range.
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MMF generates models by constrained symbolic rewriting over runtime states
(C'||¢), where C is an object-graph configuration (matched modulo ACU ax-
ioms) and ¢ is an accumulated Boolean constraint over symbolic attribute vari-
ables. Exploration proceeds in two phases: an object allocation phase creates
objects to meet class bounds, followed by a reference assignment phase that
enumerates admissible role values within role bounds. Branches are pruned as
soon as either (i) a monotonic structural error pattern is detected in the partial
graph, or (ii) the constraint becomes SMT-unsatisfiable; non-monotonic global
constraints are checked only on completed candidates (normal forms).

Schema and bounds. The running example has companies, employees, and
projects: a Company has a mandatory CEO and a set of projects; an Employee
may have a manager; a Project has a non-empty set of members. The schema
is written in Maude’s object-oriented style (Listing ; role multiplicities are
reflected by carrier sorts (e.g., 0id, Maybe{0id}, Set{0id}, NeSet{0id}), while
the effective branching space is fixed by explicit bounds. Listing declares a
finite scope via a constant boundsDecl: classB fixes class cardinalities and roleB
constrains, per role, the admissible target class and multiplicity range.

Listing 1.1. Schema for the CEO example.

omod ORG-PROJ-SCHEMA is
protecting MMF .
class Company | ceo : 0id , projects : Set{0id} .
class Project | members : NeSet{0id} .
class Employee | manager : Maybe{0id} .
endom

Listing 1.2. Example bounds for the CEO running example.

eq boundsDecl =
classB(Company, 1, 1) ;
classB(Employee, 2, 2) ;
classB(Project, 0, 2) ;
roleB(Company, ceo, Employee,
roleB(Company, projects, Project,
roleB(Employee, manager, Employee,
roleB(Project, members, Employee,

oo o

N =N =

Structural constraints. MMF supports two structural error predicates. First,
specErrorPredGraphPartial is evaluated on partial graphs to enable early prun-
ing. It includes intrinsic well-formedness checks (e.g., unique object identifiers,
no dangling edges, and adherence to upper bounds) and can be extended with
user-defined monotonic error patterns; once triggered, such errors cannot be re-
paired by further refinement. Second, specErrorPredGraph is evaluated only on
completed candidates (normal forms), to express non-monotonic constraints that
need the full graph. In this example, we forbid a manager for the CEO and re-
quire the management relation to be acyclic (Listing. Both predicates return
a value of sort TruthPred, whose sole constructor is tt. TruthPred is a dedi-
cated sort distinct from Maude’s Bool: error predicates are structurally matched
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against tt to detect violations, whereas Bool is reserved for SMT constraint
terms that are passed to the solver. Keeping the two sorts separate avoids ambi-
guity when Boolean SMT formulas are manipulated as first-class terms alongside
structural graph checks.

Listing 1.3. Global constraints (cycle detection helper omitted).

op ceoHasManager : Configuration ~> TruthPred .
var C E1 : 0id . var E2 : Maybe{0id} .
var CAS AS : AttributeSet . var CF : Configuration .
eq ceoHasManager(< C : Company | ceo : E1, CAS >
< E1 : Employee | manager : E2, AS > CF) = tt .
eq specErrorPredGraph(CF) =
ceoHasManager (CF) ttor managerCyclic(CF) .
- ttor: short-circuit disjunction (tt-or) over TruthPred; managerCyclic: DFS
< cycle check (omitted)

Data invariants via constraints. Data-level properties are expressed by equa-
tional hooksﬂ that contribute to the constraint ¢. The hook specInvOnCreate is
applied when an object is created; specInvOnSetRef is applied when a role value
is committed. In the example, each employee is given a symbolic integer level
constrained to a finite range; managers must have strictly higher rank (smaller
level), and the CEO must be at level 0 (Listing . Here i (0, AN), b(0, AN),
and r(0, AN) denote the symbolic SMT variables for the integer-, Boolean-, and
real-valued attribute AN of object 0, respectively (formalised in Section .

Listing 1.4. Equational constraints for the CEO example.

var E C : 0id . var M : Maybe{0id} .
eq specInvOnCreate(Employee, E) =
i(E, level) >= (0).Integer and i(E, level) < (3).Integer .
ceq specInvOnSetRef (Employee, manager, E, M) =
i(M, level) < i(E, level)
if M :: 0id .
eq specInvOnSetRef(Employee, manager, E, empty) = (true).Boolean .
eq specInvOnSetRef(Company, ceo, C, E) =
i(E, level) === (0).Integer .

Ezecution modes. An MMF specification consists of the schema, boundsDecl,
and the structural and data constraints above. The find mode enumerates valid
models with findAll, while findFirst searches for a single witness:

‘reduce in MF-DRIVER-META : findAll(initModel(find))

‘reduce in MF-DRIVER-META : findFirst(initModel(find))

If findFirst yields no solution (or findAll an empty set), the specification is
unsatisfiable within the declared bounds.

2 We use equational hook to mean a Maude equation, named by convention, that fires
on a specific construction event and returns a Boolean constraint contribution. This
is distinct from Maude’s built-in hook mechanism for foreign function interfaces.
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Counterexample search (check). The check mode reuses the same bounded con-
struction semantics and pruning, but it searches for a counterexample instead
of valid models. A counterexample is an admissible normal form that violates
a user-declared mixed property combining a graph pattern and attribute con-
straints. Graph patterns are executable predicates over the graph component
and, when monotonic, can be evaluated on partial graphs to prune early. At-
tribute violations are searched by conjoining the negation of a constraint into ¢;
a satisfiable final constraint witnesses a violating valuation. We illustrate check
with two small properties for the CEO example. The first property is structural
and detects a non-CEO employee without a manager (Listing [L.5]).

Listing 1.5. Graph property for check: non-CEO employee without manager.

op nonCeoWithoutManager : Configuration ~> TruthPred .
ceq nonCeoWithoutManager(< C : Company | ceo : CEO, CAS >

< E : Employee | manager : empty, AS > CF) = tt if E =/= CEO .
eq errorPredPropGraph(CF) = nonCeoWithoutManager(CF) .

Semantically, this graph property corresponds to an invariant Inv’g’:ggh. Op-

erationally, check uses errorPredPropGraph as an executable error predicate,
which returns tt precisely when Invi?P s violated.
The second is an attribute property that negates the intended level range

and searches for a satisfying violation (Listing .

Listing 1.6. Attribute-level property for check: level range (searched as a violation).

op propInvOnCreate : ClassId 0id -> Boolean .
eq propInvOnCreate(Employee, E) =
i(E, level) >= (0).Integer and i(E, level) < (3).Integer .

3 Semantic Foundations

We separate the declarative meaning of a specification from its operationalization

by the MMF calculus.

Definition 1 (Core model specification). A core model specification M =
(S, Invgfar;h, Inv;“r!ph, Invai,) defines the validity criteria for constrained model in-
stances. Here S is a Maude schema module declaring classes, attributes, and
subclass relations; Invgf;:,h and Invfgﬁgph are graph invariants for partial and com-
pleted graphs, respectively, with InvP

graph required to be monotonic; and Invay, is
the attribute invariant.

We view Invgf:)h as comprising an intrinsic well-formedness condition to-
gether with schema-provided monotonic constraints. Concretely, the intrinsic
component requires that (i) object identifiers are unique, (ii) for every reference
role, the current reference set does not exceed the declared upper multiplicity,
and (iii) the given bounds are consistent, in the sense that every target class
has an upper scope large enough to satisfy the maximum lower multiplicity de-

manded by any incoming role.
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Let G range over Maude object configurations—multisets of object records
(0 : C'| AS) under multiset union modulo ACU. We write G : S to denote that G
conforms to the schema, meaning that every object and reference in G respects
the declarations and typing in S.
part

graph

Inv;!ph are invariants. Operationally, MMF’s error predicates return tt when an
invariant is violated. For partial graphs, this check combines built-in and schema-
provided monotonic constraints. Thus, pruning checks the negation of semantic
invariants.

Remark 1 (Invariants vs. error predicates). At the semantic level, Inv and

Definition 2 (Bounded model specification). A bounded model specifi-
cation M, = (M, b) consists of a core specification M together with a scope b.
The scope assigns to each class C a finite cardinality interval [c,uc] and to
each role v : C — D a finite multiplicity interval [0y, u,|, bounding the number
of targets that each object of class C may have along r.

We write G : S iff G : S and all bounds in b hold in G: each class C occurs in
G with cardinality in [¢c, uc], and for each object o : C the set of target object
identifiers assigned to role r of o, denoted o.r, has cardinality in [¢,, u,].

Definition 3 (Constrained model instance). A constrained model instance
is a pair M = (G, p) where G is a graph topology (a finite set of typed object
records with role assignments, i.e., an object configuration G : S) and p is a
ground valuation for the attribute-level symbols occurring in G and in the at-
tribute invariant Inv,e, (G).

Definition 4 (Conformance). Let M, be a bounded specification. A con-
strained model instance M = (G, p) conforms to My, written M : My, iff:
G:S A (GEMNP ) A (GEINVY ) A (pE Invaw(G)).

graph graph

Definition 5 (Bounded semantics). Define [My] = {M | M : M }.

4 Symbolic State and Transition Semantics

We now turn to the formal machinery enabling automatic model finding, the
MMF calculus. Unlike operational semantics that evolves a system over time,
MMF employs a constructive symbolic transition system where configurations
denote partial graphs and transitions represent refinement decisions. This design
incrementally builds the graph, explicitly separating ezistence from topology.

This section formalizes the symbolic transition semantics of MMF. We first
define runtime states in Section [£.I} which encapsulate the partial graph and
symbolic constraints. We then detail the two-phase construction process: the
object generation phase in Section which allocates objects and their data
attributes, and the graph creation phase in Section [£.4] which enumerates refer-
ence topologies over the fixed object universe.
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4.1 States in the MMF Runtime

The MMF calculus operationalises the bounded satisfiability problem for a
bounded model specification M, as a finite reachability search over runtime
states. Let Configuration be the Maude configuration sort, i.e., multisets
of objects and control tokens under multiset union modulo ACU. We write
C,C" : Configuration. We write graph(G) for the object-graph fragment (a
multiset of object records), and ¢ for Boolean constraints over the background
SMT theories. Class and role identifiers are K and R; object identifiers O are
drawn from a finite pool bounded by b.

Definition 6 (Runtime states and graph projection). A runtime state is
a constrained configuration S = (C'|| ¢ ), where C is a multiset of objects includ-
ing graph(G) and control tokens modulo ACU, and ¢ is a Boolean constraint. Let
7w(C) be the graph projection that erases all runtime tokens from C and keeps
only the object records.

Semantically, S denotes a set of constrained model instances M = (7(C), p)
such that p | ¢; its denotation is given in Definition Object identifiers are
treated as fixed uninterpreted symbols during construction; only attribute-level
symbols are assigned values by the constraint valuations. A configuration C' pack-
ages both the evolving graph and bounded construction control. Its core tokens
include a phase marker phase(q) with ¢ € {objectBuild, refBuild}; an identifier
universe alllds(OS) indexed by class; an allocation cursor freshlds(OL) and the
set of allocated identifiers takenlds(7TT); lower-bound obligations missing(K,n)
and feasibility obligations need(K,n); and a reference-task pool refPool( RTL)
discharged in phase refBuild. These tokens are operational devices: they ensure
boundedness, phase discipline, and exhaustive enumeration.

Remark 2 (Role of runtime tokens). Runtime tokens (identifier pools, obliga-
tion counters, task lists, phase markers) are part of C' because they drive the
operationalization, support termination, and enable completeness by systematic
enumeration. They do not appear in the semantic satisfaction relation |=; the
link is mediated by the projection m and the state denotation [-].

4.2 Overview of the MMF Construction Calculus

The MMF calculus is two-phase: in phase objectBuild it allocates a bounded set
of objects, and in phase refBuild it assigns reference-valued attributes. Let B be
the structural axioms involved in the constructors of M and runtime tokens.
Each one-step move is a rule application on the runtime configuration C' modulo
B, followed by equational normalization by the oriented equations E modulo B.

We distinguish three layers of rewriting: a raw rule step operates on the
configuration C' (modifying the graph topology G); a normalized step applies
equational simplification; and a constrained step lifts the normalized structural
transition to the level of runtime states by accumulating the attribute constraints
implied by the structural change.
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Definition 7 (Raw rewriting step). We write C —>§;{;B C1 iff there exists

a rule in R with label £ and a substitution o (obtained by matching modulo B)
such that applying the instantiated rule bo rewrites C to C1 modulo B.

Definition 8 (Normalized rewriting step). We write C :>§%’?E/B C’ aff

there exists an intermediate C1 such that C _>§%(/TB Cy and C" = Cy [ g/ B, where

C1 le/B denotes the canonical form of Cy with respect to the oriented equations
E modulo azioms B.

Remark 3 (Maude implementation of rewriting steps). The raw step C —>%7B
C1 is realised via Maude’s reflective metaApply, which applies a single rewrite
rule and returns the result modulo B. Normalization |g,p corresponds to
metaReduce, which computes the E/B-canonical form. These are the standard
reflective operations used throughout the MMF engine (Section .

Only two rule families add user attribute constraints to the guard: object
creation (OBJ-GEN) and reference commitment (REF-CHOOSE). We factor these
event-specific contributions through two hook shorthands:

hookcreate (K, 0) = speclnvOnCreate(K, o)
hooksetref (I, R, 0,v) £ specinvOnSetRef (K, R, 0, v)

and define the auxiliary function hook(o) to capture the rule-indexed injection
logic:

hookereate (Ko, O0) if £ = OBJ-GEN
hook () £ { hooksetret (Ko, Ro, Oc,vo)  if £ = REF-CHOOSE
true otherwise

Definition 9 (Constrained rewriting step). We write
Lo . Lo
<CH¢>:>37E/B<C/”¢/> if C:>RE/B c’,

and the constraint is strengthened by the corresponding hook and normalized:
¢' = simpB (¢ A hook,()) L5/}

Remark 4 (Contextual conventions). Unless stated otherwise, all runtime con-
figurations and constraints are maintained in E/B-canonical form. In the rule
presentations below, we write (C||¢) = (C’||¢’') as shorthand for the con-
strained rewriting step (C'| &) :>§%’7E/B (C"]| ¢"); the rule label ¢, matching
substitution o, and theory parameters R, E, B are implicit from context. We
write S = S’ when S é?fE/B S’ holds for some ¢ and o (Definition [9); in
check mode, the step additibnally updates the witness component ¥p as de-
scribed below.

3 The simpB function implements a deterministic simplification strategy that normal-
izes Boolean constraints by flattening associative-commutative operators, ordering
literals, pushing negations into relational atoms, performing arithmetic constant fold-
ing, and eliminating identity elements.
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Let init(My, mode) be the canonical initial runtime state. The configura-
tion Cj contains phase(objectBuild), an identifier universe alllds(OS) and allo-
cation list freshlds(OL), where OL is a fixed linearization of the identifiers in
OS induced by the class order classList and the per-class upper bounds in b.
Its head determines the next identifier to be consumed and hence the canonical
allocation order. It also contains the initial bounded-work obligations: for ev-
ery class C in the schema, Cy includes a token missing(C, {¢), where {¢ is the
class lower bound from b, and a token need(C,inNeed(C)), where inNeed(C') is
the maximum lower multiplicity among roles targeting C. Finally, ¢o = true.
If mode = find, then init(My, find) = (Cy| ¢o). If mode = check, then
init(My, check) = (Cy || ¢o || o) with ¢y = false. In check mode, ¢ accumu-
lates hard constraints, as usual, but ©p accumulates an existential violation
witness.

Property instrumentation (check). In check mode, the calculus is additionally
parameterised by a mixed property with a graph component and an attribute
component. Semantically, the graph component is an invariant InviF, evaluated
on projected graphs. Operationally, the implementation provides an error pred-
icate errorPredPropGraph such that errorPredPropGraph(G) = tt iff G [~ Invg:gzh.
The attribute component is specified by hook equations proplnvOnCreate and
proplnvOnSetRef (Section . Operationally, check reuses the same construction
rules and the same hard-constraint accumulation. In addition, it records whether
some property violation can be witnessed by maintaining a separate Boolean
witness component ¥ p that accumulates violation evidence disjunctively across
partial states. Formally, for a rule instance with label ¢ and matching substitu-

tion o, define

= proplnvOnCreate( Ko, Oo) if £ = OBJ-GEN
propViol,(c) £ { — proplnvOnSetRef (Ko, Ro, O, vo)  if £ = REF-CHOOSE

false otherwise.

In check mode, the hard constraint is updated as usual. The witness is updated
by disjunction: ¢ = simpB(¢p V propViol,()). Accordingly, in check mode we
write

(Clellve) =>f:§fE/B (C 14" 1¥p)
iff 0 =547

R.E/B C’ and the above two updates hold.
The calculus runs in two modes: find enumerates valid models satisfying all
structural and data invariants, while check searches for a counterexample to a
user-declared property. Normal-form acceptance is defined accordingly.

Definition 10 (Normal forms, admissibility, acceptance). Normal form
NF(S) and Admissible(S) are defined as follows:

— NF(S) holds iff no calculus rule applies to S, i.e., iff =-35'. S = 5.

— Admissible(.S) holds iff 7(C) |= InV'g’f;gh and sat(¢).
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— Accepty;,q(S) holds iff NF(S) A Admissible(S) A (7(C) = Invia ).
— Accept o (S) holds iff Accepts;,4(S) and, additionally,

7(C) I Invierh, V. sat(o Avp).

Remark 5 (Counterexamples in check mode). In check mode, hard constraints
are accumulated in ¢ and define the denotation [S]. Property violations are ac-
cumulated in the witness component ¥ p by disjunction. Therefore, if sat(¢pApp)
holds, there exists a valuation p such that p = ¢ and p |= ¢p. Then (7(C), p) €
[S]- Moreover, under p the attribute-level property is violated at least once.
Graph-level violations are witnessed independently by 7(C) [ Invg 2P, .
Definition 11 (State semantics). Let p range over valuations that assign
ground values to all attribute-level symbols occurring in ¢ (e.g., symbols of the
form i(O, AN), r(O,AN), b(O,AN) for an object identifier O and attribute
name AN ), while leaving the object identifiers occurring in C' unchanged. Define
the semantics of a runtime state by

[(Cle)]) = {7 (@)l pEor = [(Clolvr)l.

Intuitively, [( C'|| ¢ )] is the set of constrained model instances M = (7(C), p)
such that p satisfies the accumulated constraint ¢. The projection 7(C) provides
the graph topology and the object identifiers, which are treated as fixed unin-
terpreted symbols during construction. The valuation p supplies ground values
for the attribute-level symbols occurring in ¢. In check mode, the witness com-
ponent 1 p affects acceptance but not denotation.

4.3 Object Generation Phase (objectBuild)

Phase objectBuild allocates fresh objects and initializes reference-assignment obli-
gations. We assume mode find and a configuration containing phase(objectBuild).
The transition relation = is given by constrained rewriting rules over runtime
states. Rule OBJ-GEN matches the configuration modulo ACU to extract the
next identifier Ok from freshlds(Og :: OL) (thus fixing a canonical allocation or-
der). It consumes Ok, creates a fresh object, and decrements the class-obligation
counters missing(K, N) and need(K, L). Here © denotes saturating subtraction,
ie., n©1=max(n—1,0).

Object creation performs (i) structural initialization and (ii) scheduling of
later reference choices: initAttrs(K,Og) populates attributes with well-typed
placeholders (e.g., {) for sets and a distinguished value for single references), while
addTasks enqueues one task refldx(Og, R, K',0, REM) per role R : K — K/,
where 0 is the initial rank and REM is a remaining-rank budget that represents
the (finite) bounds-induced choice space. The constraint is strengthened with
the user hook speclnvOnCreate(K, Ok ) and canonicalized by simpB.
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graph(G), graph(G, new),
freshlds(Ok :: OL), freshlds(OL),
takenlds(TT), takenlds(Og, TI), p
OBJ-GEN <missing(K7 N), le) = <missing(K, Nol), IHe")
need(K, L), need(K,L & 1),
refPool(RTL) . .. refPool(RTL) ...
where

¢/ = simpB( A hookereate (K, Oxc)),
RTL' = addTasks(Ox, K, roleList(K), alllds(OS), RTL),
new = (Ok : K | initAttrs(K, Ok, alllds(0S5))).
Rule OBJ-SKIP allows exploring graphs smaller than the maximum scope.

It applies only when lower-bound obligations are met (missing(K,0) and
need(K,0)):

freshlds(Ok :: OL), freshlds(OL),
OBJ-SKIP (missing(K,0), l¢) = (missing(K,0), || ¢)
need(K,0)... need(K,0)...

where the constraint is unchanged and the allocation cursor advances by drop-
ping Ok

Remark 6 (Partial states and global invariants). Intermediate states
during objectBuild are partial: they do mnot necessarily satisfy non-
monotonic global invariants Invg’r!ph. Only monotonic constraints (captured by
specErrorPredGraphPartial) are checked during construction. Full invariants are

verified only at acceptance.

The objectBuild phase consists of the repeated application of these symbolic
transition rules until freshlds(nil) is exhausted. This exhaustion triggers the tran-
sition to the refBuild phase. Crucially, as the calculus switches phases, it re-
stricts the global alllds(OS) component to exactly the set of identifiers present
in takenlds. This filtering step ensures that the subsequent reference generation
phase considers only the objects that were actually allocated, preventing the
creation of dangling edges to skipped or non-existent objects by construction.

4.4 Graph Creation Phase (refBuild)

In the refBuild phase, reference tasks are discharged. A task RT =
refldx(Ok, R, K',curr, REM) stores a rank cursor curr together with a
remaining-rank budget REM. It represents the interval of admissible ranks
[curr, curr + REM] in the canonical enumeration of role values.

A key semantic choice in refBuild is that role values are not generated by
incremental extension, but are instead selected as elements of a finite, intrinsi-
cally defined domain determined solely by the declared multiplicity bounds and
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the identifier universe. Fix a reference task refldx(Og, R, K', curr, REM) and let
OS be the class-indexed identifier set associated with K’ in alllds(OS). Write
P =oy,...,0,] for the canonical list obtained from OS under a fixed total order
on identifiers, and let ¢, u be the lower and upper multiplicity bounds for role R
(with 0 < ¢ <wu < mn). The set D;,(0S) of all admissible reference assignments
is the union of all subsets of targets whose size falls within the declared bounds:

Dpu(08) = [ J{SCOS[[S|=m},  Umax = |Dew(0S)| - 1.

m=£{

Initially, a task for this role is created with curr = 0 and REM = Upax, SO
that the represented rank interval is exactly [0, Upax]. MMF induces a canonical
enumeration over this space without materializing it. The order is defined hier-
archically: first by subset size m (from ¢ to u), and then, within each size, by
lexicographic unranking induced by the list order P.

The core mechanism is the unranking function unrank(P,m, j), which acts
as a stateless cursor. It reconstructs the j-th subset of size m directly from
P using the standard combinatorial number system for ranking and unranking
combinations (see, e.g., [12]). The intrinsic selector choiceRef is then defined by
delegating to the ranked enumeration:

choiceRef(0S, K, R, K', curr) = rankedFromTo(P, ¢, u, curr).

Rule REF-CHOOSE triggers a symbolic transition that commits to the as-
signment defined by the current rank curr. It calculates the reference v using
choiceRef and performs the semantic update to the object’s attribute set:

REF-CHOOSE

alllds(0S) alllds(0S)
(graph((Ox : K | AS)...), [[¢) = (graph((Ox : K | AS)...), ||¢')
refPool(RT :: RTL)... refPool(RTL) ...

where RT = refldx(Ok, R, K',curr, REM), v = choiceRef(OS, K, R, K’, curr),
AS' = setRef(AS, R,v), and ¢' = simpB(¢ A hooksetref (K, R, Ok, v)).

Rule REF-SKIP represents the decision to discard the current assignment and
continue searching. It increments the cursor curr to explore the next candidate
and decrements the remaining-rank budget REM , thereby shrinking the residual
rank interval while preserving the global upper rank curr + REM.

REF-SKIP  (refPool(RT :: RTL)... | ¢) = (refPool(RT':: RTL)... || ¢)

where RT = refldx(Ok, R, K',curry, REM), REM > 0, and RT' =
refldx(Ok, R, K’, curr+1, REM —1). Repeated application of REF-SKIP advances
through the bounds-induced domain of admissible values. When REM = 0, the
only option is to choose (or fail if the domain is empty), ensuring termination.
Completion of refBuild yields a normal form NF, checked for global acceptance.
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Remark 7 (Finite enumeration). Each reference task has a finite choice space
determined by b, so termination follows: REF-SKIP decreases the remaining in-
terval width, and REF-CHOOSE removes the task from the pool.

5 Symbolic Reachability Engine

Section [ defined the symbolic transition relation = over runtime states
(C'|¢). We now define a meta-level exploration strategy that traverses =
under a fixed reduction pipeline comprising exact deduplication, admissibility
pruning, and optional folding. The exploration engine maintains a loop state

L = (PQ, SeenMap, SeenSuccMap, ExactMap, Profiler),

organising the exploration components. The priority queue PQ) serves as a work-
list of pending nodes, where each node packages a runtime state with an index key
and a cached NF flag. Heuristic search and folding are facilitated by SeenMap,
which stores retained representatives per index key for coverage-based pruning,
and SeenSuccMap, which memoises exact successor states to suppress duplicates.
Finally, ExactMap collects accepted normal-form states as they are found, while
the Profiler tracks instrumentation counters.

5.1 Meta-level Exploration Semantics

The search procedure is parameterized by a configuration term Opt, which con-
trols active reduction strategies (e.g., symmetry handling, folding). Starting from
an initial state Sy, the loop initializes the state components L and iterates as
long as the worklist is non-empty. In each step, the engine selects a pending node
via SELECT and delegates it to PROCESSNODE. The loop terminates when the
frontier is exhausted or, in findFirst mode, as soon as a witness is recorded.

The PROCESSNODE routine bifurcates based on the state’s status. If S is a
normal form (NF(S)), it constitutes a candidate result; the engine validates it via
the mode-specific acceptance predicate and, if successful, records it in FzxactMap.
If S is expandable, the engine computes its one-step symbolic successors using the
expansion operator STEP(S) (implemented via Maude’s reflective metaApply).
These raw successors then traverse the reduction pipeline: FILTEREXACT elimi-
nates duplicates against SeenSuccMap; PRUNE discards inadmissible states (vi-
olating Invgfar;h or with an unsatisfiable constraint); and, if enabled by Opt, a
folding stage enforces semantic coverage against SeenMap. In the current imple-
mentation, folding is applied only to successors that are already in normal form.
Finally, surviving successors are added to the worklist via INSERT.

5.2 Subsumption and Folding

This subsection formalizes the redundancy elimination mechanism used by the
exploration loop. The key idea is to maintain, among explored normal forms, a
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covering antichain with respect to a semantic embedding preorder. This preorder
soundly approximates the semantic coverage relation and supports both queue-
time pruning (FOLDSIFT) and repository maintenance (FOLDREFRESH).

Recall from Definition [11] that a runtime state S = (C'||¢) denotes a set
[S] of constrained model instances. Each constrained model instance is a pair
M = (x(C), p) consisting of a graph topology and a satisfying valuation. We
recall the semantic coverage preorder =<:

S; =Sy iff [S2] € [S4]-

Intuitively, S; covers Sy if every constrained model instance represented by S,
is also represented by S7. Coverage is a preorder, not an equivalence. The engine
realizes the preorder <ypvp via subsumes(S, S2), using three criteria to deter-
mine coverage. First, an index equality gate checks n(S1) = n(S2) to filter incom-
patible candidates. Second, structural embedding employs metaMatch to find a
substitution o such that 7(Cy) =gup 7(Cy)o. Third, constraint entailment ver-
ifies via SMT that ¢, entails ¢10. Meeting these guarantees S; represents every
constrained model instance of So, making subsumes a sound (albeit incomplete)
semantic coverage test.

Folding maintains a covering antichain A of normal-form representatives dur-
ing exploration. Thus, A contains no mutually subsuming representatives yet
covers all explored normal forms. Operationally, FOLDSIFT discards a candi-
date S only if NF(S) and some R € A satisfies subsumes(R, S). Conversely,
FOLDREFRESH inserts new representatives by removing any R € A subsumed by
the incoming state. Hence, coverage is sound: every constrained model instance in
the bounded semantics remains represented by at least one retained representa-
tive in the exploration graph. MMF does not compute graph isomorphism mod-
ulo arbitrary identifier permutations. Instead, symmetry reduction comes from
representing configurations modulo the equational theory (X, E U B) (includ-
ing ACU for multiset composition) and from shape indexing. Within a bucket,
structural embedding is decided by matching modulo FU B via metaMatch, while
data-level constraints in ¢ are discharged by SMT.

6 Correctness of the MMF Calculus

We summarise the main metatheoretic properties of the bounded construction
calculus and its search engine. The bounded model specification M, fixes a
finite universe and role ranges, so all guarantees are relative to the declared
bounds. Soundness ensures that any accepted normal form denotes only con-
strained model instances that conform to My, so reported witnesses are never
spurious. Completeness ensures that every constrained model instance admitted
by My is represented by some retained accepted state, so folding and subsump-
tion do not discard valid solutions. Together, these results show that the calculus
explores the entire bounded search space modulo coverage-preserving reductions.

Termination and well-formedness explain why exploration is finite and why
intermediate states remain meaningful. Runtime well-formedness WF(S) cap-
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run ms rewrites popped NF pruned folded
findAll(find) 2181 7.92M 450 52 354 88
findFirst(find) 136  284.8K 29 1 27 0
findAll(check) 2409 11.11M 374 40 298 64
findFirst(check) 144 317.6K 29 1 21 0

Table 1. Mode comparison under the baseline pipeline. pruned
prunedBad-+prunedUnsat.

tures intrinsic structural consistency of partial graphs and the correct accumula-
tion of constraint obligations in ¢, and each rule preserves it. Under standard as-
sumptions on equational normalization and finite enumeration of reference tasks,
the lexicographic measure on remaining identifiers and task widths strictly de-
creases. Consequently, the bounded search terminates and pruning by monotonic
structural constraints and SMT unsatisfiability remains correct. full statements
and proofs are available in the extended arXiv version of this paper.

7 Evaluation

We evaluate MMF on the CEO benchmark (Company—Employee—Project)
from Section which combines structural constraints (e.g., “CEO has no
manager”, acyclicity) with symbolic integer invariants. The goal is a proof-
of-concept assessment of feasibility rather than an exhaustive performance
study. Tables [I] and [2] use the bounds from Listing [I.2} 1 company, 2 em-
ployees, and 0-2 projects. Table varies the employee bound from 2 to
5. Timeouts are set at 120s. All runs use a deterministic worklist policy
(useHeuristicPQ=false). We report wall-clock time (ms), Maude rewrites, and
driver counters: expanded states (popped), normal forms (NF), successors gen-
erated/enqueued, and eliminations by exact deduplication, structural pruning
(prunedBad), SMT unsatisfiability (prunedUnsat), and folding (folded). Unless
stated otherwise, the baseline enables SMT pruning, folding, and shape indexing
(useSymbContraintFiltering=true, useFolding=true, useIndex=true), and
removes redundant solutions at insertion (removeRedundantSolutions=true).

Table [1| compares findAll/findFirst and find/check under the baseline
pipeline. For findAll, more than half of generated successors are eliminated
before queueing, with structural pruning being the largest contributor and SMT
pruning and folding providing additional reductions. findAll(check) expands
fewer states than findAll(find) but is slightly slower, indicating higher per-
state overhead in check (property-side evaluation and constraint processing).
For findFirst, folding does not contribute on this scope (folded=0); runtime
is largely determined by pruning and successor generation.

Table [2] isolates the reduction mechanisms for findAll(find). Disabling
SMT pruning while keeping folding enabled times out, whereas disabling both
SMT pruning and folding completes but is an order of magnitude slower than
baseline; thus SMT satisfiability filtering is essential and also stabilizes folding
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run ms rewrites popped NF inserted redundant
Al-baseline 2185  7.92M 450 52 52 0
A2-noSMT timeout - - - - -
A3-noFolding 1258  2.20M 494 96 52 44
A4-folding-noIndex timeout - - - - -
A5-noSMT-noFolding 20299 28.01M 2054 192 100 92

Table 2. Ablations for findAll(find). Timeouts occur at 120s.

employees ms (base) rewrites (base) folded (base) ms (noFold) rewrites (noFold)
2 97 0.10M 0 88 0.06M
3 147 0.32M 0 107 0.06M
4 737 4.08M 3 172 0.13M
5 3098 20.27TM 6 264 0.24M

Table 3. Scalability for findFirst(check) as the employee bound increases.

(which relies on entailment checks). Disabling folding decreases runtime but in-
creases the number of normal forms; redundant solutions are then filtered only
at insertion time, showing that folding prevents exploring many redundant can-
didates to completion. Folding without indexing times out, indicating that shape
indexing is a prerequisite for making folding feasible.

Table [3] scales findFirst(check) from 2 to 5 employees, comparing baseline
to noFolding. Baseline time increases sharply with the bound, while noFolding
scales much more gently; at 5 employees, noFolding is over an order of mag-
nitude faster. Since folding eliminates only a few successors at these bounds,
this suggests that subsumption checks dominate cost in witness-oriented search
when folding successes are rare. All folding-noIndex scalability runs timed out,
consistent with the ablation results: indexing is necessary for folding to be viable.

Overall, structural pruning removes most successors in exhaustive search,
while SMT pruning is essential for feasibility and stabilises folding. Folding re-
duces redundant candidates when shape indexing makes subsumption checks
practical. In check mode, witness search incurs higher per-state overhead but
remains practical on the explored bounds.

The evaluation focuses on one benchmark family; folding effectiveness may
differ for specifications with stronger symmetries or weaker constraints. We re-
port single-run timings; although runs are deterministic, wall time can vary with
system load. Rewrite counts are a stable internal proxy for work but do not iso-
late SMT solver time. Timeout-based conclusions depend on the 120 s cutoff, but
the observed blow-ups are consistent across the “noSMT+folding” and “folding-
nolndex” configurations.

8 Related work

Bounded Model Finding. MMF shares the goal of bounded model finders like Al-
loy [11] and USE [10,13]: generating concrete object graphs that satisfy structural
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constraints. Unlike these tools, which typically rely on translation to SAT/SMT
solvers (often creating a semantic gap), MMF operates as a native symbolic
rewriting engine within rewriting logic. This allows domain logic and constraints
to be defined directly in Maude [7], providing a uniform environment for speci-
fication, analysis, and verification.

Symbolic Reachability and Symbolic Rewriting. Symbolic analysis in Maude
ranges from narrowing-based reachability to symbolic rewriting modulo SMT |3|
14,|16]. MMF repurposes this symbolic infrastructure for bounded structural
model finding. Technically, MMF explores a constrained symbolic rewriting sys-
tem over runtime states that refine partial object graphs, rather than using
narrowing to solve for substitutions that drive temporal reachability. The cor-
rectness of our calculus rests on established results in this domain. Our soundness
result mirrors the simulation results of Bae and Rocha [3] and Arias et al. |1,
ensuring that every symbolic step corresponds to a valid refinement of the con-
crete model space. Our completeness result follows from a bounded two-phase
enumeration argument within the user-declared bounds, guaranteeing that our
generation strategy can construct any satisfying concrete model instance that
exists within those bounds.

State Space Folding. To ensure feasibility, MMF employs state folding to prune
redundant search paths. This technique relies on a subsumption relation that ap-
proximates semantic containment. As formalized by Arias et al. [1] and Meseguer
|15], a correctly defined subsumption relation (<) ensures that if a state S is
subsumed by an existing representative S’, pruning S preserves completeness
because all constrained model instances denoted by S are already covered by 5.
MMF implements this via graph shape indexing and logical entailment checks.

Comparison with specific approaches. Riesco’s testing techniques exploit
Maude’s symbolic engines (notably narrowing) to generate concrete wit-
nesses |17]. However, Riesco targets test input generation for functional cor-
rectness of operational semantics, whereas MMF focuses on structural model
finding under schema constraints, using SMT integration primarily for satis-
fiability of data invariants rather than full symbolic execution. Escobar et al.
develop folding optimisations for SMT-based symbolic reachability based on
narrowing [9]. MMF adapts these principles but specializes the redundancy
layer (shape indexing, ACU-matching, and entailment-based subsumption) to
exploit order-only symmetries induced by the equational theory (notably ACU)
and to reduce redundancy in strictly bounded structural generation.

9 Conclusion and Future Work

This paper presented the Maude Model Finder (MMF), a native approach to
bounded model finding in the Maude ecosystem. By formalizing bounded model
generation as symbolic transition exploration over runtime states within rewrit-
ing logic, MMF allows users to validate structural and data-level constraints
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without departing from Maude’s framework. Our approach synthesizes the struc-
tural generation techniques of SAT-based finders with symbolic rewriting modulo
SMT, using SMT strictly as a background solver for constraint satisfiability and
entailment, and leveraging folding to quotient redundant symbolic states. We
establish termination, soundness, and completeness of the bounded construc-
tion within the declared bounds, and justify folding via a coverage-preserving
subsumption test.

Several avenues for future work remain. First, we plan to generalize the cur-
rent meta-level exploration engine by integrating Maude’s strategy language (8],
offering users a declarative way to customize search heuristics and pruning poli-
cies. Second, while our current symmetry reduction relies on canonical construc-
tion and post-hoc folding, we aim to investigate constructive symmetry breaking
techniques to further prune the frontier. Finally, we intend to expand the sup-
ported constraint language to cover a richer subset of OCL, enhancing MMF’s
utility for MDE applications.
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Abstract. We study non-terminating graph rewriting models, whose local rules
are applied non-deterministically—and yet enjoy a strong form of determinism,
namely space-time determinism. For terminating computation, it is well-known
that the property of confluence may ensure a deterministic end result. In the
context of distributed, non-terminating computation however, confluence alone is
too weak a property. Here we provide sufficient conditions so that asynchronous
local rule applications produce well-determined events in the space-time unfolding
of the graph, regardless of their application orders. Our first two examples are
asynchronous simulations of dynamical systems. Our third example features time
dilation, in the spirit of general relativity, as a prime illustration of a phenomenon
that is fundamentally asynchronous yet gives rise to a consistent space-time.

Keywords: Causal graph dynamics - Cellular automata - Covariance - Commuta-
tion - Strong confluence - Distributed computation - Task dependencies - DAG -
Poset - Space-like cut - Foliation.

1 Introduction

1.1 Context

Dynamical systems refer to the global and synchronous (or almost synchronous [27]])
evolution of an entire configuration at time ¢ into another configuration at time ¢ + 1,
and then ¢ + 2, etc., iteratively. Dynamical systems often have spatial dimensions too,
as the configurations are often grid-based (e.g. for representing particles, fluids, traffic
jams. .. But they can also be graph-based (e.g. representing physical systems, computer
processes, biochemical agents, economical agents, users of social networks, etc.). One
can think of cellular automata, lattice-gas automata, parallel graph rewriting, causal
graph dynamics [[1l6J3] or so-called global transformations [26] for instance.

Synchronism is often criticised however, on the basis that: 1/ In some contexts
synchronization mechanisms are considered a costly resource, which hinders the use
of parallelism to achieve high performance computing [30]. 2/ It is often dubbed as
physically unrealistic. Some authors argue that nature has no central clock, and thus
cannot apply the same rule everywhere at once [25]. For instance, relativistic physics
departs from the idea of a global time across the universe, because its ‘time covariance’
symmetry makes it perfectly legitimate to evolve just a small region of space, whilst
keeping the rest unchanged.

Asynchronism—the application of the local rule at totally arbitrary places, non-
deterministically—fits this picture better and is also well studied, especially when it is
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more compelling to leave the evaluation strategy under-determined. This is typically
the case in rewriting theory, when the rewrite rules arise as a computationally-oriented
version of an equality, e.g. 1 + 1 — 2. Then, term 1 + 1 + 1 may evolve into 2 + 1 or
1 + 2, non-deterministically. This feels right, because: 1/ an underlying symmetry tells
us there is no reason to favour one over the other and 2/ ultimately, if what matters is the
end result, we are reassured by the factthat2 +1 — 3 and 1 +2 — 3.

More generally, confluence of a set of rewrite rules is the property that if the evolu-
tions a —* b and a —* ¢ are possible, then the evolutions b —* d and ¢ —* d are also
possible for some d. In the context of terminating computation, this ensures that the non-
determinism introduced by the order of application of the rewrite rules does not matter
to the end result, yielding a well-determined, unique normal form, e.g. 3 in the above
example. Contributions [[15123[20/10l22]] deal with the case when the computational
process eventually produces a graph as a result, through successive rewrites.

1.2 Motivation

x-1 x x+1 x1 x x+1

(Ax (Ax

x-1 x x+1 x-1 X x+1

A, on aleft moving A, on aright moving

particle. particle.
oO—0o0—O0—0O0—0O0—O0—0O0—"0—O O—O—@—O0O—0O0—0O—0O—CO—=Q
0 1 2 3 4 5 6 7 8 ) 1 2 3 4 5 6 7 8
(@) G. (b) Azys671G.
O—O0—"—C0O—0O0—O0—0O—8—0O—=Q O—O0—CO0—0O0—0O0—0O0—"C0O——0—Q
0 1 2 3 4 5 6 7 8 ) 1 2 3 4 5 6 7 8
(©) As43217G. (d) Ag54324345671G = Azas6Asaseni G.

Fig. 1: Confluence yet inconsistencies. The local rule transports left-moving particles to
the left, and right-moving particles to the right, where left/right are distinguished thanks
to the a/b ports. (a) We start with a left-moving particle in 7 and a right-moving particle
in 1. (b)&(c) The point of collision between the two particles is not well defined, it
depends on the evaluation strategy. Here A7, G is short for A7(AG). (d). Still, the system
is confluent, as the divergent configurations can be both evolved into the last.

We are interested in computational processes that generate not just one result, but a
non-terminating succession of them. Unfortunately, confluence alone hardly provides
any guarantee in such cases as, for instance, rewrite rules yielding every possible result
are computationally meaningless but trivially proven confluent. The use of labelling
techniques [24] aiming at safeguarding the successive results from being rewritten can
still save the day at this stage. But things will go out of hand if we are interested in
modelling not just one computational process, but an entire network of interacting
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processes, each generating results that cannot be safeguarded, because they are being
consumed by the neighbouring processes to produce their next result, etc., i.e. non-
terminating distributed computation over linear resources, e.g. particle systems driven
by number-conserving rules. For instance, Fig. [I| shows left and right-moving particles
on a line, where left versus right is indicated by the ports along the edges. The local rule
simply has them move, which means consuming the particle at vertex, to give it to another.
A little thought shows that the system is confluent. Yet, depending upon the chosen order
of applications, one finds that one particle propagates much faster than the other, yielding
the collision event to occur at very different places. This means that spacetime events
ill-defined, inconsistent. Whilst this example is designed to emphasize these issues, it
is clear that, when it comes to dynamical systems, asynchronous evaluation strategies
may lead to inconsistent results, nonphysical effects (e.g. superluminal signalling), and
pathological dynamical behaviours (e.g. over Boolean networks [31/13] and cellular
automata [35J17]). This is a major deterrent to their usage, and the notion of confluence
is no fix to that.

In order to fix this, we introduce the notion space-time determinism in two variants.
In both cases, the idea is to move beyond the notion of confluence, which traditionally
compares configurations globally while ignoring their spatial and local structures, and
introduce a spatially and locally refined notion instead. It will ensure the existence of
well-defined, interrelated events constitutive of a global “space-time diagram” (in the
sense of cellular automata or Physics). The first approach, referred to as weak space-time
determinism, focuses on maintaining consistent a certain class of events—that can be
thought of as “results”—across all possible evaluation strategies. The second approach,
called full space-time determinism, considers all events instead—they can be thought
of as both “partial results” and results of the previous class. Intuitively, it asks that
two snapshots of the evolving graph that have consumed the same information in some
region, be consistent upon the (partial) results in this region—regardless of the evaluation
strategies used to compute each snapshot. The main theorems of this paper show that
some natural, local conditions upon the local rule, entail (weak or full) space-time
determinism.

Dynamical geometry. We do not restrict ourselves to work over a fixed lattice or a
fixed boolean network, here. Our processes are initially laid out in some network, but
then they can connect with the neighbours of their neighbours, disconnect etc., making
the network evolve. An important insight is that in order to obtain space-determinism,
the network needs be directed, and understood as a DAG of dependencies between the
processes. The DAG of dependencies is both a constraint upon the evolution, and a
subject of the evolution, allowing us to express intriguing effects such as time dilation,
reminiscent of general relativity, see Fig.[9]

Applications. Whilst mainly of theoretical nature, this work does suggest efficient
parallel schemes for the implementation of dynamical system and distributed systems—
doing away with any expensive clock synchronisation mechanisms and replacing it with
just a cheap DAG. Another strand of applications lies in Physics, namely seeking
for mathematically sound, constructive frameworks for discrete models of general
relativity [36]]. From a general philosophy of science point of view, we find it compelling
to reconcile asynchronism and determinism.
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Plan of the paper. Sec.2]lays out the formalism for graphs and local rules. Sec. [3]
provides an example of how to perform the asynchronous simulation of a particle system,
at the cost of introducing “metric” information in the form of these DAGs so as to capture
the relative advancement of the computation in a region with respect to another. Sec. 4]
generalizes this construct to simulate any cellular automaton. Sec. [5|shows how, having
introduced this DAG, one can manipulate it to achieve time dilation effects. An analogy
is drawn with various concepts coming from general relativity, such as time covariance,
metric, background-independence and dynamical geometry. Sec. [ rigorously defines
the weak/full space-determinism properties motivated by these examples. It introduces
a set of local conditions, also met by the examples, and demonstrates how these entail
weak/full space-determinism. These theorems constitute our main technical contributions,
with full proofs found provided in the long version of this paper. Sec. [7]summarizes the
results, compares them to the related works, and provides some perspectives.

2 Graphs and local rules

t7.X7 t7.X7

t4.X4

Lx; X2

(a) G (b) G{xz,x_;,xﬂ (C) G with X and X~

Fig. 2: Induced subgraph and borders (a)(b): We consider a graph G and its induced sub-
graph Gy, ;. v,}. Graphs have borders, as shown pointed by the dashed lines for (a) G and
(b) Gxy x3.x,)- Interior of a set (c): We consider a set of positions X = {x, x2, X3, X4, X, X7}.
Positions in this set are either interior (denoted X~ and shown in dark blue) or in the
boundary (X \ X in cyan).

We start by formally introducing the type of graphs that we consider: directed acyclic
labelled port graphs. The use of labelled port graphs is is totally standard in distributed
computing [12]] This is because ports are mandatory for expressiveness, in order to be
able to tell a neighbouring process from another. So are the labels of the nodes, in order
to capture the internal state of each process. The DAG structure is mandatory to capture
the dependency between the processes: this is also quite common [930].

Each vertex 7.x may be understood as an event, featuring a computational process at
position x and time tag .

Definition 1 (Positions, ports, states, names). Let X be an infinite countable set of
positions. Let 7 be a finite set of ports and 2 be a finite set of states. The set of names is
definedas V :={tx|teZ,xe X}
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For any subsets U €V and X C X, let us define (U :n) :={(u:a) |u€ U, a € n}and
X(WU) ={x|txeU}. Let us also denote X := X\ X, and z.X := {t.x|te€Z,x e X}.
Given any u = t.x € V, let us denote t' .u for (t' +t).x € V.

Fig. 3: A local rule application
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% (t7 + 1).x7 nal (here white/black) inter-

nal states can be update. The

@G () A,G whole interior can be modified
almost arbitrarily.

t7.X7 (t1 +2).x1

t3.X3 t
2-X2 t
X @

Definition 2 (Graphs, Past). A graph G is given by a tuple (I, Bg, Eg, 0g) where:

« Ig €V has its elements called internal vertices of G,

« Bg €V has its elements called border vertices of G,

« B¢ C (g UBg):1)? \ (B :7)* has its elements called (oriented) edges, and

» 06 : Ig = 2 maps each internal vertex to its states.

We denote Vg = I U Bg. This tuple has to be such that:

» Vertex partitioning: Io N Bg = 0,

« Unicity of positions: ¥t.x,t’. X’ € Vg, x =X =t =",

« Port non-saturation: ¥(u:a,v:b),(w' :a’,v:b’) € Eg, u:a #v:0’ Nu:a=v':d
vib=Vv:b,

« Border attachment: Yu € Bg, A(v:a,Vv' :d’) € Eg, u € {v,V'}, and

» Acyclicity: Yn € N, Y{(u; : a;,vi : b)ieq1,..nv1} € Eg" ' s.t. (Vi € {1,...,n), v; =
Uir1), Uy  Vp.

We denote by G the set of all graphs, and by Past(G) C Vg the vertices of G with no

incoming edges.

Summarizing, each position x only appears once, each vertex port : a can only be used
once per vertex, and border vertices are only there to express dangling edges of internal
vertices. The Past(G) vertices intuitively stand for computational processes that are no
longer awaiting for results by others, and are therefore ready to be executed.
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Notations. Given a subset U C V, we define the induced subgraph Gy C G as the
graph whose internal vertices I, are given by Iz N U, and whose edges Eg,, are all
those edges of G which touch a vertex in I, . Thus, its border vertices Bg,, are those
nodes of Vi \ I, which lie at distance one of I, in G. For a subset X C X, we write
Gy for the induced subgraph Gz x (see Fig. E])

We also introduce the operation G LI H, which is only defined if G and H can both be
obtained as induced subgraphs of the some graph, in which case G LI H is the smallest
such graph. In particular, this implies that if u € I, v € Bg, v € Iy and (u:a,v:b) € Eg,
it must be the case that (u:a,v:b) € Ey and u € V. This union will allow us to express
locality.

We denote X~ the set {x € X N X(Ig) | Vg, € z.X}, and call these the interior vertices of
X in G. Its other vertices, namely X \ X, are referred to as the boundary of X in G, see
Fig.2] Notice that the notion of border and the notion of boundary are quite different.

Notice that G = Gx U Gy. This decomposition will allow us to define the action
of our local rules. We will proceed as follow. First we define a neighbourhood scheme
N which, given a position x, selects a subset of nearby positions N,(G). Second we
define operators Ay which, given a position x, rewrite the graph G as A,G. Third
we say that A, is N-local if the action of A, is to replace just the left hand side of
G = Gp,6 U Gy gy independently of the right hand side—an operation which can
likely be formalised as a double push-out [§].

Definition 3 (Neighbourhood scheme). A neighbourhood scheme N is an operator
from X X G to P(X) mapping a pair (x,G) to N(G) C X such that :

» Reachability: For everyy € N, (G) there exists a directed path from x to y.

» Extensivity: Gy, € HC G implies Gy, = Hy;

When G is clear from context, we write N instead of N(G). N refers to the internal
vertices of N, with respect to G.

Notice that our definition of neighbourhood schemes is quite permissive. It even
allows for unbounded, or infinite neighbourhood (if the directed edges are interpreted as
lightlike this still respects bounded speed of propagation of information), even though
for all practical purposes one is likely to use a bounded neighbourhood. Our results will
apply so long as the abstract conditions are met. For some of them we need extensivity,
which is there to forbid that global criteria be used to decide whether some closeby
vertex belongs to the neighbourhood or not. It demands that the neighbourhood N,(G)
as computed by the function N over a graph G, be the same as that computed over any
subgraph H of G that comprises the neighbourhood. It can be understood as a form of
graph-locality of the neighbourhood scheme N itself. Typically, if N,(G) is computed
step by step starting from x until ‘hitting wall’ i.e. a local ending criterion, then it
will be strongly extensive, i.e. Gy, C G implies Gy, = Hy,. Extensivity is a bit more
permissive, e.g. in a segment, we can grab the first dozen closest neighbours if they exist,
and decide to keep none of them otherwise.

Next we define the notion of a local rule A._). Before we proceed, remember that our
graphs can never contain both vertices u = t.x and u’ = (¢ + 1).x. It follows that the local
rule A, will act unambiguously on the unique vertex of the form u = ¢.x. Keep in mind
also that our directed edges stand for dependencies between events, i.e. if u = t.x points
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to v = t'.y, then v is considered ahead in time of «, and thus frozen awaiting information
from u. The action of some local rule A, on v is therefore trivial, preventing y to be
computed too far ahead and thereby providing a weak synchronisation mechanism. The
action of A, on u is non-trivial only if # is minimal aka Past. Such a u can be thought of
as lagging behind in time, and no longer awaiting for any information—it has reached its
local normal form. The action of A, is to dispose of it by communicating its information
to v and other dependencies, and creating vertex u’ = (¢ + A¢).x in some provisional state.

Definition 4 (Local rule). A local rule is an operator over graphs Ay : X = (G — G)
which is N-local for some neighborhood scheme N, i.e. for all G in G, for all x in X,

AG = (AXGNX) ] GN( ifx € Past(G)
S Ie otherwise

where the action of A, on Gy, must be context-preserving—i.e. it preserves the border
B = Ba, and its border edges e € Eg \ (Ig ) = e€ Ea,g. From now on Ay, will
stand for AyA,. We say that w € X* is a valid sequence in G if, for all wy, w, € X* such
that w = wyxwy, we have x € X(Past(A,,G)). We denote Q25(A) C X* the set of valid
sequences in G.

The fact that A,(Gx,) U Gy needs to exist for any G implies that A,(G,) and Gy
must “agree”. A consequence is that new vertices V4 ¢ \ Vi are exclusively vertices at
positions N (G) with time tags modified (e.g. the vertices circled in dark blue in Fig. .
More precisely,

Lemma 1. (Position preservation). Let A, : G — G be a local rule, then X(I4,¢) €
X(g) and all new names are at positions of Ny"—i.e. X(Ia, \ I) S N, .

An additional property that can be required, without difficulty, of our operators, is
renaming-invariance [4]. We will skip this here.

Having defined the considered graphs and the kind of local transformations allowed
on them, let us state our goal informally. Consider a graph G, a local rule A, and all
possible sequences w,w’,... € Qg(A). If one applies A, one obtains one possible
evolution of the system. But A,/, A,~,...are equally legitimate different orders of
local rule applications. We aim to define precisely what it means for all these possible
evolutions to actually agree on a consistent common story, i.e. a consistent space-time
diagram. To motivate the remaining formalization, we consider examples. Later we give
sufficient conditions for a local rule to induce such consistent space-time diagrams.

Definition 5 (Space-time diagram). Given a graph G and a local rule Ay, space-time
diagram My (G) := {ALG | w € Q;(A) } is the set of all generated graphs. We sometimes
omit A and G.

To visualize how the graphs in M share common vertices and edges, some space-time
backgrounds are depicted (Figs[5] and[9). These space-time backgrounds are “pseudo-
graphs”, i.e. graph in a common sense, without any of the port-constraints of Def. 2]
imposed. Each pseudo-graph M is defined by:

VM=UVG EM=UEG.

GeM GeM
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3 Particle system example

We now show how asynchronous applications of a local rule can represent a dynamical
system of left and right-moving particles, consistently, thereby fixing issues of Fig. [T}

Fig. 4: The local rule for the particle system.
A, acts by consuming the internal state i =
o (v) of vertex v (and symmetrically with
Jj= O'ZG(W)), thereby moving those particles
4 > 4 > at x if they are present. It also updates ports
d k ] k from a, b to @, b’, flips the arrows pointing
to x, and increments its timetag, in order to
move the vertex from past u = t.x to future
' = lu = (¢t + 1).x. Dashed edges and
vertices do not influence the local rule.

h S DL / t+Dxg

u=tx tae’

(a) GNXI . (b) Axl Gle .

Again the vertices of our graphs have names of the form u = f.x, they must be
thought of as events in space-time. Here internal states are pairs of bits representing
the presence of a left-moving particle or not, and of a right-moving particle or not, i.e.
oc(u) = (o-é(u), o (w)). Each edge goes either from port :a to :a” or from port : b to : ',
thereby indicating a spatial direction (a versus b) and a temporal orientation (unprimed
versus primed). Altogether each graph must be thought of, not as a space-time diagram,
but as a ‘space-like cuts’ of a space-time diagram, i.e. a snapshot, cf. Fig.[5a

The local rule is given by Fig. @] It allows us to evolve one graph G, understood

as a space-like cut (a snapshot), into another later space-like cut G’, as in Fig.[5a] It is
possible to convince oneself that any sequence of applications of the local rule in the
vicinity of the two particles leads the collision occurring at v and nowhere else.
Notice also that the graph G can be evolved asynchronously into either H as in Fig. [5bor
H’ as in Fig.|5c| These graphs agree upon the trajectory of the moving particles. Let us
now turn our attention towards considerations that we eventually formalize in Sec.[] By
the above two remarks, this local rule feels “space-time deterministic”, as there is a sense
in which it produces well-determined events in space-time. But this property is a bit
subtle to formulate, e.g. the state associated to the event v seems different in H and H’,
as the particle got ‘consumed’ from v to w. Still, the state of v remains a function of the
way it gets traversed by the snapshot H or H’, as represented here by its set of incoming
ports to v. This motivates the notions of full consistency and full space-determinism
which we give in Def. [6]

Instead of entering this subtlety, we could have restricted ourselves to local rules
that do not consume the particle, e.g. leaving a trail of the left-mover at v in H’. But
the ‘particle consumption mechanism’ of this example is something that we do want
to be able to capture. This, we admit, is for reasons that lie beyond the scope of this
paper, but we can mention them in passing: 1/ In quantum theory, if the particle is not
consumed as it moves, it leaves a trail behind that entangles several sites. Due to this
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entanglement, ignoring the trail decoheres the particle, making it to behave classically.
This is essentially the no-cloning theorem. We want to make sure this work is compatible
with a quantum extension. 2/ In quantum field theory, it is also the case that the quantum
state associated to a point in space-time is well-determined only if we specify the angle
at which it gets cut by the spacelike cut. The study of this example sets the aim of the
paper: to understand when asynchronism meets space-time determinism.

w

b) ou() = (0,1) ... (c) but o (v) = (0,0).

Fig.5: Particle system example (a): In black we highlight just the graphs G and G’
belonging to the space-time diagram M4(G). The local rule here moves the left-side
particle towards the right and the right-side particle towards the left. Note how the
problem raised by Fig. [I)is solved. The only point in space-time which can contain both
particles is u. States depend on the cut (b)(c): Both graphs H and H’ belong to the same
space-time diagram My (Hy) with Hj containing a right-moving particle in u. They both
contain vertex v. In H’, the particle that was present in H has moved to point w. The
state associated to v thus depends on the way it is cut, which is captured by its set of
incoming ports e.g. {a’, b’} versus just {a’}.
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4 Simulating synchronous cellular automata

Beyond the above particle system example, we now show that we can simulate any 1D
cellular automata (CA for short) in spite of its synchronicity. The construction borrows
to the well-studied ‘marching soldiers’ scheme [18]], as best formalised by [29] , but
relies on the DAG of dependency rather than extra states as its mechanism for local,
relative synchronisation. Without loss of generality [21], we simulate radius half CA.

First let us recall that a radius one half cellular automaton acting on an alphabet 24
is a global function F : ZcyZ — X¢a% defined by the synchronous application of a local
function f : Xcs? — ¢4 everywhere at once, cf. Fig. @ The dependencies between the
different applications of f are shown in Fig.[6b] notice the similarity with Fig.[5al This
suggests that the natural way to encode this cellular automaton in our model is to use
vertices (a.k.a events) to represent each application of f.

Second we define X = (Z¢c4 U €)? and pick the same neighbourhood scheme and
ports as in the previous example. We define the local rule as depicted in Fig. [7a and
Fig. Its action can be understood as follow: 1/ applied to the vertex named 0. fp, it
applies f (0'8, 0'(1’) 2/ and stores the result both in the right part of the vertex 0.f_; and in
the left part of the vertex 0. f;. 3/ Finally it creates the vertex 1., which is awaiting for
the output of the 0./, and 0.f; applications, as represented by the two incoming edges.

We encode the initial configuration o by a graph G (see Fig. which contains two
copies of each internal state in 0°. The dynamics will indeed generate every configuration
o' = Fi(0). The space-time diagram is similar to that of Fig.|5al The scheme can easily
be generalised to d-dimensional CA, and is likely to work for any local synchronous
evolution in a broad sense ; the idea being to use vertices to encode applications of the
local rule, and edges to represent applications causal relationships.

5 Beyond synchronous simulation

The previous examples are simulations of synchronous systems. Beyond these, we are in-
terested in expressing systems that remain deterministic but are genuinely asynchronous.
Such local rules still have fully consistent space-time diagrams: the only thing which is
lost is the possibility to interpret these through the lens of a global clock. A paradigmatic,
physics-inspired example for this whole class of systems is the following time dilation
example. The time dilation example extends the internal state space X used in Sec. 3] with
two more states: the green and red states. The same local rule is extended so that if one
such green/red particle is found at position x, it will stay there, oscillating between both
colours and altering the very texture of space-time, cf. Fig.[8] This results in time dilation
as can be seen from Fig.[9] For instance, if two identically made clocks were modeled
out of a signal oscillating from left to right and right to left between two neighbouring
nodes, the clock lying on the right-hand-side of the green/red particle would tick twice
as slowly as the one lying on the left-hand-side. Yet, the very same local rule is being
applied left and right of the green/red particle. Such a phenomenon is reminiscent of
general relativity, e.g. time flows slightly slower on Earth than it does in the stratosphere,
as measured by identically made atomic clocks. Yet, the same laws of Physics apply in
the stratosphere and on Earth. How did we get there?
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(a) Radius one half locality ... (b) ...results in the above global evolution.

Fig. 6: Radius one half local rule (a): A radius one half local rule f takes two states
as input (07, o) € Z¢y) and outputs o} = f(0), o). Global evolution (b): The initial
configuration is an infinite one dimensional array (0'?),;2. We consider the cellular
automaton which apply f homogeneously in space. In black we depicted the successive
configurations computed by this automaton (a’k is just short for f (o-k 1 ;:1)). In red
we drew each time the local rule f gets applied. We gave a name to each occurrence to
introduce more easily the simulation scheme of Fig.[/c| Finally we used red arrows to
depict the dependencies between each occurrence of f, for example since 0. f; needs the
output a’} of 0.fy to compute, we drew an arrow 0.fy — 0.f].

/
@5 0f " 7

(a) G’Vfo' (b)A fOGNfo. (c) Initial graph and space-time diagram.

Fig.7: The local rule for CA simulation (a) and (b): Ay, acts exactly as A, in Fig.
except for the internal states. If 0(0.fy) = (0'0, O) does not contain €, it computes
a'1 f(a'o, 0) and stores the result in both neighbours. Space-time diagram of the
simulation (c) of the cellular automaton in Fig. [6b] The highlighted G encodes the initial
cellular automaton configuration o of the CA, whilst G’ encodes o the configuration
obtained after two time steps of the cellular automaton.

We argue that, to some extent, the construction of this model of computation mim-
ics some of the key steps of the derivation of general relativity theory from physical
symmetries—as found in standard textbooks [28]]. The developed analogy can safely be
skipped by the reader with lesser interest in Physics. Indeed, let us remind the reader that
the textbook derivation proceeds by: 1/ Assuming the existence of a well-determined
space-time. 2/ Requiring covariance, i.e. invariance under changes of coordinates, which
implies a form of asynchronism as one can choose coordinates whereby one region
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w J
(t+1).x
v /.- iy wj (t+1).x
" \./ / .\
u=tx v u=_tx A4 wi
(@) Gy, - (b) A (Gn,). (c) Hy,. (d) A (Hp,)-

Fig. 8: The local rule for time dilation. We define here the behaviour of A, when u = t.x
is colored—i.e. o(u) = green V o(u) = red. In both the cases (a) and (c), incoming
particles get destroyed and we flip the color at x. On a green vertex case (c), A, behaves
as expected. On a red vertex case (a) A, creates an anomaly. The edge between (¢ + 1).x
and w is reversed, thus we will be forced to update v once more, before we update w.

Fig.9: Time dilation example. In

“black we highlight two graphs H
and H’ belonging to the space-time
diagram. We start with two parti-
cles, one left and one right of the
red. Notice how, even if the same
"local rule gets applied everywhere,
times flows twice as fast for the left
particle.

of a space-like cut will evolve (large time lapse), but not the other (small time lapse).
3/ Concluding that in order to obtain covariance, one needs to provide extra causality
structure at each point, namely the metric field. 4/ Assuming background-invariance,
namely enabling the possibility that space-time be curved by the presence of this newly
allowed metric. 5/ Providing a dynamic upon the metric itself.

Here, in the discrete, we: 1/ enforced a well-determined space-time, 2/ in spite of an
asynchronous evaluation strategy, 3/ by introducing an extra causality structure, namely
a DAG of dependencies. 4/ We then allowed ourselves to consider graphs with exotic
such DAG, and 5/ rules manipulating them.

6 Obtaining space-time determinism

The space-time determinism of a local rule A is the idea that the graphs that it generates
from a seed G, which altogether form a space-time diagram M,(G), are consistent with
one another, as regards the events that they both describe. One might have hoped for
a naive notion of consistency of M4(G), whereby any two graphs of the space-time
diagram must agree on the state of a vertex u € V, if it so happens to appear in both of
them. But the example in Sec. [3] (Fig. [5)) shows that things are more subtle. Its discussion
motivates a definition of full consistency whereby any two graphs of M4(G) must agree
on the state of a vertex v (in terms of its neighbourhood and internal state) whenever they
agree on the set of incoming ports to that vertex v. In particular this implies that the state
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of v should be the same for every graph of M4(G) such that v € Past(G), which can be
understood as stating that the “result state” (a.k.a. normal form) at v is well-determined.
We refer to this weaker demand as weak consistency (see Fig. [T0).

Definition 6 (Consistency). Two graphs G and H are fully consistent iff for all v €
IH N IG:
n.Ec(v) =nEy(v) = G, = H,,

where Eg(v) is the set of edges ending in v, and n.Eg(v) denotes the set of incoming ports
ofv,i.e. m.E :={b | (u:a,v:b) € E}. Full consistency is denoted G || H. The graphs
G and H are called weakly consistent if they respect this condition in the special case
where Eg(v) = 0. We say that a space-time diagram M is fully (respectively weakly)
consistent if each pair of graphs in M is fully (resp. weakly) consistent. Finally a local
rule Ay is said to be fully (resp. weakly) space-time deterministic if and only if for all
graphs G, M4(G) is fully (resp. weakly) consistent.

Fig. 10: Weak consistency versus full
v consistency. The set of graphs {G, H}
is weakly consistent but not fully con-
sistent. Indeed we have G, = H,, but full
consistency fails in v because we have
Ec(v) =Ey(v) ={:a}butG, # H,.

u u
@G (b)H

We now embark in the quest for a set of properties ensuring that an N-local rule A,
generates only fully consistent space-time diagrams. We start with two properties. The
first one asks for timetags to only increase. The second one, akin to strong confluence or
sequential independence in parallel graph transformations, states that independent rule
applications on a graph G applied in any order lead to the same graph.

Definition 7 (Time-increasing commutative local rules). A local rule A is
» time-increasing iff Vt.y € Vg, Vt'.y € Vag, t <V, witht <t ify = x;
« commutative iff Vx,y € X(Past(G)), A A,(G) = AyA(G).

Notice that a past vertex must remain so by locality, hence the well-definiteness of
commutativity. These two properties place strong constraints on past vertices of a space-
time diagram M, (G): they entail weak consistency. Moreover each space-like cut is
determined by its set of past elements.

Proposition 1. (Obtaining weak consistency). Let Ay be a time-increasing commuta-
tive local rule. For all graphs G, Mx(G) is weakly consistent.

Proposition 2. (Pasts determine space-like cuts) Let A_) be a time-increasing com-
mutative local rule, G a graph and H,J € Ms(G). If Past(J) = Past(H) then J = H.
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Fig. 11: Privacy and port decreasing. (a)
Given a set of disjoint vertices «’ pri-
vacy demands that the neighbourhood N,
(blue) and N, (red) only intersect on
their boundaries (hatched vertices). (b)
The port decreasing condition demands
that, in order to modify a vertex, A, must
pay the price of decreasing one of its in-
coming private ports. Here, u € Gy, N
Gy, can be modified by both A, and A,
as each of them has private access to it.

However, in the example of Sec. [3] weak consistency is trivially realized even for
non-trivial dynamics. This example motivated the definition of full consistency. In order
to have local conditions that entail full consistency, we ask that neighbourhood schemes
be private and that local rules be port decreasing. Note that these properties hold for the
neighbourhood schemes and local rules used in Secs[3] f]and[3]

In the following we denote N,(G) = Ugra=w Nx(AG) the union of the neighbour-
hood of each vertex x € w, at the time A, is to be computed. Privacy then demands
that any disjoint sequences w, w’ have their N,(G) and N,,(G) intersecting only on the
vertices of their boundaries (see Fig.[IT)), a property akin to parallel independence [13]].
Privacy ensures that concurrent influences happen only at these joint boundaries, an
essential ingredient of full consistency, as illustrated in Fig.[I2a] and [I2b] They also
make it easier to check whether two valid operator A, and A, commute. Indeed when
Ny(G) = Ny(AG) and N(G) = N,(A,G), privacy allows us to only check commutation
on the boundaries to ensure it globally.

Definition 8 (Privacy). A neighbourhood scheme N is private, iff for any graph G and
any disjoint valid sequences w, w’ € Qg(A), we have N_,(G) N N,(G) = 0.

Privacy may seem hard to check at first, especially given that N,,(G) depends on A). In
the long version of this paper we introduce a concrete N, (G) which does not depend on
A as it assumes the “worse-case scenario” for it. Since N/,(G) is private, it suffices to
check that N(G) € N,(G) to prove its privacy.

Lastly we want to forbid that a local rule modifies a vertex without altering its in-
coming ports, as this would immediately infringe full consistency (see Fig. and [12d).
Moreover the modification needs be decreasing—otherwise we could apply A, twice
in a row and get to the exact same counterexample. This idea that A, should decrease
the incoming ports of the vertex v it modifies can be understood as a natural way of
‘locally reflecting the progress of the computation of v’, i.e. geometrically accounting
for the fact that the dependency between x and v has been reduced, and hence their
space-time relationship has changed. In Sec. 3| the local rule is port decreasing because
we suppress an incoming edge each time we modify a vertex. In Sec. [5]the local rule is
port decreasing for more subtle reasons in the case of a red vertex: we decrease b’ into

b” (see Fig.[8a and [8D).
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v ‘v

u u

(b) A,G/AG ©G () AG

Fig. 12: Inconsistent dynamics examples. The example of (a)&(b) relies on a neighbour-
hood scheme which is not private as w € N, (G) N N, (G). It follows that A,G and A,G
disagree on the internal states of w, whilst both updating its incoming port in the same
fashion (b becomes a < b). The example of (¢)&(d) is not port decreasing. It follows
that G and A, G disagree on v but its set of incoming ports stay the same.

Definition 9 (Port decreasing). An N-local rule A, is port decreasing iff for any
G € G, x € X(Past(G)) and u € Vg N Vy G such that G, # (A,G),, we have

m(Ec(Vg,u) \ Ec(N, 1)) > 1.(Ba,6(Va,G, 1) \ Ec(N,, u))

for an order < over sets of ports which is for any A, B,A’, B’ € P(n):

w inclusiveic. ADA" = A=A

« monotonous .. ANB=0 AN A>2A" AN B>B = AUB>A WpB

where Eg(Y, u) is the set of edges in G from any v € 2.Y to u, and n.E is as in Def. [f]

Note we ask a port decreasing operator to decrease the port of a private edge, i.e.
an edge starting from N~. Without this assumption we can give a counterexample by
considering the graph of Fig.[T1] Say both A, and A, were to modify the internal state
of v and decrease the port associated to the shared edge coming from u. Then we could
have n.E4 (v) = m.Eys,,c(v) whilst 074, (V) # 04,6(v). Finally we state our main result.

Theorem 1. (Obtaining full consistency) Let Ay be a port-decreasing time-increasing
commutative N-local rule, with N a private neighbourhood scheme. For all graphs G,
Ma(G) is fully consistent.

The proof is quite intricated, but we can give the following intuition. On the one hand
the commutation hypothesis ensures that A,G // A,/G as long as «’ is a permutation of
w. On the other hand as long as N is extensive, monotonous and private two disjoint op-
erators necessarily modify different subgraphs, albeit with a common boundary. Then, by
decreasing the private incoming port of each modified vertex, we obtain full consistency
by dismissing its premise.

Hence, strong confluence augmented with a number of hypotheses leads to full
consistency. Indeed, full consistency is a stronger requirement than confluence, as it
shifts the focus from global configurations comparison to the structured, local comparison
of spacetime events.

7 Conclusion

Summary of results. We introduced graphs that can be thought of as space-like cuts
of space-time diagrams. The vertices have names of the form u = r.x, they can be
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thought of as events. The edges can be thought of as dependencies between events, i.e.
if u = t.x points to v = ¢y, then v is ahead in time of u, awaiting for information from
u. The action of a local rule A, on u is non-trivial only if # is minimal: it disposes of
it by communicating its information to v and other dependencies, and creates vertex
u’ = (¢t + 1).x in some provisional state.

We argued that the right notion of full space-time determinism is the full consistency
of its space-time diagram: the state of each event (in terms of its internal state and
connectivity) needs be a function of its set of incoming ports, as these represent the
angle at which the space-like cut traverses the event. We gave sufficient conditions for
the asynchronous applications of a local rule to be fully space-deterministic: they must
be commuting and port-decreasing, with respect to an extensive, monotonous, private
notion of neighbourhood. We also looked at a weaker notion of consistency, requiring
that only the normal forms of events across space-time be well-determined: commutation
alone suffices then.

Throughout, we argued of the potential implications for distributed computation (weak
space-time determinism), asynchronous simulation of dynamical systems (full consis-
tency and our first and second example), and discrete toy models of general relativity
(our third example).

Related works. Geometry is dynamical in our work. We thus hope it makes useful addi-
tion to the already wide literature on Graph Rewriting [34/14]. We are aware that the
dominating vocabulary to describe them is now that of Category theory, in which notions
of space-time diagrams have been developed e.g. [7].

We instead use the vocabulary of dynamical systems, as we came to consider Graph
Rewriting through a series of works generalising CA to synchronous, causal graph
dynamics [2]], and tilings to graph subshifts [5)]. We are confident that abstracting away
the essential features of our formalism could yield interesting categorical frameworks,
e.g. ala [260].

The closest works however turn out to come from varied communities. In algorithmic
complexity [30] uses a DAG of dependencies representation to reduce the synchronisa-
tion costs of simulating a class of synchronous algorithms—we use it in the more context
of dynamical systems in order to relax synchronism altogether, whilst safeguarding
space-time determinism. In computational Physics [19] promotes the lattice of dependen-
cies of local rule applications to a notion space-time, and advocates a notion of ‘causal
invariance’ based on the unicity of this lattice, as formalised in the context of string
rewriting [33]—we formalise space-determinism for graph rewriting mathematically,
without reference to this lattice of dependencies of applications, and provide local condi-
tions to achieve it. In the network reliability community, [18]] obtains a result similar to
Prop. [T}—our local rules are allowed to modify the neighbouring vertices and the graph
per se, and we reach full consistency.

Perspectives. Clock synchronisation is an expensive overhead for parallel simulation
of dynamical systems, as well as numerous distributed computation applications. The
hereby developed theoretical framework says we can just do away with them and still
obtain strong forms of space-time determinism, provided that the local rule meets certain
requirements. We are looking forward to see this being applied in practice. Along the
way of practical applications, one ought to first try and adapt existing graph rewriting
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software tools [32U16l11]] for the sake of automatically checking full consistency.

We, on the other hand, are likely to focus on the reversible and quantum regimes of
these graph rewriting models. Another, important open problem is to understand whether
space-times of fully space-time deterministic local rules correspond to expansive graph
subshifts [3]], in the same way that space-times of cellular automata correspond to
expansive tilings. One of the difficulties in establishing such a result is that the naming
conventions we adopt for our vertices systematically prevent our space-times from being
cyclic, even when the dynamics described is periodic—whereas the corresponding graph
subshift will in fact be cyclic.
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Abstract. We propose a new quantitative analysis method for realistic adaptive
systems that unifies two strands of work: (1) a compositional, symmetry-aware
construction of a quotient transition system for lumped Markov processes in
Rewritable (Stochastic) Petri nets (RwSPNs) using algebraic operators and struc-
tured node labeling, and (2) the use of Maude as a multiformalism modeling
environment in which multiple formalisms coexist within one framework. We
generalize the compositional RwSPN approach to this multiformalism setting and
present encouraging preliminary results from an edge-computing case study.
This work is based on a recently proposed approach to precisely compute Markov
chain transition rates from Maude’s labeled transition systems.

Keywords: Maude - Multiformalism models - Reconfigurable distributed systems.

1 Introduction

Maude [15] is a purely declarative, high-performance, and expressive language with
rewriting logic semantics [6]. A Maude system module is an executable specification of
a distributed system. The Maude runtime support has various built-in model checking
facilities. Maude has also been used as a logical framework for other formalisms, such
as Petri Nets (PN), which lack native support for intuitively modeling adaptable systems.
In this paper, we present a quantitative analysis methodology for realistic adaptive
systems that unifies two existing approaches. The first derives quotient transition sys-
tems for lumped Markov processes in Rewritable (Stochastic) Petri nets (RwSPNs) via
compositional algebraic operators and structured node labeling, capturing symmetries
as graph morphisms [9/13!11]]. The second uses Maude as a multiformalism environ-
ment to represent complex systems through multiple coexisting formalisms in a unified
framework [3]. We extend the modular RwSPN approach to this multiformalism setting
by modeling interconnected nodes in a heterogeneous network as instances of generic
“monoid” structures with symmetric compositional operators, generalizing those in [[13]].
The method can be seamlessly integrated with a recent approach [10] that precisely
determines the state-transition rates of the continuous-time Markov chain (CTMC)
induced by the labeled transition system (TS) generated from an executable specification
in Maude with stochastic parameters. Exploiting symmetries yields a TS quotient whose
strong bisimulation guaranties the exact lumpability of the corresponding CTMC.
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Related Works Several approaches to timed and probabilistic analysis are available in
Maude. [24] provides a survey, although it is no longer current. The framework pro-
posed in [33] supports deterministic time specifications for the analysis of real-time
systems. The method introduced in [1]], which relies on probabilistic rewrite theories
associated with actors, supports probabilistic discrete-event simulation. More recently,
[29] proposed an extensive approach for applying Maude to stochastic analysis through a
probabilistic extension of its strategy language. The rewriting-logic semantics associates
a labeled transition system with ground terms; each state transition may involve many
rewrites. The method in [10]] builds a Markov process directly from Maude specifica-
tions with stochastic parameters, using object-level “meta-operators” to enumerate rule
matches and compute transition rates. Extending this to a multiformalism framework
improves the modeling of realistic systems. The use of behavioral equivalences within
the Maude framework is well established (see, e.g., [22]). Our method, however, differs
in that it focuses on identifying symmetries that mirror the modular structure of models
constructed and manipulated via compositional operators.

The paper first reviews the compositional method of [13/11] for constructing a
lumped CTMC from rewritable (stochastic) PNs. It then extends this technique to a
multiformalism framework whose interconnected nodes are monoid structures sharing a
distributed state. Preliminary results are presented on an edge-computing case study; a
conclusion outlines contributions and future work. For the sake of completeness, several
code snippets are included throughout the work. It is assumed that the reader already
has knowledge of Maude syntax and the basic notions of rewriting logic. An intuitive
presentation of the PT formalism [28] is provided in Section 2]

2 Modular rewritable (stochastic) Petri nets

In this section, we summarize the approach introduced in [13l11]] and extend the under-
lying PN class to fit the requirements of the case study (Section[d). We extensively use
parameterized modules, in which theories specify interfaces via syntactic and semantic
constraints on parameter modules. Views (which can be parameterized in turn) link
theories to the target modules by mapping their sorts and operators.

A rewritable Place-Transition net (RwPT) [27426/13]] is an algebraic formalism for
mutable systems that combines the firing rule with structural rewriting. We consider its
stochastic variant (RwSPN), introduced in [11] and extended in [[10], where PT nets are
enriched with bounded places and flush arcs; the encoding in Maude is available in a
small module hierarchy in https://github.com/lgcapra/rewpt.

PT nodes are defined by the modules PLACE{PL: : TRIV} and TRAN{L:: TRIV},
whose parameters are node labels (the theory TRIV only declares the formal sort E1t);
this flexible labeling is central. Multisets of places (module PBAG{PL:: TRIV}) are
weighted sums: for instance, 3 . p(1) + 1 . p(2) of sort Pbag (from PBAG{Nat})
denotes three copies of p; and one of p>. The associative-commutative sum _+_
(identity nilP) is a constructor. The places may be bounded; e.g., p("a", 3) (from
PLACE{String}) has capacity 3, while p("a") is unbounded. The following excerpts
introduce the PT signature, parameterized by node labels. This construction is based on
the predefined MAP module via the (parameterized) Ematrix view.


https://github.com/lgcapra/rewpt

fmod PT-NET{L :: TRIV, PL :: TRIV} is
generated—by MAP{L, Ematrix{PL}} * (sort Map{L, Ematrix{PL}} to Net,
sort Entry{L, Ematrix{PL}} to Tran, op emptyM to emptyNet) .

varL : L$E1t . var T: Tran . vars NN’ : Net . var P : Place .

var M : Pbag . var K : NzNat . var EQ : Ematrix . var Q : Tmatrix.varS:Pset.varF:
FlushArcs .

opl:Tran—>L$Elt.op q: Tran —> Ematrix.

opm: Tran —> Tmatrix . op f : Tran —> FlushArcs .

ops I0OH: Tran —> Pbag .

eql(L|->EQ)=L.

eq I(T) = I(m(T)) .

eqL |-> [nilP, nilP] = emptyNet . s removes isolated transitions
op enabled : Tran Pbag —> [Bool] . s doesn’t consider place capacity
eq enabled(L |-> EQ, M) = enabled(EQ, M) .
op firing : Tran Pbag —> Pbag .
eq firing(L |-> EQ, M) = firing(EQ, M) .
endfm

fmod PT—-SYS{L :: TRIV, PL :: TRIV} is
protecting PT-NET{L, PL} .
sort System .
var N : Net . var M : Pbag .
op __: Net Pbag —> System [ctor] .
opn:System—> Net.opm:System —> Pbag .
endfm

Transitions (terms of sort Tran) are designated by labels linked to local adjacency
lists, which by default are Pbag triples in [] (terms of sort Tmatrix). A typical transition
ist(L) [-> [I,0,H] where L isthelabel and I,0,H are the pre-, post-, and optional in-
hibitor edges. In an Ematrix term (Tmatrix < Ematrix) of the form [_,_,_] f: F,
the adjacency lists are followed by flush arcs (subterm F; see the example below).

PT nets are defined modularly using AC juxtaposition _;_ : Net Net -> Net
(identity emptyNet) and the subsort relation Tran < Net, both inherited (after renam-
ing) from the MAP moduleﬂThe module PT-SYS extends the PT signature with a marking:
a term System is the juxtaposition of a Net and a Pbag. Separating PT nets from PT
systems improves reuse. The operators for transition enabling and firing redirect to the
homonymous ones in EMATRIX{PL :: TRIV} (excerpt below). The enabling operator
is partial: it applies only to well-formed terms where a place cannot be both ordinary
and flush input (or output), and every flush output place has a corresponding input.

var E : Ematrix . vars Q Q' : Tmatrix . var F : FlushArcs . var M : Pbag .

op enabled : Ematrix Pbag —> [Bool] . s partial function

ceq enabled(Q £: F, M) = I(Q) <=M and—then H(Q) > M and—then enabled(F, M)
if well-def(Q £: F) .

op firing : Ematrix Pbag —> Pbag .

ceq firing(Q £: F, M) =M+ 0(Q) + 0(Q°) — I(Q) - I(Q") if @’ := £1lushInOut(F, M) .

Importing a module in a generated-by mode means that no additional data values are created.



The SPN signature (SPN-SIG) integrates stochastic parameters into PT-NET: Transi-
tion labels include a String (tag), a Float (rate parameter), and a Nat (firing policy).

fmod SPN—SIG{PL :: TRIV} is
protecting PT-NET{T1lab{String}, PL} . protecting CONVERSION .
varM:Pbag.varT: Tran.
op tag: Tran —> L$E1t . op rate : Tran —> Float . op pol : Tran —> Nat .
eq tag(T) = tag(1(T)) .
op firingRate : Tran Pbag —> [Float] .
eq firingRate(T, M) = if pol(T) == 1 then rate(T) else rate(T) * float(if pol(T) ==
then enabDegree(I(T), M) else min(pol(T), enabDegree(I(T), M)) £i) fi.

endfm
fmod SPN—SYS{PL :: TRIV} is s marked SPN

protecting SPN-SIG{PL} . protecting PT-SYS{Tlab{String}, PL} .
endfm

For example, this term from SPN-SIG{Nat}
t("a",1.5,0) |-> [2 . p(2), 1 . p(2), 2 . p(1] £: p(3) > p4,7)

99,99

describes a transition with tag ”a”, rate parameter it = 1.5, and firing policy 0. This
transition requires at least two tokens in p», at least one in p3, and at most one in p;. In
addition, it cannot exceed the capacity of p(47) (7). When it fires, it removes one token
from p; and all tokens from p3, moving the latter to p(4 7). The operator firingRate
defines state-dependent rates based on the enabling degree (ed), i.e., the number of
instances that can fire simultaneously. Under the infinite-server policy (0), the firing rate
is ed - i; under the k-server policy, with k > 0, it is min(ed, k) - .

The system module SPN-EMU extends the stateful PT signature with the rule firing,
which defines the marking change and the transition rate while considering place capaci-
ties. The seemingly redundant free variable R (bound to firing (T, M) via a matching
equation) is used in [[10] to identify all significant rule’s matches.

mod SPN-EMU{PL :: TRIV} is
including SPN-SYS{PL} .
vars M M’ : Pbag . var T : Tran . vars N N’ : Net .

crl [firing] : N M =>NM if T ; N’ := N /\ enabled(T, M) /\
M’ := firing(T, M) /\ not(overCap(M’)) /\ R:Float := firingRate(T, M)
endm

An RwSPN is characterized by a module M comprising SPN-EMU and two constants,
netO and mO, for the underlying PT net and its initial marking; M may also specify other
rules that modify the PT net structure.

2.1 Exploiting symmetries in RwWSPN

The methodology in [[13] extends rewritable PT nets with process-algebra-like compo-
sitional operators, simplifying modeling and enabling symmetry-based reduction for
large nested models. A compact guotient transition system (TS) is then built through
structured node labeling; it is strongly bisimilar to the standard TS and yields exact
lumpability of the associated CTMC [7]. We summarize these ideas here.



1. A compact set of net operators supports modular construction of any System (Net)
component. These operators implicitly encode symmetries in nested components
through incrementally built place labels—Ilists of pairs < String ; Nat > defined
in the SLAB module. The SPN signature is parameterized using this labeling scheme
via the standard instantiation SPN-SIG{Slab}.

2. Symmetry reduces to a bipartite graph morphism (=) that preserves transition labels
and markings. A morphism from a net to itself is an automorphism. The place labels
encode the hierarchy of replica components. By convention, the hierarchy root is the
label suffix: in a well-labeled Net, any two distinct maximal sets of places whose
labels share the same (possibly empty) suffix, preceded by identical string pairs, are
automorphic. For example:

{pC..< "s1" ; 1 »)}{p(..< "s1" ; 2 »} ()

{pC..< "s2" ; 1 > < "s1" ; 1 >)}={p(..< "82" ; 3 > < "S1" ; 1 >)}(ii)
In case (i), the two automorphic sets of places are associated with distinct instances
of the top-level subsystem "S1"; in case (ii), they are associated with analogous
components within a single "S1" subsystem.

3. Well-labeled System terms can be efficiently normalized by minimizing the Pbag
subterm via index permutation on place labels (without backtracking), combined
with name (index) abstraction, which makes label indices consecutive integers from
zero at each nesting level. This normal form is the /least with respect to a total order.

4. PT systems built via compositional operators are well-labeled by construction.
Rewriting rules must preserve this property; hence, they are given in a “parametric”
style and rely on suitable net-manipulation operators provided by the library [13].

Technically, we must only encapsulate the right-hand side of each rule (assumed
to be of System type) in a suitable normalization operator. The strong bisimulation
of the TS quotient generated by a normalized term (netO mO) coincides with “exact
lumpability’ﬂ in the associated CTMC [[11]], ensuring that states within an aggregate
have equal probabilities. Correctly computing cumulative transition rates in the lumped
CTMC requires handling the fact that a normalized term § can transition to multiple
states s",s”, ... with the same normal form §', which the standard TS generated by Maude
cannot detect (notably when a rule has several matches). [L0] accurately computes these
rates through automated translation of the rules into nondeterministic operators.

We evaluated our methodology in a gracefully degrading production system [13]]
with N parallel replicas of a production line (PL), each with K mutually interchangeable
components subject to controlled degradation. Upon faults, each PL autonomously
reconfigures to remain partially operational (see [[L3/11]]). The initial configuration is built
by applying the core operator repl&share, which creates replicas that may share some
places, nested. (https://github.com/Igcapra/rewpt/blob/main/modSPT/FTPL.maude)

In the following excerpt, cycle and fault denote the subnets that represent the
basic production cycle and the fault process, respectively.

eq PL(K) = repl&share(cycle ; fault, K, "L”, p (< 70”7 ;0 >) Up(< ’s” ;0 >)) .
eq NPL(N, K) = repl&share(PL(K), N, ”PL”, p(< ’s”; 0 >)) .

2An equivalence relation in this CTMC is exactly lumpable [7] if, for each pair of equivalence
classes, the sums of the transition rates from any state in one class to each state in the other (or the
same) class are equal.


https://github.com/lgcapra/rewpt/blob/main/modSPT/FTPL.maude

N ‘# states (quotient)‘time (sec)H# states (conventional)‘time (sec)HR(l0.000)
2 451 0 1915 0 0.68
4 2123 3 124,148 21 0.79
6 4855 10 4,587,426 1530 0.86
8 8643 29 - T 0.89
10 13487 66 - T 0.90

Table 1: Conventional vs quotient TS — R(t) := P(TimeToAbsorption) > ¢ —  time out

Table [T|reports the results for this benchmark as the number of PL replicas grows,
the system reliability at a fixed time instant is included (the CTMC has absorbing states).
Without symmetry exploitation, the analytical solution is only possible for small setups.

3 Efficient multiformalism modeling

Modeling realistic systems with a single formalism is often inconvenient or infeasible.
Multiformalism modeling [[18I30U5U14I31)21]] addresses this by using the most suitable
formalism for each component while preserving coherence and exploiting modularity
and formalism-specific features (e.g., multisolution). OsMoSys [17] and SIMTHESys
[20/4] exemplify this approach: OsMoSys orchestrates workflows [25] that invoke
external tools for different formalisms, while SIMTHESys defines custom formalisms
via formalism-specific behavioral elements that generate dedicated evaluation tools.

Current multiformalism techniques offer limited support for dynamic modification of
system components. The use of rewriting systems (especially Maude) in this context was
first explored in [3l12]. We integrate the Maude-based multiformalism framework [312]]
by extending the compositional approach for rewritable SPNs [[11]], summarized in the
previous section, to handle the analytical complexity of reconfigurable multiformalism
models. In Section[d we demonstrate the method in a case study.

3.1 A Maude framework for reconfigurable multiformalism

The multiformalism encoding in Maude relies on a compact, extensible module hierar-
chy, using advanced module operations to maximize the reuse of existing formalism
encodings. We first present the generic core of the framework (later extended to support
the compositional methodology based on structured labeling), then we present the com-
ponents of the case study, one of which in detail. A complete account is available in the
online repository at https://github.com/Igcapra/rewpt/tree/main/multiformalism.

Multiformalism framework The framework improves [3] by better describing the
dynamics of nodes in heterogeneous networks, easing modeling, and allowing the focus
to be on structural adaptation. A multiformalism model integrates various components
(e.g., Petri nets, queueing networks, fault trees) that share a distributed state. This state
is formalized by the theory of commutative monoids (C-MONOID), which defines a sort
Elt and an AC juxtaposition operation, and serves as the parameter of the functional
module NETWORK{S: : C-MONOID} that provides the ADT of a multiformalism model.
The abstract syntax uses sort Network, its subsort Node, and an AC juxtaposition
operator on Networks, written _, _, with identity emptyNetW. Thus, a multiformalism
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model is a multiset (commutative monoid) of possibly heterogeneous Network com-
ponents (nodes). Declaring suitable subsorts for node types yields a model of distinct
components interacting through shared state. A term NetSys consists of a Network and
a subterm of formal sort S$ELt, representing a network of interconnected nodes with a
distributed state. Intuitively, a network of nodes n; with shared state S is

nl, n2,..., nk : S

In our example, network nodes use a state representation analogous to the marking
in PT nets, i.e., a multiset of places compactly encoded using the PBAG{PL :: TRIV}
module. The AC sum _+_ matches the expected syntax of C-MONOID. The module’s
parameter denotes the place label; this flexibility in choosing place labels is essential.

Using the parameterized view S-Pag{PL: : TRIV}, we partially instantiate the pa-
rameter of NETWORK{S: : C-MONOID} as a multiset of places (integer state variables),
yielding NETWORK-M{PL: : TRIV}. Varying the view gives alternative state notions, and
its parameter fixes the label types later attached to places.

fth C—-MONOID is

sort E1t .

op0:—>Elt.

op _+_:E1t E1t —> E1t [assoc comm id: 0] .
endfth

fmod NETWORK{S b C—MUNUID} is
protecting EXT-BOOL .
sorts Node Network NetSys .
subsort Node < Network .
op emptyNetW : —> Network [ctor] .
op _,_ : Network Network —> Network [ctor assoc comm prec 123 id: emptyNetW] .
op _:_: Network S$E1t —> NetSys [ctor prec 125] .
op netw : NetSys —> Network .
op state : NetSys —> S$E1t .
vars NN’ : Network . var M : S$E1t .
eqnetw(N:M)=N.
eq state(N:M)=M.
op in : Network Network —> Bool .
eq in((N, N’), N) = true .
eq in(N, N’) = false [owise] .
endfm

view S—Pbag{PL :: TRIV} from C—MONOID to PBAG{PL} is
sort E1t to Pbag .
op0tonilP.

endv

fmod NETWORK-M{PL :: TRIV} is
protecting NETWORK{S—Pbag{PL}} .
endfm

Components used in the case-study Three node classes are considered: SPN extended
with bounded places and flush I/O edges; (multi-class) Queueing Networks (MQNs),



used as reservoirs of elementary queues; and Join-the-Shortest-Queue (JSQ) nodes. The
Markov-modulating process is modeled as a special SPN.

E-SPN We use the signature introduced in Section The Buffer (Fig. ) and the modu-
lating CTMC (Fig. [2) are modeled as SPNs, the latter with transition adjacency matrices
[t .P,1.P +1 . s-t, 1 . s-t].Here, s-t is a special place shared by all
SPN transitions, which is both an output and an inhibitor: when s-t is not marked, the
transition from state P to P’ pauses the CTMC evolution until the (quasi) instantaneous
reconfiguration is complete.

Queue Networks We reuse the multi-class queue networks (MQNs) signature (not
reported here). MQNSs are sequences of Server elements (module SERVER{PL: : TRIV}),
written P @ F for a Place and exponential service rate Float. The MQN signature
(QUEUE{PL: : TRIV}) is based on LIST{X: : TRIV}. A simple MQN (sort SimpleQ) is
a non-empty list of servers (NeList{Server}) ending in a Place, written NeL. > P.
Elementary queues (sort E1LQueue) contain a single server, and in general an MQN (sort
Queue) is a SimpleQ with two Pbag terms (in [_, _]) for the input and inhibitor enabling
conditions, i.e. E1Queue < SimpleQ < Queue. The operator queueRate returns the
service rate at each MQN stage as a function of the global population. Within a Network,
MQNs are composed by juxtaposition (_,_) and shared places. In the edge-server
example, we build pools of homogeneous elementary queues for the CPU (Fig.[3p)) and
GPU (Fig.[3)) under different configurations. The Network component (Fig.[3f)) has
two queues, and the Storage (Fig. [3g)) has one.

JSQ (Join the Shortest Queue) This component plays a pivotal role in the allocation of
jobs to a group of queues according to the eponymous algorithm. The JSQ signature is
provided below. A term of type Jsq is specified by an input place and a (possibly empty)
set of output places that are entry points for its queues, written P |> S, where S is a set
of places. The jsqRate operator defines state-dependent scheduling times.

fmod JSQ{PL :: TRIV} is
protecting PSET{PL} . protecting FLOAT .
var P : Bplace . var S : Pset . var L : PL$E1t . var I : Nat .
sort Jsq .
op _|>_ : Bplace Pset —> [Jsq] [ctor] . s partial function ...
cmb p(L, 1) |> S : Jsqif p(L, 1) in S = false . ##x JSQs input places must have capacity 1
op In: Jsq —> Bplace.
eqIn(P|>8)=P.
op Out : Jsq —> Pset .
eqOut(P|>8)=S.
op newJsq : Bplace —> [Jsq] .
eqnewJsq(P) =P |> emptyPset .
op newJsq : PL$E1t —> Jsq.
eqnewJsq(L) =p(L, 1) |> emptyPset .
op jsqRate : Jsq Pbag —> Float .

endfm



3.2 Efficient analysis of multiformalism models

Multiformalism models of realistic scenarios often become too complex for analytical
solutions. We address this intractability by extending the symmetry-based methodology
for RwPNs [[13] to the just introduced multiformalism framework. This method should
be combined with other techniques—such as abstractions, stochastic approximations
(e.g., PN transition aggregations), and hierarchical multi-level analysis—but it remains a
necessary step for analytical or simulation-based approaches.

As before, we extend existing hierarchies, prioritizing reuse. We present a modular
architecture parallel to Section that incrementally enriches network-node labels
through compositional operators. We first outline the generic architecture and then
instantiate it for JSQ; the same pattern applies to each class of interconnected nodes.

The approach is based on the flexible labeling scheme of Section [3.1] The module
NETWORK{S :: C-MONOID} is first partially instantiated in NETWORK-M{PL :: TRIV}
via the view S-Pbag. A further instantiation with Slab, mapping TRIV to SLAB, yields
structured labels such as pairs lists < String ; Nat >. The resulting module expres-
sion NETWORK-M{Slab} defines a network of components with state distributed over
places, where the places are annotated with these structured labels.

Compositional multiformalism models: core generic part This part contains param-
eterized modules and views. Models a generic heterogeneous network as an extended
monoid whose elements (nodes) support a small set of primitive operators to efficiently
manipulate structured labels. This is captured by the theory MO-NET, based on MONOID+,
a monoid with a subsort E1 < El1t, where E1 denotes base elements. The module
MO-NET-0P, parameterized by MO-NET, defines a concise set of generic operations for
manipulating and normalizing any monoid-based model with node-structured labels,
systematically built on the node-level operators of MO-NET.

Some operations (e.g. replaceWith, places) support the modular normalization
algorithm for network terms, while others (e.g. addLab) are used by the core compo-
sitional operator repl&share. For example, the excerpt from MO-NET-0P shows how
replaceWith—which performs index substitution throughout the entire monoid-like
network—is defined in terms of replaceWithEl, which is formally specified in MO-NET
and operates at the level of individual nodes. Network elements are essentially collections
of places, and a place-based notion of state is used, but the method easily generalizes to
arbitrary structures and state notions.

The theory MO-NET-SYS extends MO-NET to describe heterogeneous networks of
nodes sharing a distributed state (a multiset of places) via the juxtaposition of subterms,
forming the sort MoNetSys. It serves as the formal parameter of MO-NET-SYS-0P, which
extends MO-NET-0P with primitive operations to efficiently manipulate such networks.
Normalization and name-abstraction algorithms lift directly, and additional mechanisms
are provided, such as purging a state (removing non-encoded places) and associating a
state with a network subterm. Advanced module operations include the view homonym
of MO-NET-SYS, embedding MO-NET and thereby enabling MO-NET-0P (which requires
a MO-NET parameter) to be imported into MO-NET-SYS-0P. We summarize the main
features of this methodology. Some code excerpts are then reported to illustrate them.



1. Any subsystem that admits a structural characterization as a monoid can be specified
systematically by encapsulating the MO-NET-0P module—or, when a state is present,
the MO-NET-SYS-0P module—according to a well-established and simple schema.

2. This property holds uniformly at all abstraction levels: globally (network-wide),
for individual components (e.g., a Stochastic Petri Net can be formalized via this
schema) and within components, whenever suitable monoid substructures exist. This
enables a simple, modular definition of hierarchies of cooperating components that
undergo uniform, consistent normalization.

3. Foundational data structures such as sets, multisets, and lists—common in model-
ing—can be treated as monoids and represented in this schema, allowing homo-
morphic operations on the structured labels of network node places. For example,
module PBAG-MOD (not reported here), which defines a multiset of places with struc-
tured labels, encapsulates MO-NET-0P and is included in theory MO-NET-SYS (and
thus in MO-NET-SYS-0P) and in the SPN specification SPN-SYS-MOD. Similarly,
module PSET-MOD defines sets of places, is based on MO-NET-0P, and is reused
throughout the framework.

4. As noted previously, we use the same essentially normalization strategy as in [13/11]
(Section [2.T). This converts a N$MoNetSys term into a minimal form determined
by a total lexicographic order. It combines name (index) abstraction in basic net-
work components (abstract in MO-NET-0P and MO-NET-SYS-0P) with a state-
minimization algorithm based on simple index permutation without backtracking
(operator minimize in PBAG-MOD). Its efficiency relies on well-structured labels
generated by compositional operators (repl&share in MO-NET-0P), a property that
must be preserved by all rewrite rules. Unlike [[13], this method is fully general: it
applies recursively to any monoid-like structure, encapsulating MO-NET-SYS-0P or
MO-NET-0P depending on whether a component has a distributed or local state.

5. The methodology in [13] (Section[2.T) uses a hierarchical symmetry notion that, for
PT nets, coincides with bipartite (sub)graph morphisms. In a multiformalism setting,
this must be refined for heterogeneous node structures: in JSQ nodes, symmetry
is given by morphisms on (sub)sets, while in QUEUE nodes it uses morphisms on
(sub)lists. Intuitively, we say

nl, n2,..., nk : S=nl1’, n2’,..., nk’ : S’

iff there exists a family of morphisms ¢ = {¢; | i:...k} such that ¢;(n;) = n} and
0(S) = 5 (the ordering of the nodes n; is inconsequential). We call ¢ an automor-
phism if each ¢; is an automorphism.

6. Labels on structural elements forming the nodes (places here, though other types are
possible) explicitly capture the model hierarchy and implicitly encode its symmetries.
In a well-labeled Network, any two distinct maximal sets of elements whose labels
share the same suffix (possibly empty) and are preceded by the same sequence of
label pairs are related by an automorphism. We assume compositional operators
enforce well-labeling, and rewriting rules preserve it. Thus, the TS quotient induced
by a stateful network termnl, n2, ..., nk : Sisexactly lumpable.

Presented below are several excerpts from the general framework that offers a
monoid-style characterization of heterogeneous network components (as well as data
structures).



fth MONOID+ is
sorts E1 E1t . subsort E1 < E1t .
opnil:—>Elt.
op _;_: E1t E1t —> E1t [assoc id: nil].
endfth

fth MO-NET is
including MONOID+ . including PSET-LAB .
op replaceWithEl : E1 NeLab Nat —> E1.
op addLabEl : E1 Lab Pset —> E1 .
op placesEl : E1 List{String} —> Pset .
op placesEl : E1 Lab —> Pset .

endfth

fmod MO—NET—0P{N :: MO-NET} is
var J : Nat . vars KK’ : NzNat . vars NN’ : N$E1t . var E : N$E1 .
vars LL’ : Lab . var NeL : NeLab . vars WW’ : String . var P : Place.
vars S 8’ : Pset . var WL : List{String} . var NeWL : NeList{String} .
op replaceWith : N$E1t NeLab Nat —> N$E1t .
eq replaceWith(N, NeL, J) = $replaceWith(N, NeL, J, nil).
op $replaceWith : N§E1t NeLab Nat N$E1t —> N$EL .
eq $replaceWith(nil, NeL, J,N)=N.
eq $replaceWith(E ; N,NeL,J,N’) = $replaceWith(N,NeL,J, N’ ; replaceWithEL(E,NeL,J)) .
op addLab : N$E1t Lab Pset —> N$ELt .
op places : N$E1t List{String} —> Pset .
op places : N$E1t NeLab —> Pset .

op in : N$E1t NeLab —> Bool . s looks for a place with a label prefix

ceq in(E; N, NeL) = true if placesE1(E, NelL) =/= emptyPset .

eq in(N, NeL) = false [owise] .

op abstract : N$EIt -> N$E1t . **** "name" (index) abstraction

ceq abstract(E ; N) = abstract(replaceWithEl(E, < W ; K > L, J) ;
replaceWith(N , < W ; K > L, J)) if P U S := placesEl(E) /\

L> < W ; K>L :=1ab(P) /\ J := sd(K,1) /\ not(in(N,< W ; J > L))

eq abstract(N) = N [owise]

op repl&share : N$E1t NzNat String Pset -> N$ELt . #*** replica of a node
eq repl&share(N, K, W, S) = $repl&share(N, K, W, nil, S)

op $repl&share : N$ELlt Nat String N$E1t Pset -> N$Elt

eq $repl&share(N, 0, W, N’, S) = N’

ceq $repl&share(N,K,W,N’,S) = $repl&share(N,J,W, (N’ ; addLab(N,< W ; J >,

$)), 8) if J := sd(X,1)

op replica : N$E1t NzNat String -> N$ELt . *** default

eq replica(N, K, W) = repl&share(N, K, W, emptyPset)

endfm

fth MO-NET-SYS is

including MO-NET . including PBAG-MOD .
sort MoNetSys . ***x stateful network
op _:_ : Elt Pbag -> MoNetSys .

endfth



view MO-NET-SYS from MO-NET to MO-NET-SYS is endv *** target is a theory

fmod MO-NET-SYS-OP{N :: MO-NET-SYS} is

protecting MO-NET-OP{MO-NET-SYS}{N} . protecting PSET-MOD .

var J : Nat . var K : NzNat . var M : Pbag . var P : Place .

var W : String . var L : Lab . var NeL : NelLab . var S : Pset .

vars Sys Sys’ : N$MoNetSys . var N : N$Elt .

op nd : N$MoNetSys -> N$E1t . *x* node structure

op st : N$MoNetSys -> Pbag . *** node shared state

eq nd(N : M) = N .

eq st(N : M) = M .

op replaceWith : N$MoNetSys NeLab Nat -> N$MoNetSys .

eq replaceWith(N : M, NeL, J) = replaceWith(N, NeL, J) : replaceWith(M,

NeL, J)

op abstract : N$MoNetSys -> N$MoNetSys .

ceq abstract(N : M) = abstract(replaceWith(N : M, < W ; K > L, J))
if PU S := places(N) /\ L’ <W ; K>L :=1ab(P) /\ J := sd(K,1) /\
not(in(S, < W ; J > L))

eq abstract(Sys) = Sys [owise]

op normalize : N$MoNetSys -> N$MoNetSys .

ceq normalize(Sys) = nd(Sys’) : minimize(st(Sys’))
if Sys’ := abstract(Sys)

endfm
3.3 Using the framework to exploit the symmetries of multiformalism models

We extend the multiformalism framework of Section[3.T]to exploit symmetries in monoid-
like structures. We first consider the network level and then the component level.

The module NETWORK-LAB instantiates NETWORK-M through view Slab, giving struc-
tured labels to basic components, and imports PSET-MOD and PBAG-MOD, which define
monoidal (multi)set structures of places with structured labels. It then provides an
abstract specification of the operations required by theory MO-NET-SYS, reusing its
operation names; these are later instantiated when concrete components are linked to the
network. The view NETWORK-LAB maps MO-NET-SYS to the target module with default
operator mappings, assigning (sub)sort E1, the basic monoid elements, to Node, repre-
senting the network nodes. Finally, NETWORK-MOD encapsulates NETWORK-LAB within
MO-NET-SYS-0P via the homonymous view, thus treating NETWORK-LAB as a monoid
equipped with the operations needed for compositional modeling. Modules PBAG-MOD
and PSET-MOD are instantiated from parameterized modules PBAG{PL: : TRIV} and
PSET{PL: : TRIV}, respectively, and follow the same schema while wrapping the state-
less monoid structure MO-NET-0P via views from theory MO-NET.

fmod NETWORK—LAB is

protecting PBAG-MOD . protecting PSET-MOD . protecting NETWORK-M{S1ab} .
op replaceWithEl : Node NeLab Nat —> Node . #:: formal operations

op addLabEl : Node Lab Pset —> Node .

op placesEl : Node List{String} —> Pset .



op placesEl : Node Lab —> Pset .
endfm

view NETWORK—LAB from MO—-NET-SYS to NETWORK—LAB is
sort E1t to Network . sort E1 to Node . sort MoNetSys to NetSys .
opnil to emptyNetW.
op _;_to
endv

——

fmod NETWORK-MOD is
protecting MO—NET—-SYS—OP{NETWORK-LAB} .
endfm

Linking nodes to the Network A simple pattern connects any node type; we illustrate
it with JSQ nodes. We define a functional module (JSQ-NODE) that bundles the node
signature (JSQ) and the network ADT (NETWORK-M), instantiated by declaring the con-
crete node sort (Jsq) as a subsort of Node. For convenience, this module is wrapped in
a system module (JSQ-NODE-SYS), which specifies the node’s network behavior via a
rewrite rule. To integrate heterogeneous components into an interacting network with
shared distributed state and possible behavioral symmetries, we apply to each component
a modeling pattern analogous to that used at the overall network level.

The next code excerpt applies this procedure to the JSQ component. From the
parameterized module JSQ, we build a wrapper module JSQ-M0OD that instantiates JSQ
with structured place labels and imports PSET-MOD, since a JSQ is essentially a set
of places. Another module then combines JSQ-MOD with NETWORK-MOD: the abstract
operations of NETWORK-MOD (from theory MO-NET) receive concrete definitions for
Jsq via subsort overloading from Jsq < Node, mapped directly to the corresponding
operations in PSET-MOD. We apply the same pattern to Queue nodes, starting from
QUEUE: a Queue is represented as a list of servers embedded in a monoid structure,
analogous to the treatment of sets and multisets of places.

The SPN component uses a slightly modified version of SPN-SIG. An SPN is treated
as a monoid (with Tran terms as elements and _; _ as the associative operation) and
embedded in MO-NET-0P via a suitable view, yielding a recursive structure where the het-
erogeneous network and some nodes are monoids. When SPN nodes must interconnect
while keeping local state, we use the stateful monoid representation in MO-NET-SYS-0P.

fmod JSQ-MOD is
protecting JSQ{Slab} . protecting PSET-MQD . : set defined as a monoid
endfm

fmod JSQ-NODE-MOD is
protecting JSQ—MOD . extending NETWORK-MQD .
subsort Jsq < Node .
var L : Lab . var NeL : NeLab . var P : Place . var S : Pset . var I : Nat .
var Ls : List{String} .
eq replaceWithEL(P |> S,NeL,I) = replaceWith(P,NeL,I) |> replaceWith(S,NeL, I).
eq addLabEL(P |> S, L, S) = addLab(P, L, S) |> addLab(S, L, S) .
eq placesEl(P |> S, Ls) = places(SUP, Ls) .



eq placesEL(P |> S, NeL) = places(S UP, NeL) .
eq placesEl(P |[>S)=SUP.
endfm

mod JSQ-NODE-SYS-MOD is

including JSQ-NODE-MOD .

var N : Network . var B : Pbag . var P : Bplace . var P’ : Place .

var NeS : NePset . var S : Pset .

ctrl (N, P|>NeS) : 1 .P+B=> (N, P |>NeS) : normalize(B + 1 . P’)
if P> U S := emin(B, NeS) /\ rate:Float := jsqRate(P |> NeS, B)

endm

4 Case study: an edge server in a smart city

We consider a smart city case study, detailed and analyzed in [23]. Our goal is to assess
the effectiveness of our symmetry-based approach. We present a small selection of
quantitative results and refer to [23] for a more detailed analysis.

In smart cities, sensor data are continuously collected using ICT such as IoT and
edge computing to monitor conditions and enable adaptive solutions for future traffic,
behavior, events, transportation demand, and needs [2/19116]]. We consider an edge server
that gathers sensor data and stores them on a blockchain [8]], facing a variable workload
as roadside sensors scale with vehicle density and cars move in and out of coverage.
The server includes data acquisition, computing, networking, and temporary storage. A
multi-core processor aggregates data into packets and writes them to the blockchain,
pausing when the network is unavailable or power is low. If a watchdog is activated or
storage exceeds a threshold, a backup radio is enabled to process and store buffered data.
The edge server usually runs in energy-saving mode, with backup radio, storage, and
extra CPU capacity off, scaling CPU utilization between 50% and 80%.

The nominal structure of the edge server is shown in Fig.|l} and the overall adaptive
behavior of the system follows the state diagram in Fig.[2| The states Lo—L3 represent
increasing load levels, with transitions from L; to L; at rate ¢;;, forming a canonical
Markov-modulated process.

— LO: Buffer active (only here), 1 CPU core for computation+encryption, slow network

(A) only. Buffer supports blockchain, which is more efficient on large datasets.

— L1: 3 CPU cores for computation+encryption, fast network (B) only.

— L2: 6 CPU cores, both networks (A+B), CPU only for computation, 1 GPU board
for encryption.

— L3: all 8 CPU cores, both GPUs for encryption, both networks (A+B), and Storage.

Fig.[T]shows the functional blocks; Fig.[2] shows the allowed adaptations and active
hardware. Fig. 3h) alternates two submodels: when the buffer is inactive, the lower
submodel is omitted; otherwise, the upper PT models a buffer where packets in place
n wait until packets accumulate K (enabling #.,jo¢;) Or the timeout T;jyeon: fires. The
packets then move to the place m and to the CPU via f,opsinue; the dashed “flush” edges
encode this. Fig. Bp) shows two related CPU submodels, the second parametric: the
upper has a single queue CPU ; the lower, parameterized by N, models N > 1 active
cores with queues CPU; (1 <i < N), with arrivals routed by JSQ. Fig. ) alternates
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Fig. 1: The nominal model of the scenario considered.
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Fig. 3: a) the Buffer; b) the CPU, c) the GPU, d) the Network; e) the Storage.

two GPU submodels, mirroring the CPU case; when the GPU is used, the CPU demand
decreases. Fig. [3d) has three operational submodels: only module A (queue Nety), only
B (queue Netp) and both A and B (analogous to the 2-GPU case). Fig. El:) offers two
alternatives, with or without active storage: in the first, storage is absent; in the second,
it is modeled by queue Storage; .

4.1 Formalization and analysis of the case study

The case study is divided into several system modules. The core (listed below) includes
three modules <NTYPE>-NODE-SYS-MOD that characterize the dynamics of each type
of node present in the network, as explained. It also includes a fourth system module,
MC-EMU, which formalizes the Markov modulating process as a specific stochastic Petri
net (SPN). This module encapsulates SPN-EMU by redefining selected sorts and operators
to avoid naming conflicts. Transitions are directly annotated with their rate parameters.



The CTMC component is intentionally left unconnected to Network because it acts as a
meta-controller of the evolution of the network. (Maude provides meta-level modules,
but we found it more convenient to represent this at the object level.)

mod MM-BLOCKCHAIN is

including QUEUE-NODE-SYS-MOD . including SPN-NODE-SYS-MOD{String} .
including JSQ-NODE-SYS-MOD . including MC-EMU .

sort MMnetwork . *** markov modulated network

op MM:_N:_ : System NetSys -> MMnetwork [ctor]

op mc : MMnetwork -> System .

op sys : MMnetwork -> NetSys .

var MC : System . var Sys : NetSys .

eq mc (MM: MC N: Sys) = MC .
eq sys(MM: MC N: Sys) = Sys .
endm
Through the constructor op MM: _N:_ : System NetSys -> MMnetwork we rep-

resent CTMC and network as distinct components, with a term MMnetwork denoting
their amalgamation. The System subterm denotes a CTMC along with its initial state
(given as a singleton multiset of places). The system module MC-EMU contains the
SPN firing rule, which triggers the local rewrite encoding a state transition of the
CTMC. Two additional modules complete the formalization of the case-study by defin-
ing compositional operators and rules for Markov-chain—driven network reconfigura-
tion (details in https://github.com/lgcapra/rewpt/tree/main/multiformalism/MODmulti/
BLOCKCHAIN-MOD.maude). In particular, the operators:

op pool : ElQueue NzNat -> Network
op connect&link : Jsq Network -> Network

build a pool of similar elementary queues with a single exit point and connect them to a
JSQ. The first relies on the symmetric composition operator repl&share; the second
is derived from the first. Such operators are crucial for scalability in both modeling
and analysis. We conclude by listing a self-contained excerpt from the final system
module (BLOCKCHAIN-EXE), showing the two rewriting rules that reconfigure the system
between states Ly and L; (Fig. [I). (Here, the transition rates are arbitrary; the precise
stochastic parameters are in [23])).

op mmc : —> Q [memo] . #:#:x modulating Markov chain

eqL(i)=p(<’mc” ;1 >).

op s—t : => Place [memo] .

eqs—t=p(<’s-t7;0>).

eqmmec =0.01 |[->[1.L0); 1.L(1)+1.s-t;1.s-t];

0.02|->[1.L(1); 1.LO)+1.s-t;1.s-t];
0.02|->[1.L2);1.L(H+1.s—t;1.s-t];0.01 |->[1.L(1);1.L2)+1.s-t;1.s-t];
0.02|->[1.L(2);1.L3)+1.s-t;1.s-t];0.01|->[1.L3);1.L2)+1.s-t;1.s-t].
op N: —> NzNat [memo] . eq N =4 . s+ model’s parameter (place capacity)

ops emptyp pin cpuln cpuOut gpuln gpuOut netOut a b : NzNat —> Place [memo] .

eq emptyp(k) = p(emptyLab, k) . :: bounded place with empty lab

eq pin(k) = replica(emptyp(k), 1, ’in”) . s bounded input place (symmetric style)

eq cpuln(k) = replica(emptyp(k), 1, "cpu”) .


https://github.com/lgcapra/rewpt/tree/main/multiformalism/MODmulti/BLOCKCHAIN-MOD.maude
https://github.com/lgcapra/rewpt/tree/main/multiformalism/MODmulti/BLOCKCHAIN-MOD.maude

eq cpulut(k) = replica(emptyp(k), I, "cpu—0ut”) .

var I :Nat.vars KK’ K’ : NzNat . vars PP’ : Place . varR : Float .
var MC : System . varQ: Q. vars SB: Pbag . var Nw : Network .
op buffer : —> Net [memo] .
eq buffer = newTin(pin(N),2.0) ; t("collect”,1.0,1) |-> [N . pin(N),N.p(< "b” ;0 >, N)];
t("timeout”, 0.2, 1) |-> [nilP, nilP] £: pin(N) >> p(< "b”; 0 >, N);
t("continue”, 1.0, 1) |-> [nilP, nilP] £: p(< ”b” ;0 >, N) >> cpuln(N).
ops A B: Place NzNat —> E1Queue [memo] . s parametric in the input and in the capacity
eq A(P, K) = newElQueue(P, netOut(K), 2.0) .
eq B(P, K) = newE1lQueue(P, netOut(K), 4.0) .
ops cpu gpu : NzNat NzNat —> Network [memo] . == 1st par: replica, 2nd: capacity
eq cpu(K, K’) = pool(newElQueue(emptyp(N), cpulut(X’), 5.0), K, cpu”) .
op network : Nat —> [Network] [memo] .
eq network(0) = buffer, cpu(l, N), A(cpuOut(N), N), newTout(netOut(N), 1.0) .
eq network(l) = tin, connect&link(newJsq(pin(1)), cpu(3, N)), B(cpulut(N), N),
newTout(netOut(N), 1.0) .
crl [SO>S1] : MM: (Q S) N: (Nw : B) => MM: (Q 1 . L(1)) N: normalize((
network(1l) : B)) if S == . L) +1 . s-t /\ in(Nw, buffer)
crl [S1>S80] : MM: (Q S) N: (Nw : B) => MM: (Q 1 . L(0)) N:
normalize ((network(0) : set(B, pin(cpu(l, N)), I)))
if §==1.L@0) +1 . s-t /\ in(Ww, cpu(3, N)) /\
I := allClients(cpu(3, N), B) /\ not(I <= cap(pin(cpu(l, N))))

op MMsysO : -> MMnetwork . *** initial setup
eq MMsysO = MM: (mmc 1 . L(0)) N: (network(0) : nilP)

We use aliasing to improve readability (e.g., operators buffer, A, B, cpu, gpu map
to components in Fig. 3] and mmc denotes the modulating CTMC in Fig. 2. Specifically,
cpu(K, K’) denotes a CPU pool defined by compositional symmetric operators, and
network(I) represents the system configuration in state L;. We also use the symmetric
operator replica to build correctly labeled places from an initially empty one since
the places (module PSET-MOD) form a monoid. The rewriting mechanism is activated
exactly when the CTMC place s-t holds one token (indicating a CTMC state transition)
and is deactivated as soon as this token is removed from s-t. During the transition from
L1 to Ly, the number of CPUs decreases from three to one. In this phase, the policy may
delay job migration based on the processing capacity of the remaining core, slightly
violating the assumption of instantaneous reconfiguration. Two additional pairs of rules,
defined analogously, formalize the transitions L; <> L, and L, <+ L3 (see Figure @)

To construct the TS quotient, we wrap the NetSys subterm of MMnetwork on the
right-hand side of the rules in the normalize operator. Table[2]reports the performance of
the Maude command search mcStateTran(MMsys0) =>! M:McStateTran, which
identifies final states in the fully reconfigurable edge-server model (MMsysO is the initial
setup). A single-parameter model is used, with N as the capacity of most places; the
searches show the system is deadlock-free. Without symmetries, analysis is feasible
only for small setups (N < 2); normalization adds acceptable overhead, and for N = 16
the TS is estimated to contain tens of billions of states. The model still generates
large state spaces as N grows, because only CPUs (and to a lesser extent GPUs) are



significantly symmetric, yielding only partial symmetry. Thus, additional techniques such
as abstraction and structural reductions must complement symmetry-based reductions.
We use a parameter 0 < ¢ < 1 for the modulation process. With base switching time
Thase = 6 hours, we set g 1 = 1/(®Tpase) and g1 = 1/((1 — &) Tpase). The solution
is obtained through discrete-event simulation using the R solver [32] on the lumped
CTMC generator produced by preprocessing in [[10]. Simulation runs are on average an
order of magnitude faster than the corresponding build times in Table|2| Fig. 4|shows
the response time and monthly cost (secondary axis) using the arrival rates of [23]]. The
former is acceptable unless the system is too long in Ly, where the buffer is used; the
monthly cost increases by nearly an order of magnitude when the system is longer in L3.

TS Quotient TS
N ||states(final) time (sec) ||states(final) time (sec)
2 ||5,789,456(0) 2445 37,344(0) 40
4 [F i 303,534(0) 367
8 |r T 2,990,842(0) 4200
16 |- T 18,189,496(0) 27070

Table 2: Build time of conventional TS vs normalized TS as the capacity varies )
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Fig. 4: Response times and costs for different values of the parameter .

5 Conclusions

We present a unified technique for analyzing adaptive systems that combines two ap-
proaches. The first derives a lumped Markov process for RwSPNs using compositional
operators that exploit symmetries via a structured node-labeling scheme reflecting model
modularity. The second uses Maude as a multiformalism framework for models combin-
ing several formalisms. We extend compositional RwSPNs to this setting and integrate
them into the preprocessing-based approach of [[10] to derive a lumped CTMC, report-
ing promising initial results in an edge-computing case study. We plan to extend our
methodology to encompass a larger variety of nodes—interpreted as fundamental build-
ing blocks of network components—as well as a broader spectrum of state concepts,
including components with both private (hidden) and public (shared) state.
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